Jon a few items we are testing for the CCDC

ntp scripts 
Firewall
ISP – Public
Email and Web ecommerce - Open 80, 110, 443
Splunk to Phantom
Internal to Public
Mysql – 3306 and 33060 are the mysql ports – phantom ports are 
Phantom – TCP 22, TCP 80 and TCP 443 
Splunk:
9997 for forwarders to the splunk indexer
8000 for clients to the splunk
8089 for splunkd

Public/User
Port 53 to 172.20.242.200, 172.20.242.10
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