Windows simple IPsec setup for IPy6

The presentation uses the Windows Firewall with Advance Security to configure a simple |IP¥6 IPsec network. One

system is a Windows 7 system. The other system is Windows 8.0 system. Both machines are on a private IPy6
network.

The primary reference is http:/ftechnet.microsoft.com/en-us/library/cc732283%28v=ws.102629.aspx
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@8 Administrator: Command Promp
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“ k Link-local IPV6 Address . . . . fe80::108b:31lcd:3fS/:fa/bxl”2
Re Default Gateway . . -

Tunnel adapter isatap.{8D27A762-328E-4DCA-A285-BD1D92A73E92}:

= Consolel - [Console Root

File Action View Favorites Window Help

le= |E = HE

| Console Root Name
> ﬂ Windows Firewall w
> ‘g IP Security Monitor

Actions
f¥ Windows Firewall with Advanced Security on Local Computer

Console Root
E, IP Security Monitor

Ve More Actions

The presentation begins with
Windows /. The presentation opens
Windows Firewall with Advance
Security and IP Security Monitor in a
mmc. The presentation is open the
mmc as a member of the
administrators group.
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@ Administrator: Command Promp
Re

Link-local IPV6 Address &« . o« . . » fe80::108b:3lcd: 30 /:fa/bxlz
Default Gateway -

Tunnel adapter isatap.{8D27A762-328E-4DCA-AZ285-BD1D92A73E92} :

p- Consolel - [Consol D A\ Wine Advanced ¢ AConnection Securitv F

File Action View Favorites Window Help

@@I B = HE

| Console Root Enabled  Endpointl  Endpoint2  Authentication moi|| Actions

4 @ Windows Firewall with Advancec GonnechionSecuity
&3 Inbound Rules There are no items to show in this view.

&S Outbound Rules
*a Connection Secupite Rulac |1 { Filter by Profile

" Monitori New Rule... : T
b &% Monitoring =W ReE The presentation selects the New Filter by State
- & IP Security Monitor Filter by Profile Rule option under Connection
Filter by State Securlty Rule.

“& New Rule...

View
New Window fr...
View Refresh

New Window from Here . Export List...

Refresh Help
Export List...

Help

Show hidden icons
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Rule Type

Select the type of connection security rule to create.

Steps:

Rule Type What type of connection security rule would you like to create?

-
Endpoints

i . The presentation creates a custom
Requirements ) Isolation rule

@

@

@

@ Authentication Method Restrict connections based on authentication critena, such as ¢
health status.

@

@

@

Frotocol and Fora ) Authentication exemption
Profile Do not authenticate connections from the specified computers.

Name
- Server{o-server

Authenticate connection between the specified computers.

- Tunnel
Authenticate connections between gateway computers.

@ Custom
Custom rule.

Note: Connection security rules specify how and when authentication occurs, but they do not
allow connections. To allow a connection, create an inbound or outbound rule.

Leam more about rule types

1:37 PM
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Link A X-1-ZHEm Lz SHCHRl. K The presentation enters the two IP
Degm " address for this example.

N

Tunne ]
Endpoints

Specify the computers between which secured connections will be established using IPsec.

Steps:

Rule Type Create a secured connection between computers in Endpoint 1and Endpoint 2.

Endpoints Which computers are in Endpoint 1?
Requirements () Any IP address

Protocol and Ports 2001:db8::107 Filter by Profile
Profile it Filter by State

9

?

?

@ Authentication Method @ These IP addresses:
?

*

9

Name — View

New Window fr...

Customize the interface types to which this rule applies: Refresh
Which computers are in Endpoint 2? 55 Export List...
© Any IP address Help

@ These |P addresses:

2001:db8::108

Leam more about computer endpoints

1:37 PM
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Requirements

Specify the authentication requirements for connections that match this rule.

Steps:

Rule Type When do you want authentication to occur?

Endpoints Actions

Requirements ) Request authentication for inbound and outbound connections Connection Security...
Authenticate whenever possible but authentication is not required.

“& New Rule...

Protocol and Ports ~ Require authentication for inbound connections and request authentication for N Filter by Profile

Profil outbound connections )
rofile _ _ _ N Filter by State
Inbound connections must be authenticated to be allowed. Outbound connections are

Name authenticated whenever possible but authentication is not required. View

<
<
<
@ Authentication Method
<
<
<

' Require authentication for inbound and outbound connections New Window fr...

Both inbound and outbound connections must be authenticated to be allowed. 73 Refresh

' Do not authenticate . Export List...

No connections will be authenticated. Help

Leam more about authentication requirements

1:37 PM
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Authentication Method

Specify how authentication is performed for connections that match this rule. The presentation will use a
non-recommended authentication
= tem. Th tation select
What authentication method would you like to use? 2= em', E PR ULEL L2 S
customize under Advance.

Rule Type
Endpoints

Requirements Use the authentication methods specified in |Psec settings.

9
9
?
@ Authentication Method
9
*
9

() Computer and user (Kerberos V5)
Protocol and Ports . N . L

Restrict communications to connections from domainjoined users and
Provides identity information for authorizing specific users and compute

Profile
outbound rules.

Name §
) Computer (Kerberos V5)
Restrict communications to connections from domainjoined computers’y_
information for authorizing specific computers in inbound and outbound rules.

@ Advanced

Specify custom first and second authentication settings.

Leam more about authentication methods

1:37 PM
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| ﬁ Administrator: Comm:
L1nk local IPV6 Address c e . . .+ fe80::108b:31cd: 35S/ fa/bxl2

. .11 -
De“Ssomimms -

Tunnel|

s A —— | I\.

Customize Advanced Authentication Methods ¢

The presentation adds an

First authentication Second authentication authentication method under first

Specify computer authentication methods to use during |Psec Specify user authentication 1 i
negotiations. Those higher in the list are tried first. during |Psec negotiations. 1 authentication methods.

First authentication methods: Second authentication meth curity...

Method Additional Information Method A

rofile

tate

"] First authentication is optional "] Second authentication is optional

A second authentication cannot be specified when a preshared
key is in the first authentication methods list.

Leam more about authentication settings
What are the default values?

1:38PM |
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ator i,:"~,'.',f .

Link—loc§l|IPv6 Address . . . . . : fe80::108b:31cd:3f57:fa/bx12

~ . .11 -
DeSemsmms X

Tunnel|

— S — The presentation uses a very weak
ustomize Advanced Authentig A4 First Authentication Method (e and nonrecommended preshared

key.

Sq -

First authentication Select the credential to use for first authentication:

Specify computer authentic i
negotiations. Those higherif | ) Computer (Kerberos V5)

() Computer (NTLMv2)
First authentication methodsy | () Computer certificate from this certification authority (CA):

Method Al Signing algorithm: RSA (default)

Certfficate store type: | oot CA (defautt)

J

Refresh

@ Preshared key (not recommended): :5h  Export List...

Add.. - Password01 - Help

-

o Preshared key authentication is less secure than other
[”] First authentication is opff) authentication methods. Preshared keys are stored in plaintext. '
When preshared key authentication is used, Second \Becified when a preshared
Authentication cannot be used. 'Bs list.

Leam more about authenticatiof Leam more about the first authentication method

What are the default values?

ok OK |[ Cancel |

ext > ] [ Cancel

New Window fr...

EN @D T & oo gy
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| @ Administrato
Bipk—}pcal IPv6 Address e . . .t fe80::108b:31lcd:3f57: Fa7b/12
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ommanc

Tunnel|

- —

Customize Advanced Authentication Methods

First authentication Second authentication s

Specify computer authentication methods to use during |Psec Specify user authentication method i
negotiations. Those higher in the list are tried first. during |Psec negotiations. Those F The pre_sen?at'on checks the
authentication methods.

First authentication methods: Second authentication methods:

Method Additional Information Method Addition
Preshared key Password(1

| Add... || Edit... I[ Remove

"] First authentication is optional

A second authentication cannot be specified when a preshared
key is in the first authentication methods list.

Leam more about authentication settings

What are the default values?

OK || Cancel

1:38PM |
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Protocol and Ports

Specify the protocol and ports to which this rule applies.

Steps:
To which ports and protocols does this rule apply?

Rule Type
Endpoints s Protocol type: | Any Actions
Requirements Protocol number: : Connection Security...

o
"
@
@ Authentication Method “aa New Rule...
@
@
o

Protocol and Ports Endpoint 1 port: All Ports Filter by Profile

Y
Profile 7
Name Example: 80, 445, 5000-5010

Endpoint 2 port: All Ports

Filter by State
View

New Window fr...
Refresh

. Export List...

Example: 80, 445, 5000-5010

Help

Leam more about protocol and ports

1:38 PM
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Specify the profiles for which this rule applies.

Steps:

Rule Type When does this rule apply?

Endpoints Actions

Requirements Domain Connection Security...
Applies when a computer is connected to its corporate domain.

“& New Rule...

Protocol and Ports Private N’ Filter by Profile

. lies when a computer is connected to a private network location.
Profile App P P T Filter by State

Name Public
Applies when a computer is connected to a public network location.

<
<
<
@ Authentication Method
<
<
<

View
New Window fr...
Refresh

. Export List...
Help

Leam more about profiles

1:38 PM
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Lka—lchl'IPv6 Address . . . . . : fe80::108b:31cd:3f57:fa/bx12

£

Specify the name and description of this rule. )
The presentation adds a name and

Steps: description for the rule.

Rule Type
Endpoints

Requirements

<
<

g Name:
@ Authentication Method Windows 7
<

<

"

Protocol and Ports

Profile Description (optional):
Windows 7 IPv6 |Psec test setup|

Name

1:39 PM
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@ Administrator: Command Promg
Re

Link-local IPV6 Address &« . o« . . » fe80::108b:3lcd: 30 /:fa/bxlz
Default Gateway :

Tunnel adapter isatap.{8D27A762-328E-4DCA-AZ285-BD1D92A73E92} :

p- Consolel - [Consol D A\ Wine Advanced ¢ AConnection Security R

File Action View Favorites Window Help

@@I B = HE

| Console Root || Name E.. Endpointl Endpoint 2 Authentication mode Authe... Endpointl port Endpoint 2 port| | Actions

4 og"ldzw” ¥ Windows7 Yes 2001:db8:107 2001:db8:108 Require inbound and outbound Custom Any Any Connection Security...
nooun

&S Outbot “s NewRule...
#a Conne: Y Filter by Profile

| L Mon_itc -
.?, IP Security

Filter by State
View

New Window fr...

( N
The presentation verifies the rule is
ready. The presentation is happy G Refresh
with the report. 5 Export List...

Help

1:39PM |
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Administrator: Command Prompt

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
IPv6 Address.

Link-local IPvé Address

" .

o
§ File Action View

localdomain

2001 :db8: : 108
fe80: :1d08: a2d0d:b94c: d561 412

Console1 - [Console Root]

Favorites Window Help

&= |E = HE

| Console Root
@ Windows Firewall w
,g, IP Security Monitor

Name

@ Windows Firewall with Advanced Security on Local Computeg=
,_ig_, IP Security Menitor :

The presentation is now working on
Windows 8.0. The presentation
opens Windows Firewall with
Advance Security and IP Security
Monitor in a mmc. The presentation

Is open the mmc as a member of the
administrators group.

d 0 & &

Actions
Console Root

More Actions
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Ethernet adapter Ethernet:

Connection-specific DNS Suffix

IPv6 Address.

Link-local IPvé Address

==

S File Action View Favorites

e« 25 = HE

Window Help

P g g g g g g g g g g

Administrator: Command Prompt

localdomain

2001 :db8: : 108

fe80: : 1di8: a2dd: b94c:do61/12

= Console1 - [Console Root\Windows Firewall with Advanced Security on Local Computer\Connection Security Rules]

o

| Console Root

&3 Inbound Rules
&Y Outbound Rules

4 @ Windows Firewall with Advanced Sect

*a. Connection Security Rul

. &, Monitoring
} E, IP Security Monitor

<

]

New Rule...

Filter by Profile
Filter by State

View

New Window from Here

Refresh
Export List...

Help

Enabled Endpoint 1 Endpoint 2 Authenticatiol

There are no items to show in this view.

l/.
{

>

The presentation selects the New
Rule option under Connection
Security Rule.

Actions

Connection Sec... =~

‘\i

-

>

>

Contains commands for customizing this window.

New Rule...

Filter by Profile
Filter by State
View

New Window fr...
Refresh

Export List...
Help
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Administrator: Command Prompt

Ethernet adapter Ethernet:

New Connection Security Rule Wizard

Rule Type

Select the type of connection security rule to create. cu rity Rules]

Steps:
» Rule Type

What type of connection securty rule would you like to create? { N
The presentation creates a custom

& Endpoints
rule.

Requirements () Isolation

Restrict connections based on authentication criteria, such as do
health status.

Profile Do not authenticate connections from the specified computers.

@ Authentication Method

Name ~
() Serverdo-server
Authenticate connection between the specified computers.

() Tunnel
Authenticate connections between two computers.

(® Custom
Custom rule.

Note: Connection security rules specify how and when authentication occurs, but they do not
allow connections. To allow a connection, create an inbound or outbound rule.
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Administrator: Command Prompt

Ethernet adapter Ethernet:

New Connection Security Rule Wizard

Specify the computers between which secured connections will be established using |Psec.

Steps:

Rule Type Create a secured connection between computers in Endpoint 1 and Endpoint 2.

Endpoints Which computers are in Endpoint 1?
Requirements () Any IP address

Protocol and Ports 2001:db8::108

Profile

?
@
?
@ Authentication Method (® These IP addresses:
9
@
?

Name

Customize the interface types to which this rule applies:
Which computers are in Endpoint 2?
() Any IP address

(®) These IP addresses:

The presentation enters the two |IP
address for this example.

N’ Filter by State
View

New Window fr...
Refresh

Export List...

Help

2001:db8::107

1:45PM
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Administrator: Command Prompt

Ethernet adapter Ethernet:
New Connection Security Rule Wizard

Requirements

Specify the authentication requirements for connections that match this rule. cu rity Rules]

Steps:

@ Rule Type When do you want authentication to occur?

Endpoints sicatiol| | Actions
» Requirements () Request authentication for inbound and outbound connections
Authenticate whenever possible but authentication is not required.

Connection Sec... =

@ Authentication Method New Rule...

o
Protocol and Ports ™ Require authentication for inbound connections and request authentication for N’ Filter by Profile
Profile e ons Y

Inbound connections must be authenticated to be allowed. Outbound connections are
Name authenticated whenever possible but authentication is not required.

Filter by State

View

(® Require authentication for inbound and outbound connections New Window fr...
Both inbound and outbound connections must be authenticated to be allowed. cil Refresh

() Do not authenticate 55 Export List...

No connections will be authenticated. Help
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Administrator: Command Prompt

Ethernet adapter Ethernet:

New Connection Security Rule Wizard

Authentication Method

Specify how authentication is performed for connections that match this rule. The presentaﬁon will use a
S non-recommended authentication
— system. The presentation selects a

@ Rule Type What authentication method would you like to use? customize under Advance .
¢ Endpoints ) Default
@ Requirements Use the authentication methods specified in |Psec settings.
@ Authentication Method .
(_) Computer and user (Kerberos V5)
Protocol and Ports Restrict communications to connections from domain-oined users and com

Provides identity information for authorizing specific users and computers in

Profile
outbound rules.

Name

() Computer (Kerberos V5)

Restrict communications to connections from domainjoined computers. Pros, , I —— J

information for authorizing specific computers in inbound and outbound rules.
Refresh

(@) Advanced

Specify custom first and second authentication settings. Customize... 5 Export List...

Help
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Administrator: Command Prompt

Ethernet adapter Ethernet:

New Connection Security Rule Wizard

s
Customize Advanced Authentication Methods The presentation adds an

authentication method under first

File  First authentication LR LT authentication methods.

! Q Specify computer authentication methods to use during IPsec Specify user authentication mé
- negotiations. Those higher in the list are tried first. during IPsec negotiations. Th

First authentication methods: Second authentication methot

Method Additional Information Method Adi

J

New Window fr...

Refresh
55 Export List...

Add.. Add... Help

[ ] First authentication is optional [ ] Second authentication is optional

A second authentication cannot be specified when a preshared
key is in the first authentication methods list.
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Administrator: Command Prompt

Ethernet adapter Ethernet:
New Connection Security Rule Wizard (

The presentation uses a very weak

Add First Authentication Method 3 | and nonrecommended preshared
key.
Select the credential to use for first authentication:

First authentication
Specify computer authentical () Computer (Kerberos V5)
_) Computer (NTLMv2)

negotiations. Those higherir

(_) Computer certificate from this certification authority (CA):
First authentication methods:
Signing algorthm: RS A (defautt)

Method Ac
Certificate store type: R0t CA (defaut)

J

View
New Window fr...

Refresh
(®) Preshared key (not recommended): efres

Password01

Add... Preshared key authentication is less secure than other i

authentication methods. Preshared keys are stored in plaintext.
When preshared key authentication is used, Second
Authentication cannot be used. secified when a preshared

ds list.

55 Export List...

[ ] First authentication is opt
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Administrator: Command Prompt

Ethernet adapter Ethernet:

New Connection Security Rule Wizard

x|

untbe Pulacl

Customize Advanced Authentication Methods

First authentication Second authentication

The presentation checks the

Specify computer authentication methods to use during IPsec
negotiations. Those higher in the list are tried first.

First authentication methods:

Method Additional Information

Specify user authentication methods

during IPsec negotiations. Those hig

Second authentication methods:

Preshared key

Password01

Method Additional

Add...

Edit...

Remove

authentication methods.

J

is» Export List...

ﬂ Help

[ ] First authentication is optional

A second authentication cannot be specified when a preshared
key is in the first authentication methods list.

Cancel

Cancel
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Administrator: Command Prompt

Ethernet adapter Ethernet:

New Connection Security Rule Wizard

Protocol and Ports

Specify the protocol and ports to which this rule applies. cu rity Rules]

Steps:

@ Rule Type To which ports and protocols does this rule apply?

@ Endpoints sF Protocol type: Any ricatiol| | Actions

& Requirements Protocol number: Connection Sec...

@ Authentication Method New Rule...

Filter by Profile

ol
Protocol and Ports Endpoint 1 port: All Ports 7
h'd

Profile
Name Example: 80, 445, 5000-5010
Endpoint 2 port: All Ports

Filter by State
View

New Window fr...
Example: 80, 445, 5000-5010 Refresh

55 Export List...

Help
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Administrator: Command Prompt

Ethernet adapter Ethernet:

New Connection Security Rule Wizard

Profile

Specify the profiles for which this rule applies. curity Rules]

Steps:

@ Rule Type When does this rule apply?

@ Endpoints ticatiol | Actions

Requirements Domain Connection Sec...

Authentication Method Applies when a computer is connected to its comporate domain.

s New Rule...
Protocol and Ports Private Y
Y

Filter by Profile
Profile Applies when a computer is connected to a private network location, such as a home

or work place. Filter by State

Name Public View
Applies when a computer is connected to a public network location. New Window fr...
Refresh
55 Export List...

Help
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Administrator: Command Prompt

Ethernet adapter Ethernet:

New Connection Security Rule Wizard

s

The presentation adds a name and
description for the rule.

Specify the name and description of this rule.

Steps:
Rule Type
Endpoints
Requirements
Name:
Authentication Method Windows 8.0

Protocol and Ports

Profile Description (optional):
Name Windows 8.0 IPv6 |Psec test 01

J
New Window fr...

Refresh
55 Export List...

Help
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Administrator: Command Prompt

Ethernet adapter Ethernet:

Connection-specific DNS Suffix localdomain
IPv6 Address. . . . . . . . 2001 :db8: : 108
Link-local IPv6 Address . fe80: :1d08: a2dd:b94c: d561 412

Console1 - [Console Root\Windows Firewall with Advanced Security on Local Computer\Connection Security Rules]

Action View Favorites Window Help

) leal[JEYN ? Mio:

| Console Root|| Name Enabled Endpoint 1 Endpoint 2 Authentication mode  Authentication method Endpoint 1 port || Actions
4 @ Windows
&3 Inbour :
ES Outbo ‘s New Rule...
!;. Conne

'
8, Monit
, _ '
,g, IP Security - :

®& Windows 8.0 Yes 2001:db8::108 2001:db&:107 Require inbound and ... Custom Any Connection Sec...

Filter by Profile
Filter by State

The presentation verifies the rule is b
ready. The presentation is happy

with the report. G Refresh
Export List...

New Window fr...

Help

-~




C 4 win8_x64_office2013 - VMware Player (Non-commercial use only)

Player ~ h.4 J:sﬁ T T SR R g

—J

Administrator: Command Prompt

C:\Windows\system32>ping 2001:db8::107

2001 :db8: : 107 with 32 bytes of data:
ep y rom 2001:db8::107: time<{lms
eply from 2001:db8::107: timellms
eply from 2001:db8::107: timellms
eply from 2001:db8::1807: timellms

Ping statistics For 2001 :db8: : 107 :

Packets: Sent = 4, Received = Lost = @ (04 loss),
Approximate round trlp times in m1111 seconds:

Minimum = Ums, Maximum = Ums, Average = Oms

HC : \lindows\system32>_

The presentation pings the other
host in this example.
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Command Prompt - net use m: \\win7/-al\data

Console1 - [Console Root\IP Security Monitor\WIN8-VICTIM02\Quick Mode\Statistics]
ﬁ File Action View Favorites Window Help

| Console Root
4 @ Windows Firewall with Adh
&3 Inbound Rules
Outbound Rules
#x Connection Security Ru
» B Monitoring
4 g IP Security Menitor
4 [ WINS-VICTIMO2
(1 Active Policy
4 (] Main Mode
(L1 Generic Filters
(] Specific Filters
(L1 IKE Policies
(L] Statistics
(] Security Associ:
4 (] Quick Mode
(L1 Generic Filters
(] Specific Filters
(] Negotiation Pol
‘N Statistics |
(] Security Associ:

Parameters

A Active Security Associations

A Offloaded Security Associations

. Pending Key Operations

. Key Additions

X Key Deletions

H Rekeys

A Active Tunnels

. Bad SPI Packets

. Packets Not Decrypted

A Packets Not Authenticated
A Packets With Replay Detection
A Confidential Bytes Sent

A Confidential Bytes Received
A Authenticated Bytes Sent

A Authenticated Bytes Received
A Transport Bytes Sent

A Transport Bytes Received

A Bytes Sent In Tunnels

A Bytes Received In Tunnels

A Offloaded Bytes Sent

A Offloaded Bytes Received

O O O O O O O O O —- O o —

Actions

-

The statistics under |IP Security
Monitor show successful IPsec
operation

1ctions

Kleopatra

eEl

5
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Command Prompt - net use m: \\win7/-al\data

Console1 - [Console Root\Windows Firewall with Advanced Security on Local Computer\Monitoring]
@4 File Action View Favorites Window Help
&= 75  HEE

| Console Root

g—wmm T
Actions
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