Windows simple IPsec setup for |Pv4

The presentation uses the |IPsec Policies to configure a simple IPsec network. One system is a Windows 7 system. The
other system is Windows 8.0 system. Both machines are on a IPv4 NAT network.

The primary reference is http:/ftechnet.microsoft.comfen-us/library/cc730656228vy=ws.102%629 aspx
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w Action View Favorites Window Help
New Ctrl+N

Open... Ctrl+0O Actions

Save Ctrl+5 - e to <how in this vi Console Root
e ere are no items to show in this view.

Add/Remove Snap-in... Ctrl+M <\_ The presentation selects
Options... ! Add/Remove Snap-in

More Actions

1 compmgmt.msc
2 eventvwr.msc
3 WF.msc

4 secpol.msc

Exit

Open this snap-in console.

4:37 PM
By o )
L DI




e e oo B
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| Console Root Name Actions
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Add or Remove Snap-ins PR —— — nsole Root

More Actions
You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

Snap-in Vendor "] Console Root Edit Extensions...

' ActiveX Control Microsoft Cor...
Authorizab‘on Manager Microsoft Cor...
5l Certificates Microsoft Cor...
2. Component Services  Microsoft Cor... Move Up
;§' Computer Managem... Microsoft Cor...

¢4 Device Manager Microsoft Cor...
Add >
=% Disk Management i

Remove

Move Down

Microsoft and...
{2 Event viewer Microsoft Cor...
__|Folder Microsoft Cor...
__J Group Pollcy ObJect ... Microsoft Cor...
i V1P Security Monitor JELCEEC U The presentation adds the IP
@, IP Security Policy M... Microsoft Cor... Securiiy Monitor and the IP

' Link to Web Address Mlcrosoft Cor... - =
. .. - . Security Policy. Advanced...

Description:

The IP Security Monitor snap-in is used to monitor the
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| Console Root Name Actions

_‘onsole Root

Select Computer or Domain M More Actions
— t of snap-ins. For

Select which computer or domain this snap-in will manage
When this console is saved the location will also be saved

Edit Extensions...

@ Local computer e

The computer this console is running on The IP Securi ty PO“C)’ ie run
(") The Active Directory domain of which this computer is a member on the local computer

(") Another Active Directory domain (Use the full DNS name or IP address):

(") Another computer:
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> g IP Security Monitor
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A,

_J Console Root Name Description Policy Assigned Last Modified Time Actions
g IP Security Momtor P IP Security Policies 0... «

> |18, IP Security P¢* L . . .

e Create IP Security Policy... £ The presentation right clicks More Actions »
Manage IP filter lists and filter actibns IP SeCUflT)' P0|l07 and selects

Create IP Security Policy.

All Tasks
View
New Window from Here

New Taskpad View...

Refresh
Export List...

Help
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Welcome to the IP Security
Policy Wizard

This wizard helps you create an IP Security policy. You wil
specify the level of securty to use when communicating with
specific computers or groups of computers (subnets), and for
particular IP traffic types.

To continue, click Next.

ed

in this view.

Last Modified Time

Actions

IP Security Policies
More Actions

o.l‘ A
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IP Security Policy Name
Name this |P Security policy and provide a brief description

ed Last Modified Time Actions

Name:

in this view. IP Security Policies ... &
Windows 7 |Psec test 01

More Actions »

Description: - The presentation creates a

This really is not the first test of the |Psec policy, but it looks good in the na'_ne and descrlptlon for the
presentation. p0||c}(.

—
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Requests for Secure Communication
Specify how this policy responds to requests for secure communication.

The default response rule responds to remote computers that request security, when no
other rule applies. To communicate securely, the computer must respond to requests for
secure communication.

Note: The default response rule is supported only on computers that are running
Windows 2003 and Windows XP.

|| Activate the default response rule (earier versions of Windows only).

ed Last Modified Time Actions

in this view.

IP Security Policies ... &

More Actions

- The presentation selects next.
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Completing the IP Security Policy
Wizard

You have successfully completed specifying the properties
for your new IP Security policy.

To edit your IP Security policy now, select the Edit properties
check box, and then click Finish.

Edit properties

To close this wizard, click Finish.

ed

in this view.

Last Modified Time

Actions

IP Security Policies

o.l. A

More Actions

»

=D

4:38 PM
5/6/2014




'Eg Win7-libreoffice - VMware Player (Non-commercial use only)

Playervl 0~ & m

- ﬁ File Action View Favorites Window Help
€ — —
&« | 7@ = HE @z

»~
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g 2 Secur!ty Mo-m_tor BA Windows 7 IPsec t : i i Lle 00 PM IP Security Policies ... &
> &) IP Security Policies c Windows 7 IPsec test 01 Properties |

More Actions »

Rules | General

@Sg Security rules for communicating with other computers

IP Security rules:

IP Filter List Filter Action Authentication... Tu
O <Dynamic> Default response (ea... Kerberos “

I 3

The presentation selects
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| Console Root Name Description Policy Assigned Last Modified Time Actions
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b 8 IP Security Policies ¢ Wjndowe 7 IDcar tact 01 Dranartiac | 222 )
| Security Rule Wizard & More Actions ’

Welcome to the Create IP
Security Rule Wizard

A security rule govems how and when security is invoked
based upon criteria, such as the source, destination, and type
of IP traffic, in the security rule’s IP filter list.

A security rule contains a collection of security actions that
are activated when a communication matches the criteria in
the IP filter list.

Security actions:

- IP tunneling attributes

- Authentication methods
- Filter actions

To continue, click Next.
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> &, IP Security Monitor B4 wi . . . : B
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> 8, IP Security Policies ¢ ; . Lol o2 I i
—— ﬂ More Actions »

Security Rule Wizard

Tunnel Endpoint
The tunnel endpoint is the tunneling computer closest to the IP traffic destination,
as specified by the security rule’s IP filter list.

An |Psec tunnel allows packets to traverse a public or private network with the security
level of a direct, private connection between two computers.

Specify the tunnel endpoint for the IP Security nyle:
@) This rule does not specify a tunnel The presentation is

) The tunnel endpoint are specified by the foltwing If CONfiguring transport mode.

IPv4 tunnel endpoint:

IPv6 tunnel endpoint:
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A,

"] Console Root Name Description Policy Assigned Last Modified Time Actions
b g IP Security Monitor

b g IP Security Policies ¢

EA Windows 7 IPsec tes— Thic raalbeic not the fiect + SaA -29:00 PM IP Security Policies 0...
: ; Rl | i

Security Rule Wizard ﬂ More Actions d

Network Type
The security rule must be applied to a network type.

Select the network type:

(*) All network connections
© Local area network (LAN) - ¢ :: The presentation will select
(") Remote access the systems included in the

IPsec party.
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> oy IP Security Menitor B4 wi . . . : .
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b 8 IP Security Policies ¢ — .
Security Rule Wizard [ Mo Actons ¥

IP Filter List
Select the P filter list for the type of IP traffic to which this securty rule applies.

if no IP filter in the following list matches your needs, click Add to create a new one.

P filter lists:

Name Description | Add.. <4 The presentation
. selects Add.

—
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| Console Root Name

Description Policy Assigned Last Modified Time Actions
> &, IP Security Monitor

_ o B Windows 7 IPsec tes Thic reallcic not the firct Bla S4AL +20:00 PM IP Security Policies ... &
> {8, IP Security Policies ¢ Windows 7 IDcac tact 01 Dranartias Lol

# ° IP Filter List

— More Actions »

——  An|IPfiterlist is composed of multiple fiters. In this way, multiple subnets, IP
= addresses and protocols can be combined into one P filter.

Name:
NAT 01

Description: The presentation
This is my computer NAT network. cre atgs a name and
description.

Then presentation

IP Fiters: Use Add Wizard selects Add.

Mirored Description Source DNS Name  Source Address [
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e Lz ]

IP Filter Wizard = 53—

Welcome to the IP Filter Wizard

This wizard helps you provide the source, destination, and
traffictype information needed to filter |P traffic.

You can add multiple filters to build an |P filter list that
matches on |P packets for multiple source or destination
computers, or for many different traffic types.

To continue, click Next.
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More Actions 4

—

IP Filter Wizard

IP Fiter Description and Mirrored property

Use the Description field to specify a name or a detailed explanation of the |P filter.
Select the Mirored check box to specify a filter in each direction.

Description:

A
This will setup |Psec between two |Pv4 hosts. — The presentation creates a
;l description.

Mirored. Match packets with the exact opposite source and destir|
addresses.
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b g IP Security Monitor

_ o B Windows 7 IPsec tes Thic reallcic not the firct Bla S4AL +20:00 PM IP Security Policies ... &
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r More Actions 4

IP Filter Wizard

IP Traffic Source
Specify the source address of the |P traffic.

Source address:

|Aspeciﬁc |IP Address or Subnet

The presentation selects a
specific source address. In
this example. the source IP
address is this computer.

IP Address or Subnet: 192.168.5.132
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» & IP Security Monitor B Windows 7 IPsec tes— Thic raalheic not tha firck+ Ao e :29:00 PM IP Security Policies 0... &
Wi _

b 8 IP Security Policies ¢ findous 7 1Dcac tact 01 Dranartias Lel o2 ‘
r More Actions 4

-

IP Filter Wizard

IP Traffic Destination
Specify the destination address of the IP traffic.

Destination address:

|Aspecific |IP Address or Subnet v | )
- The presentation selects a
IP Address or Subnet: 192.168.4.134 specific destination address.

In this example. the
destination |IP address is the
Windows 8 or other computer.

Note: Later diagnostics found
this IP address to be
incorrect. It was changed.
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b g IP Security Monitor

_ o B Windows 7 IPsec tes Thic reallcic not the firct Bla S4AL +20:00 PM IP Security Policies ... &
> {8, IP Security Policies ¢ Windows 7 IDcac tact 01 Dranartias L2

r More Actions 4

IP Filter Wizard

IP Protocol Type

Select the IP protocol type. If this type is TCP or UDP, you will also specify the
source and destination ports.

Select a protocol type:

oy v < Il: The presentation selected Any
’ 2| protocol. This made the

wireshark captures much
easier.
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r - More Actions »
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IP Filter Wizard = 53—

Completing the IP Filter Wizard

You have successfully completed the IP Filter Wizard.

To edit your IP filter now, select the Edit properties check
box, and then click Finish.

(| Edit properties

To close this wizard, click Finish.
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IP Security Policies ... &

> & IP Security Monitor BA Windows 7 IPsec tes— Thic raalheic not tha firck+ Ko == 38:00 PM
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e More Actions >

u ° IP Filter List

——  An|IPfiterlist is composed of multiple fiters. In this way, multiple subnets, IP
i: addresses and protocols can be combined into one P filter.

Name:
NAT 01

Add...

Description:
This is my computer NAT network. Edit...

- Remove

IP Filters: Use Add Wizard

Mimored Description Source DNS Name  Source Address [
Yes This will setup IPs... <Aspecffic IP Add... 192.168.5.132 ¢

% The presentation selects OK.
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> oy IP Security Menitor B4 wi . . . : .
Windows 7 IPsec tes— Thic raalheic not tha firct + SiB :29:00 PM IP Security Policies ... &
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b 8 IP Security Policies ¢ .
Security Rule Wizard [ Mo Actons ¥

IP Filter List
Select the P filter list for the type of IP traffic to which this securty rule applies.

if no IP filter in the following list matches your needs, click Add to create a new one.

P filter lists:

Name Description
(O] NAT 01 This is my computer NAT net...

The presentation selects NATO1.
Then the presentation selects next.

—
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| Console Root Name Description Policy Assigned Last Modified Time Actions

> I Secur?ty Mo-ni.tor A Windows 7 IPsec tes— Thic raalheic nat tha fieck Ao S/A1 20:00 PM IP Security Policies 0... &
> @ IP Security Policies ¢ : i LRl 32 '

Security Rule Wizard g More Actions d

Filter Action
Select the filter action for this security rule.

if no filter action in the following list matches your needs, click Add to create a new one.
Select Use Add Wizard to create a filter action using the wizard.

Filter Actions: Use Add Wizard

Name Description

The presentation selects Add.
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| Console Root Name

Description
> g IP Security Monitor

Policy Assigned Last Modified Time

MAla

: - B Windows 7 IPsec tes— Thic raalbe ic not the fiect ¢
> @ IP Security Policies ¢ Wi

S

p.ndnudlﬂ.:mnl_ﬂmm

SL6 220:00 PM
LR 32

Actions

Filter Action Wizard

=

Welcome to the IP Security Filter
Action Wizard

lUse this wizard to specify properties for a new filter action.

Afilter action sets the security requirements for a data
transfer. These requirements are specified in a list of security
methods contained in the filter action.

Data transfer is only possible when the computers involved
use the same security methods. Multiple securty methods
increase the chance that two computers will use the same
method.

To continue, click Next.

IP Security Policies 0... &
More Actions >
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More Actions 4

[— L33 mll
Filter Action Wizard

Filter Action Name
Name this filter action and provide a brief description.

Name:

NAT Fitter 01
- < Il: The presentation creates a
Description: . - .
name and description for this

This is the filter list for test 01 filter
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D g IP Security Monitor B4 wi . . . : .
indows 7 IPsec tes— Thic raalhric nat tha firckt Ao e mlA.A_ﬁ :00 PM IP Security Policies 0... &
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S g - Y More Actions »
Filter Action Wizard g

Filter Action General Options
Set the filter action behavior.

©) Pemmit
() Block
© Negotiate security <: The presentation selects

Negotiate security. then select
next.
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:29:00 PM IP Security Policies ... &

b g IP Security Monitor
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S

Filter Action Wizard

Y More Actions

Communicating with computers that do not support IPsec
Communicating with computers that do not support IPsec may expose your

network to security risks.

Do you want to allow communication with computers that do not support |IPsec?

@ Do not allow unsecured communication.
) Allow unsecured communication if a secure corsiection

lUse this option if there are computers on your network
have an incompatible |Psec configuration. Allowing un
expose your network to security risks.

On a computer with Windows Vista or a later version of]
unsecured communication to be sent anytime a secure

established.

On a Windows 2000, Windows XP, or Windows 2003 ¢
unsecured communications to be sent only when the rg
support |Psec.

The presentation selects Do
not allow unsecure
communication. The
presentation selects next.

»
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> &, IP Security Policies ¢ Windouss 7 IDcac tact 01 Dranartiac L2l 3 I ” :
— ' L2 ore Actions

| Securitu R
Filter Action Wizard

IP Traffic Security
Specify a security method for IP traffic. To add multiple security methods, edit the
filter action after completing the wizard.

This filter action requires at least one securty method for |P traffic.

© Integrty and encryption ¢ FI; The presentation selects
Data will be encrypted, auth&fic Integrity and encryption.

() Integrity only
Data will be authenticated and unmoq

(7) Custom

Settings...
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» & IP Security Monitor B Windows 7 IPsec tes— Thic raalheic not tha firck+ Ao e :29:00 PM IP Security Policies 0... &
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R

. @ 1P Security Polici - el 3%
! @ ecurity Policies ¢ pndw_nmm L2 1L More Actions [3

S
Filter Action Wizard

Completing the IP Security Filter
Action Wizard

You have successfully completed the |P Security Filter Action
Wizard.

To edit your filter action now, select the Edit properties check
box, and then click Finish.

|| Edit properties

To close this wizard, click Finish.

. 4:42 PM
By O )
L DI




LZd Win7-libreoffice - VMware Player (Non-commercial use only)

File Action View Favorites Window Help
e’ | @ = HE 2

»~

(3 §"5°|e Root Name Description Policy Assigned Last Modified Time Actions
> oy IP Security Menitor B4 wi . . . : .
Windows 7 IPsec tes— Thic raalheic not tha firct + SiB :29:00 PM IP Security Policies ... &
; ; | enlelai® I i

b 8 IP Security Policies ¢ .
Security Rule Wizard [ Mo Actons ¥

Filter Action
Select the filter action for this securty rule.

if no filter action in the following list matches your needs, click Add to create a new one.
Select Use Add Wizard to create a filter action using the wizard.

Filter Actions: Use Add Wizard

A |

Name Description
'O NAT Fitter 01 This is the filter list for tes: The presentation selects NAT
Filter 01, then selects next.

—
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More Actions 4

Security Rule Wizard

Authentication Method

To add multiple authentication methods, edit the securty rule after completing the
wizard.

Set the initial authentication method for this security rule:
() Active Directory default (Kerberos V5 protocol)

() Use a certificate from this certification authority (CA):

Exclude the CA name from the certificate request

Enable certfficate to account mapping
@ Use this string to protect the key exchange (preshared key):
A

Password01 ¢ — The presentation selects a
very weak shared secret. Then

the presentation selects next.

4:43 PM
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| Console Root Name Description

Policy Assigned Last Modified Time

> g IP Security Monitor BA Windows 7 IPsec tes— Thic raalhe ic not tha fieck +

> @ IP Security Policies ¢
Security Rule Wizard

Mo 562014 4:29:00 PM

LRl X

Actions

=

Completing the Security Rule
Wizard

You have successfully completed specifying the properties
for your new rule.

To edit your security rule now, select the Edit properties
check box, and then click Finish.

|| Edit properties

To close this wizard, click Finish.

IP Security Policies
More Actions

o.l‘ A

»

=D
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.1 Console Root Name Description Policy Assigned Last Modified Time Actions

> & IP Security Monitor || @ \yindows 7 IPsec t e ' la 00 PM IP Security Policies o... &
> &) IP Security Policies c Windows 7 IPsec test 01 Properties

More Actions »

Rules | General

ﬁ Security rules for communicating with other computers

IP Security rules:

IP Filter List Filter Action Authentication... Tu

NAT 01 NAT Fitter 01 Preshared Key  No
[ <Dynamic> Default response (ea... Kerberos <N

i | »

| Edt.. | [ Remove | [@]use Add Wizard

—

4:43 PM
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ﬁ File Action View Favorites Window Help
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A,

"] Console Root Name Description Policy Assigned Last Modified Time Actions

> & IP Security Monitor || g g . the firstt.. No 5/6/2014 4:43:32 PM IP Security Policies o...
D g IP Security Policies ¢ Assign

More Actions

All Tasks ) ) )
The presentation right clicks Windows 7 IPsec tes...

Delete on the policy. The _ More Actions
Rename presentation selects Assign.

Properties

Help

Mozilla Firefox
a ) | Ciy_ ’ l.- | ‘.-:'\.‘ ? |.' lil; l":') 4:43 pM
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ﬁ File Action View Favorites Window Help
e’ 260 = HE 2

A,

b g IP Security Monitor
b g IP Security Policies ¢

.| Console Root Name Description Policy Assigned
EAWindows 7 IPsec tes... This really is not the firstt... Yes

Last Modified Time
5/6/2014 4:43:32 PM

{

The presentation's Windows 7
computer is ready.

Actions

IP Security Policies ... &

More Actions

»

=D
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Snuffy Microsoft
Baseline S...

Administrator: Command Prompt

t L.
(C) 2012 Mlcrosoft Corporatlon All rights reserved.

C:\Windows\system32>ver
Microsoft HWindows [Version 6.2.92001]
C:\Windows\system3Z>mmc

The presentation logs on the
Windows 8.0 computer as
administrator. The command prompt
Is started as administration mode.
The mmc is started at the command
line.
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Console1 - [Console Root]

New

Open...
Save
Save As...

Add/Remove Snap-in...
Options...

1 compmgmt.msc
2 secpol.msc

3 eventvwr.msc

4 WF.msc

Exit

Ctrl+N
Ctrl+O
Ctrl+S

Ctrl+M

There are no items to show in this view.

=

The presentation selects
Add/Remoye Snap-in

More Actions

Quits the program and prompts to save documents.

A PZN) ENG
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Console1 - [Console Root]

[=][=]x]

&= = -3

| Console Root

H Name

Add or Remove Snap-ins

|| Actions

ConsoleRoot__

More Actions

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins:

Snap-n

= ActiveX Control

) Certificates
. Component Services

ﬂ Device Manager
L=2 Disk Management
{2] Event viewer

| Folder

. N1P Security Monitor

2 Link to Web Address
- . .o o .

Authorization Manager

@ Computer Managem...

:EJ Group Policy Object ...

&, 1P Security Policy M...

Vendor

Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft and...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...

-

Selected snap-ins:

"I Console Root

Edit Extensions...

Remove

Move Up

Move Down

<

v

Description:

The IP Security Monitor snap-in is used to monitor the st

The presentation adds the IP
Security Monitor and the IP
Security Policy.

A PZN) ENG

»
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‘G4 File Action View Favorites Window Help ‘B@E
@ =T = |

| Console Root “ Actions

Add or Remove Snap-ins @E!E.M—‘l

More Actions >

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

Snap-n Vendor "I Console Root Edit Extensions...
.g IP Security Monitor

=1 ActiveX Control Microsoft Cor...
Authorization Manager Microsoft Cor...
) Certificates Microsoft Cor...
2. Component Services  Microsoft Cor... Move Up
@ Computer Managem... Microsoft Cor...
ﬂ Device Manager Microsoft Cor...
L=2 Disk Management Microsoft and...
{2] Event viewer Microsoft Cor...
__|Folder Microsoft Cor...
‘ _E,I Group Policy Object ... Microsoft Cor...
g IP Security Monitor Microsoft Cor...

ST = Microsoft Cor...

2 Link to Web Address  Microsoft Cor...
[ =B .o o

- - -

Remove

Move Down

Description:
Internet Protocol Security (IPsec) Administration. Manage IPsec policies for secure communication with other computers.

4:47PM
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Console1 - [Console Root] - ol

‘G4 File Action View Favorites Window Help “Z‘E“Z]
@ =T = |

| Console Root || Name |I Actions

AAA Ar Darmmaovin Crhnanm ine - X . -~
v

Select Computer or Domain More Actions »

set of snap-ins. For
Select which computer or domain this snap-in will manage
When this console is saved the location will also be saved

l Edit Extensions...

® Local computer < The IP Security Policy is run

The computer this console is running on
on the local computer.
() The Active Directory domain of which this computer is a membe

() Another Active Directory domain (Use the full DNS name or IP 3

() Another computer:

Browse...

S

her computers. A

3 4:47 PM
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Action View Favorites Window Help

Console1 - [Console Root]

&= = H

| Console Root

H Name

Add or Remove Snap-ins

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins:

Selected snap-ins:

Snap-n

=] ActiveX Control
Authorization Manager
) Certificates

0. Component Services
@ Computer Managem...
ﬂ Device Manager

L=2 Disk Management

{2] Event viewer

| Folder

'=[ Group Policy Object ...
8, 1P Security Monitor
&, 1P Security Policy M...
2 Link to Web Address
[ =B .o o .

Vendor

Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft and...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...

-

("] Console Root
8, 1P Security Monitor
.g IP Security Policies on Local Cor

Description:

Edit Extensions...

Remove

Move Up

Move Down

Internet Protocol Security (IPsec) Administration. Manage IPsec policies for secure communication with other computers.

A PZN) ENG
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Console1 - [Console Root\IP Security Policies on Local Computer]
‘G4 File Action View Favorites Window Help
o= 25 = HE 2z

| Console Root Name :
> ,g IP Security Monitor

b |g |p Sec e e Dalicias - 1 | ) ) )
Create |P Security Policy... < - The presentaﬂon nght clicks More Actions
Manage IP filter lists and filter actions. IP Security Policy and selects

Create |IP Security Policy.

Description Policy Assigned Last Modified Time

All Tasks
View
New Window from Here

New Taskpad View...

Refresh
Export List...

Help

3 4:47 PM
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Cancalai ICancala Dant\ID Cariarite policies on Local Computer]
IP Security Policy Wizard 2

Welcome to the IP Security
pOliCY Wizard gned Last Modified Time Actions

ST IP Security Polici...
This wizard helps you create an |P Security policy. You will o b= e, t'y . ‘
specify the level of security to use when communicating with More Actions 4
specific computers or groups of computers (subnets), and for
particular IP traffic types.

To continue, click Next.

4:43 PM
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IP Security Policy Wizard

IP Security Policy Name
Name this |P Security policy and provide a brief description

gned Last Modified Time

Name:

Windows 8 |Psec test01

Description:

This is Windows 8 IPsec test 01. It really is not the first test, but ... |

w in this view,

—

The presentation creates a
name and description for the

policy.

A~ [mel95) ENG
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Cancalai ICancala Dant\ID Cariarite policies on Local Computer]
IP Security Policy Wizard 2

Requests for Secure Communication
Specify how this policy responds to requests for secure communication.

gned Last Modified Time

The default response rule responds to remote computers that request security, when no W in this view.
other rule applies. To communicate securely, the computer must respond to requests for
secure communication.

Note: The default response rule is supported only on computers that are running
Windows 2003 and Windows XP.

[ ] Activate the default response rule (earier versions of Windows only).

- The presentation selects next.

4:49 PM
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Coancalai ICancala Dant\ID CAaq ih: policies on Local Computer] -
IP Security Policy Wizard [=1[=]x]

Completing the IP Security Policy
Wizard gned Last Modified Time Actions

You have successfully completed specifying the properties w in this view. IP Security Polici... «
for your new IP Security policy. More Actions

To edit your |IP Security policy now, select the Edit properties
check box, and then click Finish.

Edit properties

To close this wizard, click Finish.

: 4:49 PM
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ﬁ File Action View Favorites Window Help
e 25 d= HE B

~

"1 Console Root Name Description Policy Assigned Last Modified Time

D g IP Security Monitor B Windows 8 IPsec tes === PR s
> & IP Security Policies ¢ Windows 8 IPsec test01 Properties

Rules General

QSPQ Security rules for communicating with other computers

IP Securty rules:

IP Filter List Filter Action Authentication... Tu
O <Dynamic> Default response (ea... Kerberos <

>

The presentation selects
Add.

4:49 PM
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Console1 - [Console Root\IP Security Policies on Local Computer]

G4 File Action View Favorites Window Help
e aE =z HE 8

~

1 Console Root Name Description Policy Assigned Last Modified Time Actions

b g, IP Security Monitor B4 wi e —— p— " Eacaooea . oo 5 =
Windows 8 IPsec tes 38 PM Sec -
S 8 P Security Policies ¢ \Aindasee O IDcAars #0301 Dranartine ? lP unty POIK:l- i

Security Rule Wizard More Actions D

Welcome to the Create IP
Security Rule Wizard

A security rule govems how and when security is invoked
based upon criteria, such as the source, destination, and type
of IP traffic, in the security rule’s |P filter list.

A security rule contains a collection of securty actions that
are activated when a communication matches the criteria in
the IP filter list.

Security actions:

- IP tunneling attributes

- Authentication methods
- Filter actions

To continue, click Next.

4:49 PM
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Console1 - [Console Root\IP Security Policies on Local Computer] - O e
ﬁ File Action View Favorites Window Help “Z‘E“Z]

o9 5 = HE Bz

~

"1 Console Root Name Description Policy Assigned Last Modified Time Actions

> S IP Security Monitor B4 Windows 8 IPsec tee ™~ * p— " T 38 PM !EE ! B ! -

> Q P SECUfity Policies ¢ \AlinAdase O IDecar #a0+N1 Dranartiae

Security Rule Wizard More Actions D

Tunnel Endpoint
The tunnel endpoint is the tunneling computer closest to the |P traffic destination,
as specified by the securty rule’s IP filter list.

An |Psec tunnel allows packets to traverse a public or private network with the security
level of a direct, private connection between two computers.

Specify the tunnel endpoint for the |P Security rulg:
(®) This rule does not specify a tunnel The presentation is

() The tunnel endpoint are specified by the following IP configuring transport mode.
|Pv4 tunnel endpoint:

IPv6 tunnel endpoint:

: 4:49 PM
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~

"1 Console Root Name Description Policy Assigned Last Modified Time

\ Ip Securi Monitor - . -t aaa 0 -~ . .- el emAa s e an
g 'g .ty o Windows 8 IPsec tes ST 38PM
b S P Secunty Policies ¢ \Aindasee O IDcAars #0301 Dranartine : A

Security Rule Wizard

Network Type
The securty rule must be applied to a network type.

Select the network type:

() All network connections
(® Local area network (LAN) < The presentation will select
(O Remote access the systems included in the
IPsec party.

4:49 PM
5/6/2014
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ﬁ File Action View Favorites Window Help
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~

= §>"50|e Root Name Description Policy Assigned Last Modified Time
> ooy P Security Monitor || @a .. P A - as .erinna e s an
Windows 8 IPsec tes 2 38 PM

> G P Security Policies ¢ \AlinAdaswe O IDecars #a0+N1 Dranartiae

Security Rule Wizard

IP Filter List
Select the IP filter list for the type of |P traffic to which this security rule applies.

if no IP filter in the following list matches your needs, click Add to create a new one.

P filter lists:

Name Description The presentation
selects Add.

Remove

4:50 PM
5/6/2014
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Console1 - [Console Root\IP Security Policies on Local Computer]
‘G4 File Action View Favorites Window Help

o9 5 = HE Bz

"1 Console Root Name : Description Policy Assigned Last Modified Time

Y Ip ri M ni r — . -t aaar . Y . - s mAa 4 4 an
> & IP Secu .ty ©! .to Windows 8 IPsec tes > 38 PM
[ S IP SECUfIty Policies ¢ \AlhinAmsee O IDcArs #Aa+N1 Dranartiace H

IP Filter List

An P filter list is composed of multiple filters. In this way, multiple subnets, IP
addresses and protocols can be combined into one |P filter.

Name:
Windows 8 NAT 01 /1 )
Description: add.. { ___ The presentation

— : N creates a name and
This is the NAT 01 list. Edit... T

description.

Remove Then presentation
IP Fiters: Use Add Wizard selects Add.

Mimored Description Source DNS Name  Source Address [

: 4:50 PM
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Snuffy Microsoft
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Microsoft Windows Ve IP Filter Wizard

(c) 2012 Microsoft Co
C:\HWindows\system32Z>ve

Welcome to the IP Filter Wizard

Microsoft Windows [Ve

This wizard helps you provide the source, destination, and
C:\Windows\system3Z>m traffictype information needed to filter IP traffic.

C:\Windows\system32>
You can add multiple filters to build an |P filter list that
matches on |P packets for multiple source or destination
computers, or for many different traffic types.

To continue, click Next.
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Microsoft
Baseline S...

<>
LY~
(o

Co . ID Ciltar it - g

IP Filter Wizard

.-/' \AinAdmwuee O IDcAs #Aa0#N1 Dranardiae ?

Microsoft Windows LVe

(c) 2012 Microsoft Co
C:\Hindows\system32>ve
RelMicrosoft Windows [Ve
C:\Windows\system3Z2>m

Description:
C:\Windows\system32> This lists the IP address used for IPsec in this example | 4 The presentation creates a
description.

IP Filter Description and Mirmored property

UUse the Description field to specify a name or a detailed explanation of the P filter.
Select the Mimored check box to specify a filter in each direction.

Mirored. Match packets with the exact opposite source and desting
addresses.

Kleopatra
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Snuffy Microsoft
Baseline S...

Co Coh. |
¥

(C) 2@12tMlcrosoft Co
C:\Hindows\system32>ve
Microsoft HWindows [Ve
C:\Windows\system3Z2>m
C:\Hindows\system32>

Kleopatra
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ID Cil+ar | it

IP Filter Wizard

IP Traffic Source
Specify the source address of the |P traffic.

Source address:

A specific IP Address or Subnet

IP Address or Subnet: 1192.168.5.134

iy & 5

2=

The presentation selects a
specific source address. In
this example. the source IP
address is this computer.
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Snuffy Microsoft
Baseline S...

Co Coh. |
¥

(C) 2@12tMlcrosoft Co
C:\Hindows\system32>ve
Microsoft HWindows [Ve
C:\Windows\system3Z2>m
C:\Hindows\system32>

Kleopatra

ya ;

P g g g g g g by by g =y

\AinAdmwuee O IDcAs #Aa0#N1 Dranardiae

ID Cil+ar | it

IP Filter Wizard

IP Traffic Destination
Specify the destination address of the P traffic.

Destination address:
A specific IP Address or Subnet

IP Address or Subnet: | 192.168.5.132

iy & 5

ot

The presentation selects a
specific destination address.
In this example. the
destination |P address is the
Windows 7 or other computer.
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Microsoft Windows L[Ve P Filter Wizard
IP Protocol Type

(c) 2012 Microsoft Co
. . _ Select the IP protocol type. If this type is TCP or UDP, you will also specify the
C . \H L I"IdOWS \S ¥S t em32>v - source and destination ports.

Microsoft Windows [Ve
Select a protocol type:

C:\Windows\system32>m o v The presentation selected Any

B

C:\Hindows\system32> 3 E protocol. This made the
wireshark captures much

easier.
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Microsoft Windows Ve IP Filter Wizard

(c) 2012 Microsoft Co
C:\HWindows\system32Z>ve

Completing the IP Filter Wizard

M 1Cros O'F t N 1 ndows [ Ve You have successfully completed the |P Filter Wizard.

C:\Windows\system3Z>m
To edit your IP filter now, select the Edit properties check

C : \N i I"IdOWS \S ¥S 4 em32> box, and then click Finish.

[ | Edit properties

To close this wizard, click Finish.

< Back Cancel

Kleopatra
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IP Filter List
Microsoft Windows LVe

: — An |P filter list is composed of multiple filters. In this way, multiple subnets, IP
( < ) 28 12 M + O3 Of t CO fz: addresses and protocols can be combined into one P filter.
C:\HWindows\system32Z>ve
Name:
RelMicrosoft Windows [Ve Windows 8 NAT 01
C:\Windows\system32Z>m Description:
_ This is the NAT 01 list. Edit ..
C:\Windows\system32>
Remove
IP Filters: Use Add Wizard
Mirored Description Source DNS Name  Source Address [

Yes This liststhe IPad... <Aspecffic IP Add... 192.168.5.134

>

The presentation selects OK.

=
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\AinAdrwsee O IDecAas #a0#N1 Dranartine ?

Security Rule Wizard

“

Microsott Windows LVe IP Filter List
(c) 2012 Microsoft Co Select the |P filter list for the type of IP traffic to which this security rule applies.

C:\Windows\system32>veg

ff no IP filter in the following list matches your needs, click Add to create a new one.

RelMicrosoft Windows [Ve

C:\Windows\system32Z>m IP filter lists:
Name Description Add...

C:\Windows\system32> 0] Windows 8 NAT 01 This is the NAT 01 list. =
..

Remove

The presentation selects Windows 8
NATO1. Then the presentation
selects next.

Kleopatra




@ win8_x64_office2013 - VMware Player (Non-commercial use only)

Snuffy Microsoft
Baseline S...

?

\AinAdrwsee O IDecAas #a0#N1 Dranartine

Security Rule Wizard

Microsott Windows LVe Filter Action
(c) 2012 Microsoft Co Select the filter action for this securty rule.

C:\HWindows\system32Z>ve

if no filter action in the following list matches your needs, click Add to create a new one.

Microsoft Windows [Ve Select Use Add Wizard to create a filter action using the wizard.

C:\Windows\system32>m Fiter Actions:
Name Description
C:\Windows\system32>

Use Add Wizard

The presentation selects Add.
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Filter Action Wizard

Microsoft Windows LVe
(c) 2012 Microsoft Co Welcome to the IP Security Filter

C:\HWindows\system32Z>ve Action Wizard

) ) Use this wizard to specify properties for a new filter action.
Microsoft Windows [Ve

C . \N in dOUJS \s vS t em32> mn Afilter action sets the securty requirements for a data

transfer. These requirements are specified in a list of security
_ methods contained in the filter action.
C:\Windows\system32>

Data transfer is only possible when the computers involved
use the same security methods. Multiple security methods
increase the chance that two computers will use the same
method.

To continue, click Next.

Cancel
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C:\Windows\system32>veg

Microsoft Windows [Ve
C:\Windows\system32Z>m
C:\Windows\system32>

Kleopatra
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Filter Action Wizard

Filter Action Name
Name this filter action and provide a brief description.

Name:
Windows 8 filter

Description:

This is the filter for test 01 on Windows 8. |

The presentation creates a
name and description for this
filter.
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Filter Action Wizard

Microsoft Windows LVe

(c) 2012 Microsoft Co Filter Action General Options
Set the filter action behavior.

C:\HWindows\system32Z>ve

Microsoft Windows [Ve ) Pemit
() Block
C:\HWindows\system32>m ® Negotiate secusiy

The presentation selects

C:\HWindows\system32> Negotiate security. then select
next.
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Filter Action Wizard
¥ B .
icrosotft Windows LVe
(C) 2@12 MlCPOSO‘Ft CO Communicating with computers that do not support IPsec
Communicating with computers that do not support |IPsec may expose your

C:\Hindows\system32>ve ek s socaty e

Microsoft Windows [Ve Do you want to allow communication with computers that do not support IPsec?

C : \H 1 ndows \S ¥S t em32> m (®) Do not allow unsecured communication. The presentation selects Do
C:\Windows\s VS tem32) () Allow unsecured communication if a secure conn¥ction g not allow unsecure

Use this option if there are computers on your network t communication. The

have an incompatible IPsec configuration. Allowing unss presentaﬁon selects next.
expose your network to security risks.

On a computer with Windows Vista or a later version of
unsecured communication to be sent anytime a secure d
established.

On a Windows 2000, Windows XP, or Windows 2003 cq
unsecured communications to be sent only when the re
support |Psec.

Kleopatra
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Snuffy Microsoft
Baseline S...

\AinAdmwuee O IDcAs #Aa0#N1 Dranardiae
Coamarite Duda \AMizAarAd

Filter Action Wizard

Microsoft Windows LVe

(c) 2012 Microsoft Co IP Traffic Security
Specify a securty method for IP traffic. To add multiple securty methods, edit the

C : \H i I"IdObUS \sS ¥S t em32> Ve filter action after completing the wizard.

Microsoft Windows [Ve This filter action requires at least one securty method for |P traffic.

C:\Hindows\system32>m @ Integrity and encryption The presentation selects
Data will be encrypted, autherhtated, |  [ntegrity and encryption.

Data will be authenticated and unmodi

() Custom

Kleopatra
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Filter Action Wizard
Microsoft Adindows LVe
(c) 2012 Microsoft Co Completing the IP Security Filter

. Action Wizard
C:\Windows\system32>veg
You have successfully completed the |IP Security Filter Action

Microsoft Windows [Ve Wizard.

. . To edit your filter action now, select the Edit properties check
C:\Hindows\system3Z>m box, and then click Finish.

C:\HWindows\system32>
|| Edit properties

To close this wizard, click Finish.

< Back Cancel

Cancel

Kleopatra
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Security Rule Wizard

Microsoft Windows LVe Filter Action
(c) 2012 Microsoft Co Select the filter action for this securty rule.

C:\Windows\system32>veg

if no filter action in the following list matches your needs, click Add to create a new one.

Microsoft Windows [Ve Select Use Add Wizard to create a filter action using the wizard.

C:\Windows\system32Z>m Fitter Actions:
Description

C:N\Windows\system32> S————— The presentation selects
Windows 8 Filter. then selects

next.

Use Add Wizard

Kleopatra
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Snuffy Microsoft
Baseline S...

Microsoft Windows LVe

(c) 2012 Microsoft Co
C:\HWindows\system32Z>ve
RelMicrosoft Windows [Ve
C:\Windows\system3Z2>m
C:\Windows\system32>

Kleopatra

PRI IIIIII3IGET G

?

\AinAdrwsee O IDecAas #a0#N1 Dranartine

Security Rule Wizard

Authentication Method
To add multiple authentication methods, edit the securty rule after completing the
wizard.

Set the initial authentication method for this security rule:

() Active Directory default (Kerberos V5 protocol)
() Use a certificate from this certification authority (CA):

nable certificate to account mappin
(®) Use this string to protect the key exchange (preshared key):

Password(1 The presentation selects a
very weak shared secret. Then
the presentation selects next.

Remember the shared key
must be the same for all
participating computers.
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?
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Security Rule Wizard

Microsott Windows LVe i )
(c) 2012 Microsoft Co svg%g'gtmg the Security Rule

C:\HWindows\system32Z>ve

You have successfully completed specifying the properties

1 " f I 1AL I .
Microsoft Windows [Ve or your new rule

) To edit your security rule now, select the Edit properties
C:\Windows\system32>m check box, and then click Finish.

C:\Windows\system32>
|| Edit properties

To close this wizard, click Finish.

Kleopatra
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Microsoft
Baseline S...

Windows 8 IPsec test01 Properties ? “

. Rules | General
icrosoft Windows LVe

(c) 2012 Microsoft Co
C:\HWindows\system32Z>ve

jt :j” Security rules for communicating with other computers

Microsoft HWindows [Ve IP Security rules:

C:\Windows\system3Z>m IP Filter List Filter Action Authentication...
Windows 8 NAT 01 Windows 8 filter Preshared Key
C:NWindows\s ¥S tem32> O <Dynamic> Default response (ea... Kerberos

Use Add Wizard

OK Cancel

Kleopatra
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Console1 - [Console Root\IP Security Policies on Local Computer]
Window Help

&= | 2[5 XE = H

7| B & |

) )

| Console Root
> g IP Security Monitor
> Q IP Security Policies ¢

Description

Policy Assigned

The presentation right clicks
on the policy. The
presentation selects Assign.

Last Modified Time
'014 4:54:31 PM

More Actions

o |[me95 ) ENG

4:54 PM
5/6/2014
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Console1 - [Console Root\IP Security Monitor\WIN8-VICTIM02\Quick Mode\Statistics]
ﬁ File Action View Favorites Window Help

&= 25 X =  HIE

] Console Root

4 g IP Security Monitor
4 [ WINS-VICTIMO02
(] Active Policy

» (L] Main Mode

4 (] Quick Mode
(] GenericF
(] Specific F
(] Negotiati
(=3 Statistics

(] Security /
b g IP Security Policies ¢

Parameters

A Active Security Associations

. Offloaded Security Associations

. Pending Key Operations

X Key Additions

A Key Deletions

X Rekeys

A Active Tunnels

4 Bad SPI Packets

. Packets Not Decrypted

H Packets Not Authenticated
A Packets With Replay Detection
A Confidential Bytes Sent

A Confidential Bytes Received
. Authenticated Bytes Sent

X Authenticated Bytes Received
A Transport Bytes Sent

A Transport Bytes Received

A Bytes Sent In Tunnels

A Bytes Received In Tunnels

. Offloaded Bytes Sent

. Offloaded Bytes Received

O O O O O O O O O O O O O O O O O o o o O

The presentation opens the
statistics under |P Security Monitor.
The monitor is showing no encrypted
communication.

. - 15 [0 :
‘ = =RalORENG S U

4:55PM
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Recycle Bin  Kleopatra

l Administrator: Command Promp

WNC:\Windows\system3Z2>mmc
C:\Hindows\system32>ping 192.168.5. 132

P1n n? 192.168.5.132 with 32 bytes of data:
‘ rom 192.168.5.132: bytes=32 time{lms
Reply from 192.168.5.132: bytes=32 time<llms
Reply from 192.168.5.132: bytes=32 time{lms
Reply from 192.168.5.132: bytes=32 timellms

—
—
rrr

wplng statistics for 192.168.5.132:
L

B llAPProximate round trip times in m1111 seconds :
F Minimum = Oms, Maximum = Ums, Average = Oms

C:\Windows\system3Z2>net use \\192,168.5.134

Enter the user name for ’'192.168.5.134°: snuffy
BNEnter the password for 192.168.5.134:

"¥iThe command completed successfully.

C:\Windows\system32)_

& F S W
A ; d -

TeEsxtaSVlm HashCalc . Bytes Sent In Tunnels

anager N :

g # Bytes Received In Tunnels

™" e . .-

P <

128
128
128
128

Packets: Sent = 4, Received = Lost = @ (O% loss),

‘The password or user name is invalid for \\192.168.5.134.
e

The presentation pings the other
computer and maps a drive to the
other computer. This will generate
traffic.

2 € mm 5™
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Console1 - [Console Root\IP Security Monitor\WIN8-VICTIM02\Quick Mode\Statistics]

% File Action View Favorites Window Help

&= 25 X 6= HEE

[SiEr]Ts

PO IIIIIIIIILS];YE G EE

-y
HEIR

| Console Root

4 ,g IP Security Monitor
4 (75 WINS-VICTIMO02
(] Active Policy

> [ Main Mode

4 (] Quick Mode
(] Generic F
(] Specific F
(1 Negotiati

|E] Statistics

(L Security /

b ,g IP Security Policies ¢

Parameters

A Active Security Associations

A Offloaded Security Associations

X Pending Key Operations

X Key Additions

A Key Deletions

A Rekeys

A Active Tunnels

2 Bad SPI Packets

H Packets Not Decrypted

A Packets Not Authenticated
H Packets With Replay Detection
A Confidential Bytes Sent

A Confidential Bytes Received
A Authenticated Bytes Sent

A Authenticated Bytes Received
A Transport Bytes Sent

2 Transport Bytes Received

2 Bytes Sent In Tunnels

A Bytes Received In Tunnels

.~ A

<

Statistics

O O O O O O O = O O —

g

Actions
Statistics
More Actions

-

Kleopatra

Internet Explorer

€}

&1 Y

The IP Security Monitor is now
showing encrypted communication
between the hosts/computers.

EE - ) NG

5:06 PM
5/6/2014
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Live

File

Filter:

No.
16
17
18
19
20
21
22
23
24

Edit

View Go

Time

117
12.
12.
12.
12.
12.
12.
12.
12.

15191200(
57428800(
S7477600(
57534200(
S7571600(
58040300(
28042100(
58042200(
58042300(

Capture

=[] 8 €

*ethO [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)]

Source

192.
192.
192,
192,
192,
192,
192,
192,
192,

Fragmentc orrsecs o

Time to live:

128

Protocol: ESP (50)
Header checksum: Ox0Ocff [correct]

Source:
Destination:

168.
168.
168.
168.
168.
168.
168.
168.
168.

(VIRVIE VR VIR VIR (1 §

Analyze

192.168.5.134 (192.168.5.134)
192.168.5.132 (192.168.5.132)
[Source GeoIP: Unknown]

[Destination GeoIP: Unknown]

- Encapsulating Security Payload
ESP SPI: 0x1d123al6 (487733782)
ESP Sequence: 33

ob ff e4 f4
Ob Sa 14 e4
e9 27 df 76
lc 7b d8 f8
42 8a SO 96
23 3e c9 34

O ® Frame (frame), 270 bytes

de 09 do
8a 6e 1c
of cl1 34
95 14 3e
7e 67 14
4e fc dO

Q)

Statistics

Telephony Tools
P+ E

Expression...

e

Tue May 6,23:11

v

Destination
5.2

192.
192.
192.
192,
192.
192,
192.
192,
192.

168.
168.
168.
168.
168.
168.
168.
168.
168.

=in
.134
.132
.134
.132
.134
.132
.134

132

Internals

Help

Protocol

NBNS
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP

Packets: 55 - Displayed: 55 (100.0%) - ...

Lengtl
110
270
334
310
286
270
334
182
214

Info
Refresh NB WINS-VICTIMO2<00=>

ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP

il

(SPI=0x1d123a16)
(SPI=0xfbf3abee)
(SPI=0x1d123al6)
(SPI=0xfbf3abee)
(SPI=0x1d123al6)
(SPI=0xfbf3abee)
(SPI=0x1d123al6)
(SPI=0xfbf3abee)

-

Wireshark captured ESP packets
between the computersthosts. The
encapsulated security packets
indicated encrypted communications
between the computers/hosts.

Profile: Default




	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

