Windows 8.0 Registry Basics

This presentation shows creating a batch file to backup the reqgistry. The presentation shows the
permission settings in the the registry.
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The presentation logs in as a
non-administrative logon.
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The presentation opens Notepad to
create a batch file.
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File Edit Format View Help

PRSI RR W Rd B

REM This will backup the registry fo c:\regback
REM This uses the reg /? help system

REM This baich file must be run as administrator
REM Preuss 3/12/2014

REM This wil create the folder c:\regback

md c:\regback

REM This will backup the hive HKLM and overwrie the old fie
reg export HKLM c:\regback\hkim_bak.reg /y

REM This will backup the hive HKCU and overwrie the old file
reg export HKCU c:\regback\hkcu_bak.reg /y

REM This will backup the hive HKCR and overwrite the old file
reg export HKCR c:\regback\hkcr_bak.reg /y

REM This will backup the hive HKU and overwrie the old file
reg export HKU c:\regbacki\hku_bak.reg /y

REM This will backup the hive HKCC and overwrie the old file
reg export HKCC c:\regback\hkcc_bak.reg /y

REM This will ket us know the baich file is done.

Echo ‘All Done’

REM This will cause the system fo wat for us.
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The registry creates the following
batch file contents.
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3 Untitled - Notepad = 1=

File Edit Format View Help

REM This will backup the registry fo c:\regback
REM This uses the reg /? help system

REM This batich file must be run as adminisirator
REM Preuss 3/12/2014

' ‘& REM This wil create the folder c:\regl |

md c:\regback

REM This will backup the hive HKL T . « MyDocume... » batch_files v & Search batch_files
reg export HKLM c:\regbacki\hkim_bg
REM This will backup the hive HKC
reg export HKCU c:\regbackihkcu_b
REM This will backup the hive HKCR Y Favorites A Name Date modified

reg export HKCR c:\regback\hkcr_bg

REM This will backup the hive HKU g Bl Desktop logon_test.bat /27 8 Windows Batch File

reg export HKU ciregbackinku_bak. & Downloads logon-list.bat Windows Batch File

REM This will backup the hive HKCC . .
bl 126/ 22 N
reg export HKCC c:\regbackihkec_ba il Recent places prodZ.bat /26, : Windows Batch File

REM This will ket us know the baich fi test_ipvd.bat Windows Batch File

Echo ‘All Done’ 4 Libraries test_ipvb.bat Windows Batch File
REM This will cause the system 0 wa @ Documents

use
- J’ Music -
= Pictures
” E Videos

Computer

Organize v New folder
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The registry saves the batch file as
regback.bat. Remember to change

[_4: Save as type: All Files {*.*)

1M Computer v £

File name:  regback.bat

Save as type: All Files (*.%)
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Home Share View

v 1T . » Libraries » Documents » batch_files v ¢ Search batch_files
< Favorites [] Name . Date modified Type Size

Bl Desktop logon_test.bat /27/2013 10:48 AM  Windows Batch File
& Downloads logon-list.bat 12/10/2013 234 PM  Windows Batch File
| | Recent places prod2.bat /26/20133:17PM  Windows Batch File
RecycleBin regback.bat 3/12/2014 1248 PM  Windows Batch File
' w4 Libraries 4 PM  Windows Batch File
"5 Documents  The batch file regback.bat is ‘TPM Windows Batch File

@ Music available for use.

= Pictures
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1M Computer
iy Local Disk (
ca Simple01 (E
ca Spanned01
ca Mirror01 (G}
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Application Tools

Share View Manage

T . » Libraries » Documents » batch_files v ¢ Search batch_files

~

X Favorites [] Name Date modified Type Size

Bl Desktop logon_test.bat 9/27/2013 10:48 AM  Windows Batch File
& Downloads logon-list.bat 12/10/2013 2:34 PM  Windows Batch File
=] Recent places prod2.bat 9/26/2013 3:17PM  Windows Batch File
] renback.bat 3/12/201412:48 PM  Windows Batch File

Fv4.bat 2/28/20144:38PM  Windows Batch File

Edit
Print
Run as administrator The presentation right clicks

vb.bat 3/11/2014 4:56 PM Windows Batch File

GpgA Create PDF and Bitmap F¥es wit{ ON regback.bat and selects
Docurr 7-Zip Run as Administrator.

Sign and encrypt
More GpgEX options

Share with
Send to

Cut
Copy

Create shortcut
Delete

Rename

Open file location

Properties
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. II m Home Share View

™ » Libraries » Documents » batch_files v & Search batch files
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C\Users\tim_p_000\Documents\batch_files

Application Tools

Manage

C:\Windows\system32 >reg
The operation completed

C:\Windows\system32>REM

C:\Windows\system32 >reg

jThe operation completed

C:\Windows\system32>REM
e

C:\Windows\system32 >reg
The operation completed

C:\Windows\system32>REM

CA\Windows\System32\cmd.exe

export HKCR c:\reghack\hkcr_hak.reg /vy
successfully.

This will backup the hive HKU and overwrite the old file
export HKU c:\reghack\hku_bhak.reg /vy

successfully.

This will backup the hive HKCC and overwrite the old fil
export HKCC c:\reghack\hkcc_hak.reg /vy

successfully.

This will let us know the batch file is done.

C:\Windows\system32>Echo =Al1ll Doneft

111 Doneft
C:\Windows\system32>REM

This will cause the system to wait for us.

C:\Windows\system32>pause
Press any key to continue

b items

L w MITOIUT(G)

€M Network

1 item selected

875 bytes

Regback.bat is complete. The
presentation presses the spacebar
to continue.
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Calculator

Character Map

Math Input Panel

Notepad

Remote Desktop
Connection

Snipping Tool

Sound Recorder

LS

Steps Recorder

Sticky Notes

Windows Fax and
Scan

Windows Journal
Windows Media
Player

WordPad

XPS Viewer

Magnifier

»mmn@mmn@mmn@m 2

On-Screen
Keyboard

Windows Speech
Recognition

ws System

Command Prompl\’

Computer

Help and Support

Task Manager

Windows Defender

Windows Easy
Transfer

Windows Easy
Transfer Reports

The presentation opens the Start
Menu. At the Start Menu. the
presentation open all applications.

The presentation right clicks the
Command Prompt. The presentation
selects Run as Administrator.

® ® & ®

Unpin from Start Unpin from Open new Run as Open file
taskbar window administrator location




[_:{ win8_x64_office2013 - VMware Player (Non-commercial use only)

»mmn@mmn@mmn@m 2

?, & ___‘J

LITTNEEUSS RECUVa)

Administrator: Command Prompt

'.C:\Nindows\system32>cd #USERPROFILE~
C:N\Users\Snuffy>_

The presentation changes to the
current logon home directory.
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Administrator: Command Prompt

PRC: \Windows\System32>cd “USERPROFILEX

C:\Users\Snuffy>md temp
SSBC:\Users\Snuffyd>cd temp
= C:\Users\Snuffy\temp>

The presentation creates a temp
directory in the current logon home
directory.

The presentation changes the
default directory to
clusersisnuffyl\temp.
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Administrator: Command Prompt

PIC: \Hindows\System32>cd ZUSERPROFILEX
C:\Users\Snuffy>md temp
C:\Users\Snuffy>cd temp

) C:\Users\Snuffy\temp>regedit_

The presentation issues the regedit
command. This will allow viewing and
editing of the registry.

This can be dangerous.
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File Edit View Favorites Help

4 {;lj Computerl
». 1, HKEY_CLASSES_ROOT
». |, HKEY_CURRENT_USER
> 1, HKEY_LOCAL_MACHINE
5. 1. HKEY_USERS
. HKEY_CURRENT_CONFIG

P

The presentation successfully
opened the registry editor.
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File Edit View Favorites Help

4 M Computer Data
> [ 1. HKEY_CLASS™= ===~ (value not set)
... HKEY_CURRE B
> . 1. HKEY_LOCAI New
». |, HKEY_USERS Find...

. HKEY_CURRE

Delete

Rename

Export
Permissions... The presentation right click on
the hive.
HKEY_CLASSES_ROOT.

Copy Key Name

The presentation selects
Permissions to view the
permission settings for this
hive.
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Registry Editor -

File Edit View Favorites Help

4 -2 Computer ame e Data

(value not set)

Security

Group or user names:

‘5% ALL APPLICATION PACKAGES

82 CREATOR OWNER

H2 SYSTEM

82, Administrators (WINS-VICTIM02\Administrators)
#2, Users (WINS-VICTIM02\Users)

Vs

Pemissions for ALL The presentation views the
APPLICATION PACKAGES Deny permission settings

Full Control ]
Read []
Special pemissions

For special pemissions or advanced settings, e r]
click Advanced.

Leam about access control and pemissions

OK Cancel
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