Windows 7 icacls (permissions) batch file

This presentation shows creating c\documents and putting files in the folder {directory or subdirectory). The presentation
creates a batch file to copy the files to other locations. Then. the presentation collects the permission settings in a file.
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<) Music Bl Desktop 'L 1148101 pdf 2/14/2014 510 PM  Adobe Acrobat D... 27 KB|
&) Pictures & Downloads X 1148102.pdf 2/14/2014 510 PM  Adobe Acrobat D... 26 KB |
B Videos 5] Recent Places 'L 1148103 pdf 2/14/2014 511 PM  Adobe Acrobat D... 30 KB|
T 1148104.pdf 2/14/2014 511 PM  Adobe Acrobat D... 88 KB |

- 4 Libraries X 1148105, pdf 2/14/2014 5:11 PM  Adobe Acrobat D... 30 KB|
/ T 1148106.pdf 2/14/2014 511 PM  Adobe Acrobat D... 34 KB|
The files are copied to 1 1148107, pdf 2/14/2014 511 PM  Adobe Acrobat D... 28 KB|
cdocuments. T 1148108, paf 2/14/2014511PM  Adobe Acrobat D.. 31 k8|
' 1148109, pdf 2/14/2014 511 PM  Adobe Acrobat D... 29 KB|
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File Edit Format View Help

REM This will collect the mac address, Tocal file permissions, %USERPROFILE%‘\documents‘\documents permissions,
REM c:\documents permissions, e:\documents permissions.

REM This assumes E: is a separate volume.

REM Type 'set’ (no quotes) at the command prompt to see the value of %USERPROFILE and %HOMEPATH%

REM Preuss 2/14/2014

echo 'This is the computer’'s MAC (layer 2) address.’ >> icacls_rptOl.txt
getmac >> icacls_rptOl. txt

echo 'This creates a documents folder in My documents folder’'. >> icacls_rptOl.txt
echo 'The command is md %HOMEPATH%\documents‘\documents' >> icacls_rptOl.txt
md %HOMEPATH%'\documents'\documents

echo 'This creates a documents folder in E:'>> icacls_rptOl. txt
echo 'The command is md e:\documents'>> icacls_rptOl.txt
md e:‘\documents

echo 'This copies all the files from c:\documents to %USERPROFILE%‘\documents\documents' >> icacls_rptOl.txt
echo 'The command is copy c:\documents\¥*.* %HOMEPATH%\documents\documents' >> icacls_rptOl.txt
copy c:\documents\¥*.* %¥HOMEPATH%\documents‘\documents

echo 'This copies all the files from c:\documents to e:\documents’ >> icacls_rptOl.txt
echo 'The command is copy c:\documents'\¥*.* %HOMEPATH%\documents\documents’® >> jcacls_rptOl.txt
copy c:\documents'\*.* %HOMEPATH%\documents‘\documents

echo 'This is the permissions settings for all the local files. '>> icacls_rptOl. txt
icacls * /C >> dcacls_rptOl.txt >> icacls_rptOl. txt

echo_'This is the permission settings for all the files in %USERPROFILE%\documents\documents’ >> icacls_rptOl.txt
icacls %USERPROFILE%‘\documents‘\documents\* /C >> icacls_rptOl.txt

echo 'This is the permission settings for all the files in c:\documents. ' >> icacls_rptOl.txt
icacls c:\documents\* /C >> icacls_rptOl.txt

echo 'This is the permission settings for all the files in e:\documents.' >> icacls_rptOl.txt

icacls e:\documents\* /C >> icacls_rptOl.txt

echo 'This is the source code for this batch file.’' >> dicacls_rptOl.txt C L. .
type rpt_icaclsOl.bat >> icacls_rptOl.txt This is the batch file

entered by the
presentation.

notepad icacls_rptOl. txt|
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REM This assumes E: is a separate volume.
REM Preuss 2/14/2014

echo 'This is the computer’'s MAC (layer 2)
getmac >> icacls_rptOl. txt

echo 'This creates a documents folder in M
echo "The command is md %HOMEPATH%‘\document]
md %HOMEPATH%\documents\documents

echo 'This creates a documents folder 1n_E
echo "The command is md e:‘\documents'>> icd
4ilmd e:\documents

echo "This copies all the files from c:\doc
7 \ *. w
The presentation saves the batch
file in cidocuments. \doc

nts

The file name matches the batch file "
. or
name rpt_icacls01 bat 1s_

The file Save as type is All Files. S\*

notepad icacls_rptOl.txt

REM Type 'set’ (no quotes) at the command prompt to see the value of %USERPROFILE and %HOMEPATH%

Organize v New folder

REM This will collect the mac address, local file permissions, %USERPROFILE%\documents'\documents permissions,
REM c:\documents permissions, e:\documents permissions.
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& Downloads X1 1148102.pdf
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4 Libraries X1 1148105.pdf
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N .
=l Recent Places

Date modified

2/14/2014 5:10 PM
2/14/2014 5:10 PM
2/14/2014 5:11 PM
2/14/2014 5:11 PM
2/14/2014 5:11 PM
2/14/2014 5:11 PM
2/14/2014 5:11 PM
2/14/2014 5:11 PM
2/14/2014 5:11 PM
2/14/2014 5:11 PM

/M Computer v |

Adobe Ag

Adobe Ag
Adobe A
Adobe A
Adobe A
Adobe A
Adobe A
Adobe A

Adobe A

File name: rpt_icacls01.bat]

Save as type: | All Files (*.%)
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Tl 1148109.pdf
X 1148110.pdf
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S

Date modified

2/14/2014 5:10 PM
2/14/2014 5:10 PM
2/14/2014 5:11 PM
2/14/2014 5:11 PM
2/14/2014 5:11 PM
2/14/2014 5:11 PM
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2/14/2014 5:11 PM
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The batch files double clicks on
rpt_icacls01 bat
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Type

Adobe Acrobat D...
Adobe Acrobat D...
Adobe Acrobat D...
Adobe Acrobat D...
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Adobe Acrobat D...
Adobe Acrobat D...
Adobe Acrobat D...
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File Edit Format View Help
|'This is the computer’'s MAC (layer 2) address.’

Physical Address Transport Name

00-0C-29-E9-85-09 \Device\Tcpip_{8C35E213-2FAF-46E2-AOF4-FCDEG6BDDA2F0}

"This creates a documents folder in My documents folder’.

"The command is md ‘\Users'\preuss\documents'\documents'

'This creates a documents folder in E:°

"The command is md e:‘\documents’

"This copies all the files from c:\documents to C:\Users\preuss\documents\documents’

‘"The command is cogy c:\documents\*.* \Users'\preuss'\documents\documents’

"This copies all the files from c:\documents to e:\documents’

"The command is copy c:‘\documents\*.* \Users\preuss\documents'\documents'

'This is the permissions settings for all the Tocal files.’

1148101. pdf NT AUTHORITY\Authenticated Users:(I)(M) NT AUTHORITY\SYSTEM: (I)(F) BUILTIN\Administrator| =

)(F) BUILTIN\Administrators:(I)(F)1148109.pdf NT AUTHORITY‘\Authenticated uUsers:(I)(M) NT AUTHORITY\S

'This is the permission settings for all the files in C:\Users\preuss\documents\documents’

C:\Users\preuss\documents\documents\1148101. pdf win7-al\preuss: (1) (M) NT AL

NT AUTHORITY\Authenticated Users:(I) (M) NT AUT
NT AUTHORITY\SYSTEM: (I)(F) BUILTIN\Administratc
BUILTIN\Administrators: (I)(F)C:\Users'\preuss\documents'\documents\icacls_rpt0l.bat win7-al\preuss: (I) (M)

strators: (I)(F)successfully processed 13 files; Failed processing 0 files

"This is the permission settings for all the files in c:\documents.’

c:\documents\1148101. pdf NT AUTHORITY\Authenticated Users:(I)(M) NT AUTHORITY\SYSTEM: (I)(F)

ators:(I)(F)c:\documents\1148107.pdf NT AUTHORITY‘\Authenticated uUsers:(I)(M) NT AUTHORITY\SYSTEM: (

BUILTINQAdministrators:(I)(F)Successfu11y processed 12 files; Failed processing 0 files

"This is the permission settings for all the files in e:\documents.’

e:\documents'\22720.o0db BUILTIN\Administrators:(I)(F) NT AUTHORITY\SYSTEM: (I)(F)

d users:(I) (M) BUILTIN\Users: (I)(RX)Successfully processed 5 files; Failed processing 0 files

'This is the source code for this batch file.’

REM This will collect the mac address, Tocal file permissions, %USERPROFILE%‘\documents‘\documents permissions,

REM c:\documents permissions, e:\documents permissions.

REM This assumes E: is a separate volume.

REM Type 'set' (no quotes) at the command prompt to see the value of %USERPROFILE and

REN Preuss 2/48/2048 This is partitial output of the batch
echo 'This is the computer’'s MAC (layer 2) address.’ >> icacls_rptOl.txt file. The contents may be copied to

getmac >> icacls_rptOl.txt a word processor and saved as a

echo 'This creates a documents folder in My documents folder'. >> icacls_rptOl.txt pdffﬂe_
echo 'The command is md %HOMEPATH%\documents‘\documents' >> icacls_rptOl.txt
md %HOMEPATH%\documents'\documents

echo 'This creates a documents folder in E:'>> icacls_rptOl. txt
echo 'The command is md e:\documents'>> icacls_rptOl.txt
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