pfSense VM Build

The presentation builds a pfSense router with a NAT interface, internal01 interface (VM LAN segment) and internal02 interface (VM LAN segment).

Preuss
3/7/2020

WAN Interface - em0
NAT
192.168.117.x/24

internal01 - em1
192.168.100.50/24
2001:db8:abba:100::50/64

internal02 - em?2
172.16.200.60/24
2001:db8:abba:200::60/64




Welcome to VMware
Workstation 15 Player

Create a New Virtual Machine The presentation selects "Create a New Virtual

[ ‘ I Create a new virtual machine, which will then be addied to Machine™.

the top of your library.

Open a Virtual Machine

Open an existing virtual machine, which will then be added
to the top of your library.

Upgrade to VMware Workstation Pro

Get advanced features such as snapshots, virtual networ
management, and more.

Help

View online help.

This product is not licensed and is authorized for non-
commerdial use only. For commerdial use, purchase a
license. Buy now.




Welcome to the New Virtual Machine Wizard

A virtual machine is like a physical computer; it needs an operating r
system. How will you install the guest operating system?

Install from: Machine
th will then be added to

Installer disc:
No drives available

e

which will then be added
(O Installer disc image file (iso):

D:\msdnaa\pfsense\pfSense-CE-2.4.4-RELEASE-p3-ar Browse...
lorkstation Pro

(@ I will install the operating system later. The presentation selects "l will install the operating
The virtual machine will be created with a blank hard disk. SyStem later.

commerdial use only
license. Buy now.




Select a Guest Operating System
Which operating system will be installed on this virtual machine? 2

r

Machine
th will then be added to

Guest operating system
(O Microsoft Windows

O Linux
(® Other

Version

FreeBSD is under the "other" category. This version of

FreeBSD 11 64-bit
pfSense is at least FreeBSD 11.

Next > Cancel

This product is not licensed and is authorized
commerdial use only. For commerdial use, p

license. Buy now.



Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

The presentation gives the VMware Player name for

the VM.

Location:
C:\Users\cw8735je \Documents\Virtual Machines\router01

Next > Cancel

This product is not licensed and is authorized for non-
commerdial use only. For commerdial use, purchase a
license. Buy now.




Specify Disk Capacity
How large do you want this disk to be? r

The virtual machine's hard disk is stored as one or more files on the host computer's Machine
physical disk. These file(s) start small and become larger as you add applications, .
files, and data to your virtual machine. h will then be added to

Maximum disk size (GB): ’ 20.0 2

Recommended size for FreeBSD 11 64-bit: 20 GB

® Store virtual disk as a single fil 20 GB is enough space for class experiments. Storing

O split virtual disk into multiple files the virtual disk as a single file makes moving the vm

Splitting the disk makes it easier to move the virtu3 easjer.
but may reduce performance with very large disks




Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install FreeBSD 11
64-bit.

The virtual machine will be created with the following settings: Machine

Name: router01 th will then be added to

Location: C:\Users\cw8735je \Documents\Virtual Machines\rout...
Version: Workstation 15.x
Operating System: FreeBSD 11 64-bit e
which will then be added
Hard Disk: 20GB
Memory: 256 MB
Network Adapter: NAT
Other Devices: CD/DVD, USB Controller, Sound Card lorkstation Pro

Customize Hardware... The presentation selects "customize hardware".




Device Summary Memory

= Specify the amount of memory allocated to this virtual machine. The
= Memory 1GB memory size must be a multiple of 4 MB.
ﬁprocessors 1

e o DE) Ao et Mesoory fioe i virkual meackine: E <] Mg The presentation sets the vm RAM to 1024 MB.
NAT

USB Controller Present 84 GB

c]" Sound Card Auto detect 32GB

:lDisplay Auto detect 16 GB

8 GB B Maximum recommended memd

4GB (Memory swapping may
2 GB occur beyond this size.)

1 GE 27.7GB

512 MB
256 MB
128 MB

M Recommended memory
256 MB

&4 MB Guest OS recommended mini

16 MB

EMBE
4 MB




Device

E=Memory
1 .FProcessors
(%) New CD/DVD (IDE)

USB Controller
<] Sound Card
[_Ipisplay

Summary

1GB

2

Auto detect
NAT
Present
Auto detect
Auto detect

Processors

Number of processor cores:

Virtualization engine

[]virtualize Intel VT-x/EPT or AMD-V/RVI

D Virtualize CPU performance counters

[ virtualize IOMMU (IO memory management unit)

The presentation sets the number of CPU cores to 2.




Device

E=Memory
ﬁ Processors
(%) New CD/DVD (IDE)

USB Controller
<] Sound Card
[_Ipisplay

Summary

1GB

2

Auto detect
NAT
Present
Auto detect
Auto detect

Remove

Device status
Connected

Connect at power on

Connection
(O Use physical drive:

Auto detect

(® Use ISO image file:

D:\msdnaa\pfsense\pfSense-CE-2.4.4-REL

Browse...

Advanced...

The presentation selects the installation iso for
pfSense.




Device

E=Memory
ﬁ Processors
(%) New CD/DVD (IDE)

USB Controller
<] Sound Card
[_Ipisplay

Summary

1GB
2

Using file D:\msdnaa'\pfsens...

NAT
Present
Auto detect
Auto detect

Remove

Device status
Connected

Connect at power on

Network connection
(O Bridged: Connected directly to the physical network

Replicate physical network connection state

GConﬁgur

(®) NAT: Used to share the host's IP address
(O Host-only: A private network shared with the Nost
(O Custom: Specific virtual network

VMnet0
(O LAN segment:

LAN Segments...

The presentation sets the first nic to "NAT".




Device Summary

E=Memory 1GB
1 _FProcessors 2
@ NE\N CD/DVD (IDE} LloimAa fla Niulmodnasinfoane

ACQ0 Raraware vwizarc

USB Controller
]9 Sound Card
[_Ipisplay

Hardware Type

Hardware types:
(=) CD/DVD Drive

Floppy Drive

l;';1 Network Adapter
USB Controller

<]% Sound Card

@ Parallel Port

Serial Port

(= Printer

Generic SCSI Device

Remove

Connections
USB compatibility: |USB 2.0
[ ] Show all USB input devices

- I 1~ -1 . .t 1 . el a1

What type of hardware do you want to install?

Explanation
Add a network adapter.

The presentation adds another network adapter.




Device

E=Memory
ﬁ Processors
(%) New CD/DVD (IDE)

USB Controller
c]» Sound Card
[_Ipisplay

Summary

1GB
2

Using file D:\msdnaa'\pfsens...

NAT

NAT
Present
Auto detect
Auto detect

Remove

Device status
Connected

Connect at power on

Network connection
(O Bridged: Connected directly to the physical network

Replicate physical network connection state
GConﬁgure Adapters
(O NAT: Used to share the host's IP address
(O Host-only: A private network shared with the host
(O Custom: Specific virtual network
VMnet0
(® LAN segment:

LAN Segments... The presentation selects "LAN segment” for the
"Network Adapter 2" connection.

The presentation selects "LAN Segments” to continue.



Device

E=Memory
1 _FProcessors
(%) New CD/DVD (IDE)

USB Controller
c]» Sound Card
[_Ipisplay

Summary

1GB

2

Using file D:\msdnaa'\pfsens...
NAT

NAT

Present

Auto detect

Auto d Global |

Global LAN Segments:

Remove

Device status
Connected

Connect at power on

Network connection
(O Bridged: Connected directly to the physical network

Replicate physical network connection state
GConﬁgure Adapters

P address
jared with the host

[LAN Segments... = Advanced...

The presentation selects "Add" to add another LAN.




Device

E=Memory
1 _FProcessors
(%) New CD/DVD (IDE)

USB Controller
c]» Sound Card
[_Ipisplay

Summary

1GB
2

Using file D:\msdnaa'\pfsens...

NAT
NAT
Present

Auto detect
Autod - 1.0

Global LAN Segmengs:

internal0 1

Remove

Device status
Connected

Connect at power on

Network connection
(O Bridged: Connected directly to the physical network

Replicate physical network connection state

9 Configure Adapters

| P address

The presentation creates an new LAN named
"Internal01"”




Hardware

Device status
Connected

Connect at power on

Device Summary

E=Memory 1GB
ﬁ Processors 2

@ New CD/DVD (IDE) Using file D:\msdnaa'\pfsens...
NAT Network connection

NAT (O Bridged: Connected directly to the physical network
NAT Replicate physical network connection state
USB Controller Present
¢} Sound Card Auto detect
[(_IDisplay Auto detect (O NAT: Used to share the host's IP address

(O Host-only: A private network shared with the host
(O Custom: Specific virtual network

GConﬁgure Adapters

VMnet0
(® LAN segment:

internal01 Network Adapter 2 network is ready.

LAN Segments... = Advanced...

Remove




Device

E=Memory
1 _FProcessors
() New CD/DVD (IDE)

USB Controller
c]» Sound Card
[_Ipisplay

Device status
Connected

Connect at power on

Summary

1GB

2
Llsima fla Nulmednss\infoans

Od maraware vvizarc

Hardware Type
What type of hardware do you want to install?

Hardware types: Explanation
@) cD /DVD Drive Add a network adapter.

Floppy Drive

letwork

ate

[:onﬁgure Adapters

2 host

“C1 Network Adapter The presentation adds another network adapter.

USB Controller

<]% Sound Card

@ Parallel Port

Serial Port

(= Printer

Generic SCSI Device

Remove




Hardware

Device status
Connected

Connect at power on

Device Summary

E=Memory 1GB
ﬁ Processors 2

(%) New CD/DVD (IDE) Using file D:\msdnaa\pfsens...
LAN Segment Network connection

NAT (O Bridged: Connected directly to the physical network
NAT Replicate physical network connection state
USB Controller Present
<] Sound Card Auto detect
[(IDisplay Auto detect (O NAT: Used to share the host's IP address
(O Host-only: A private network shared with the host

(O Custom: Specific virtual network

GConﬁgure Adapters

VMnet0
(® LAN segment:

LAN Segments... The presentation selects "LAN segment” for the
"Network Adapter 3" connection.

The presentation selects "LAN Segments” to continue.

Remove




Device

E=Memory
1 _FProcessors
(%) New CD/DVD (IDE)

USB Controller
]9 Sound Card
(_IDisplay

Summary

1GB
2
Using file D:\msdnaa'\pfsens...
LAN Segment
NAT
NAT
Present
Autod 0
Autod
Global LAN Segments:

internal0 1
internal02

Remove

Device status
Connected

Connect at power on

Network connection
(O Bridged: Connected directly to the physical network

Replicate physical network connection state

9 Configure Adapters

= P address
jared with the host

The presentation creates an new LAN named
"Internal02"




Device

E=Memory
ﬁ Processors
(%) New CD/DVD (IDE)

USB Controller
¢} Sound Card
[_Ipisplay

Summary

1GB
2

Using file D:\msdnaa'\pfsens...

LAN Segment
NAT

LAN Segment
Present

Auto detect
Auto detect

Remove

Device status
Connected

Connect at power on

Network connection
(O Bridged: Connected directly to the physical network

Replicate physical network connection state
&) Configure Adapters

(O NAT: Used to share the host's IP address
(O Host-only: A private network shared with the host
(O Custom: Specific virtual network

VMnet0
(® LAN segment:

internal02

LAN Segments... = Advanced...

Network Adapter 3 network is ready.




Device

E=Memory
ﬁ Processors
(%) New CD/DVD (IDE)

USB Controller
¢} Sound Card
[_Ipisplay

Summary

1GB
2

Using file D:\msdnaa'\pfsens...

LAN Segment
NAT

LAN Segment
Present

Auto detect
Auto detect

Remove

Connections
USB compatibility: |USB 2.0

[] show all USB input devices
[[] share Bluetooth devices with the virtual machine

The presentation did not change this item.




Device

E=Memory
ﬁ Processors
(%) New CD/DVD (IDE)

USB Controller
<] Sound Card
[_Ipisplay

Summary

1GB
2

Using file D:\msdnaa'\pfsens...

LAN Segment
NAT

LAN Segment
Present

Auto detect
Auto detect

Remove

Device status
Connected

Connect at power on

Connection
(®) Use default host sound card
(O specify host sound card:

The presentation did not change this item.




Device

E=Memory
1 _FProcessors
(%) New CD/DVD (IDE)

USB Controller
¢} Sound Card
[_IDisplay

Summary

1GB
2

Using file D:\msdnaa'\pfsens...

LAN Segment
NAT

LAN Segment
Present

Auto detect
Auto detect

3D graphics
[ ] Accelerate 3D graphics

Monitors

(®) Use host setting for monitors

(O specify monitor settings:
Number of monitors:

1

The presentation did not change this item.




Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install FreeBSD 11
64-bit.

The virtual machine will be created with the following settings: Machine

Name: router01 th will then be added to

Location: C:\Users\cw8735je \Documents\Virtual Machines\rout...
Version: Workstation 15.x
Operating System: FreeBSD 11 64-bit e
which will then be added
Hard Disk: 20GB
Memory: 1024 MB
Network Adapter: LAN Segment, NAT, LAN Segment
Other Devices: 2 CPU cores, CD/DVD, USB Controller, Sound Card 'lorkstation Pro

apshots, virtual network
Customize Hardware...

The presentation selected "Finish”.

This product is not licensed
commerdial use only. For co
license. Buy now.




@ Home

routerO1

State:
0s:
Version:
RAM:

Powered Off

FreeBSD 11 64-bit

Workstation 15.x virtual machine
1GB

P Play virtual machine The presentation selected "Play virtual machine”.

E' Edit virtual machine settings
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llelcome to pfSense

1. Boot Multi User [Enter]

2. Boot [Slingle User

3. [Esclape to loader prompt

4. Reboot

Options:

9. [Klernel: kernel (1 of 2)
6. Configure Boot [Olptions...

Autoboot

in 2 seconds. [Spacel to pause

The presentation watched the screens display.




pfSense Installer

Copyright and distribution notice
pfSense is Copyright 2884-2819 Rubicon Communications, LLC (Netgate).

pfSense is a federally registered trademark of Electric Sheep Fencing,
LLC. Any unauthorized use of this trademark is prohibited by state and
federal law and international law. Refer to our Trademark Usage Guidelines
for how to properly use the marks. All rights reserved.

Absolutely No Commercial Distribution Is Allowed.

Kiccept >l The presentation selected "Accept”.
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pfSense Installer

Welcome
Welcome to pfSense!?

Install pfSense
Rescue Shell Launch a shell for rescue operations
Recover config.xml Recover config.xml from a previous install

The presentation selected "OK" to "Install".




pfSense Installer

Keymap Selection

The system console driver for pfSense defaults to standard
keyboard map. Other keymaps can be chosen below.

>>> Continue wWwith default keymap
->— Test default keymap

PN
R R S R S S S S

Armenian phonetic layout
Belarusian

Belgian

Belgian (accent keys)

Brazilian (accent keys)
Brazilian (without accent keys)
Bulgarian (BDS)

Bulgarian (Phonetic)

Canadian Bilingual

Central European

Select>

[Press arrows,\[THB |

The presentation selected "Select” to "Continue with
default keymap".
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pfSense Installer

Partitioning
How would you like to partition your disk?

uto (UF3) uided Disk Setup

Manual Manual Disk Setup (experts)
Shell Open a shell and partition by hand
Auto (ZF5) Guided Root-on-ZFS

The presentation selects "OK" to "Auto (UFS)".
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pfSense Installer

Manual Configuration
The installation is now finished.
Before exiting the installer, would
you like to open a shell in the new
system to make any final manual
mModifications?

Cves > ENIED

The presentation selects "No".
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pfSense Installer

Complete
Installation of pfSense
complete! HWould you like
to reboot into the
installed system now?

The presentation selects "Reboot".




/boot/kernel/kernel text=8x17c1938 data=B8xb93d38+8x557b28 syms=[Bx8+Bx1974808+8x8

llelcome to pfSense

1. Boot Multi User [Enter]l
2. Boot [Slingle User

3. [Esclape to loader prompt
4. Reboot

Options:

5. [Klernel: kernel (1 of 2)

6. Configure Boot [Olptions...

+Bx1971721
/boot/entropy size=Bx1888
Booting. ..

The presentation watches the reboot process.
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Starting syslog...done.
Starting CRON... done.

pfSense 2.4.4-RELEASE (Patch 3) amdb4 Hed May 15 18:53:44 EDT 2819
Bootup complete

FreeBSD7amdb4 (pfSense. localdomain) (ttyvd)
UMware Uirtual Machine - Netgate Device ID: 7839827b1{f5fB8489dd7a

*x% llelcome to pfSense 2.4.4-RELEASE-p3 (amdb4) on pfSense xxx

WAN (wan) -> emB -> v4/DHCP4: 192.168.117.163/24

LAN (lan) -> emMml -> vd4: 192.168.1.1/24

B) Logout (3SH only) 9) pfTop

1) Assign Interfaces 18) Filter Logs

2) Set interface(s) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 12) PHP shell + pfSense tools
4) Reset to factory defaults 13) Update from console

9) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM

8) Shell

Enter an option: 1| The presentation selects option 1"




B) Logout (3SH only) 9) pfTop

1) Assign Interfaces 18) Filter Logs

2) Set interface(s) IP address 11) Restart webConfigurator

3) Reset weblonfigurator password 12) PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

9) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM

8) Shell

Enter an option: 1

Ualid interfaces are:

emd BB:Bc:29:e4:48:ea (up) Intel(R) PRO-1888 Legacy Network Connection 1.
eml BB :Bc:29:e4:48:f4 (up) Intel(R) PRO-1888 Legacy Network Connection 1.
emM2 HB:8c:29:e4:48:fe (down) Intel(R) PRO-/1888 Legacy Network Connection 1.

Do ULANs need to be set up first?
If ULANs wWwill not be used, or only for optional interfaces, it is typical to
say no here and use the Weblonfigurator 10 CconT g gam e e

The presentation answers "n" to vians.

Should ULANs be set up now [yinl? nj}



6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM
8) Shell

Enter an option: 1

Ualid interfaces are:

emb BB:Bc:29:e4:48:ea (up) Intel(R) PRO-/1888 Legacy Network Connection 1.
eml BB:Bc:29:e4:48:f4 (up) Intel(R) PRO-1888 Legacy Network Connection 1.
emM2 BB :8c:29:e4:48:fe (down) Intel(R) PRO-/1888 Legacy Network Connection 1.

Do ULANs need to be set up first?
If ULANs will not be used, or only for optional interfaces, it is typical to
say no here and use the webConfigurator to configure ULANs later, if required.

Should ULANs be set up now [yinl? n

If the names of the interfaces are not known, auto-detection can
be used instead. To use auto-detection, please disconnect all
interfaces before pressing 'a’ to begin the process.

Enter the WAN interface name or ‘ag for ) )
(emB eml eM2 or a): emof The presentation sets em0Q as the WAN interface or the

NAT connection.




L
Enter an option: 1

Ualid interfaces are:

emd BB :Bc:29:e4:48 :ea (up) Intel(R) PRO-/1888 Legacy Network
eml BB :Bc:29:e4:48:f4 (up) Intel(R) PRO-/1888 Legacy Network
emM2 BB:8c:29:e4:48:fe (down) Intel(R) PRO-/1888 Legacy Network

Do ULANs need to be set up first?
If ULANs will not be used, or only for optional interfaces, it is
say no here and use the webConfigurator to configure ULANs later,

Should ULANs be set up now [yinl? n

If the names of the interfaces are not known, auto-detection can
be used instead. To use auto-detection, please disconnect all
interfaces before pressing 'a’ to begin the process.

Enter the WAN interface namMe or 'a’ for auto-detection
(emMB emMl em2 or a): emB

Enter the LAN interface namMe or 'a’ for auto-detection
NOTE: this enables full Firewalling/NAT mMode.

(eml1 eM2 a or nothing if finished): emifj The presentation sets "em1" as the "LAN"

Connection 1.
Connection 1.
Connection 1.

typical to
if required.

"Internal01" connection.

or



0 N

Ualid interfaces are:

emd BB :Bc:29:e4:48 :ea (up) Intel(R) PRO-/1888 Legacy Network
eml BB :Bc:29:e4:48:f4 (up) Intel(R) PRO-/1888 Legacy Network
emM2 BB:8c:29:e4:48:fe (down) Intel(R) PRO-/1888 Legacy Network

Do ULANs need to be set up first?
If ULANs will not be used, or only for optional interfaces, it is
say no here and use the webConfigurator to configure ULANs later,

Should ULANs be set up now [yinl? n

If the names of the interfaces are not known, auto-detection can
be used instead. To use auto-detection, please disconnect all
interfaces before pressing 'a’ to begin the process.

Enter the WAN interface namMe or 'a’ for auto-detection
(emMB emMl em2 or a): emB

Enter the LAN interface name or 'a’ for auto-detection
NOTE: this enables full Firewalling/NAT mMode.
(eml emM2 a or nothing if finished): eml

Enter the Optional 1 interface name or g fo _ _
(eM2 a or nothing if finished): em2|} The presentation sets "em2" as "OPT1" or "internal02"

connection.

Connection 1.
Connection 1.
Connection 1.

typical to
if required.




say no here and use the webConfigurator to configure ULANs later, if required.
Should ULANs be set up now [yinl? n

If the names of the interfaces are not known, auto-detection can
be used instead. To use auto-detection, please disconnect all
interfaces before pressing 'a’ to begin the process.

Enter the WAN interface name or 'a’ for auto-detection
(emMB eml emZ2 or a): emB

Enter the LAN interface name or 'a’ for auto-detection
NOTE: this enables full Firewalling/NAT mMode.
(eml emM2 a or nothing if finished): eml

Enter the Optional 1 interface name or 'a’ for auto-detection
(eM2 a or nothing if finished): em2

The interfaces wWwill be assigned as followus:

WAN -> emMB
LAN -> eml
OPT1 -> em2

Do you want to proceed [yinl? yl The presentation answers "y".
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OPT1 -> em2

Do you want to proceed [yinl? y
Writing configuration...done.
One moment while the settings are reloading... done!

UMware Uirtual Machine - Netgate Device ID: 7839827b1f5f8489dd7a

*x% llelcome to pfSense 2.4.4-RELEASE-p3 (amdb4) on pfSense

WAN (wan) -> emMB -> v4/DHCP4: 192.168.117.163/24

LAN (lan) -> emMml -> vd4: 192.168.1.1/24

OPT1 (optl) -> emM2 ->

B) Logout (3SH only) 9) pfTop

1) Assign Interfaces 18) Filter Logs

2) Set interface(s) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 12) PHP shell + pfSense tools
4) Reset to factory defaults 13) Update from console

9) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM

8) Shell

Enter an option: 2J The presentation answers "2".
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*x% llelcome to pfSense 2.4.4-RELEASE-p3 (amdb4) on pfSense xxx

WAN (wan) -> emb -> v4/0HCP4:
LAN (lan) -> emMml -> vd:
OPT1 (optl) -> emM2 ->

B) Logout (SSH only) 9)
1) Assign Interfaces 18)
2) Set interface(s) [P address 11)
3) Reset weblConfigurator password 12)
4) Reset to factory defaults 13)
5) Reboot system 14)
6) Halt system 15)
7) Ping host 16)
8) Shell

Enter an option: 2

Available interfaces:

1 - WAN (emB - dhcp, dhcpb)
2 — LAN (eml - static)
3 - OPT1 (em2)

Enter the number of the interface you wish to configure: 2Jj

192.168.117.163724

192.168.1.1/24

pfTop

Filter Logs

Restart webConfigurator

PHP shell + pfSense tools
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPM

The presentation answers "2" or the "LAN" interface.




LAN (lan) -> emMml -> vd4: 192.168.1.1/24

OPT1 (optl) -> emM2 ->

B) Logout (SSH only) 9) pfTop

1) Assign Interfaces 18) Filter Logs

2) Set interface(s) IP address 11) Restart webConfigurator

3) Reset weblConfigurator password 12) PHP shell + pf3Sense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM

8) Shell

Enter an option: 2
Available interfaces:

1 - WAN (emB - dhcp, dhcpb)
2 — LAN (eml - static)
3 - OPT1 (em2)

Enter the number of the interface you wish to configure: 2

Enter the new LAN IPv4 addregs. _ _ _
> 192.168. 180. 50§ The presentation provides the "LAN" interface IPv4
address.
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9) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM

8) Shell

Enter an option: 2
Available interfaces:

1 - WUAN (emB - dhcp, dhcpb)
2 — LAN (eml - static)
3 - 0PT1 (em2)

Enter the number of the interface you wish to configure: 2

Enter the new LAN IPv4 address. Press <ENTER> for none:
> 192.168.1808.58

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 = 24

255.255.08.9 = 16

255.08.08.08 = 8

Enter the new LANg IPv: : i " " -
> 24f The presentation provides the "LAN" interface subnet

mask.



Enter an option: 2

Available

interfaces:

1 - WAN (emB - dhcp, dhcpb)
2 — LAN (eml - static)
3 - OPT1 (em2)

Enter the number of the

Enter the new LAN IPv4 address.

> 192.168.188.58

interface you wish to configure: 2

Press <ENTER> for none:

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 = 24

enter the new LAN IPv4 upstream matewau address.

255.255.8.0 = 16
255.08.8.8 = 8
Enter the new LAN IPv4 subnet bit count (1 to 31):
> 24
For a WAN,
For a LAN, press <ENTER> for none:
> |

The presentation presses "enter” to continue without
entering any values.




Available interfaces:

1 - WAN (emB - dhcp, dhcpb)
2 — LAN (eml - static)
3 - OPT1 (em2)

Enter the number of the interface you wish to configure: 2

Enter the new LAN IPv4 address.
> 192.168.188.58

Press <ENTER> for none:

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.

e.g. 255.255.255.8 = 24
255.255.08.89 16
255.8.8.8 8

Enter the new LAN IPv4 subnet bit count (1 to 31):

> 24

For a WAN, enter the new LAN IPv4 upstream gateway address.
For a LAN, press <ENTER> for none:

>

Enter the new LAN IPvb address.
> 2881:dh8:abba:188::58.

’res

The presentation enters the "LAN" interface IPv6
address.




Ssubnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 = 24

255.255.8.89 16

255.8.08.08 8

Enter the new LAN IPv4 subnet bit count (1 to 31):
> 24

For a WAN, enter the new LAN IPv4 upstream gateway address.
For a LAN, press <ENTER> for none:
>

Enter the new LAN IPuvb address. Press <ENTER> for none:
> 2881 :db8:abba:188: :508

Ssubnet masks are entered as bit counts (as in CIDR notation) in pfSense.

e.q. ffff:ffff:ffff:ffff:fEff:ffEF:FF£F:Ff88 = 120
ffff:ffff:-ffff:feef:fef:£e£f:717¢11:9 = 112
ffff.ffff:ffefr:ffffr:ffffr:ffff:8:9 = 9b
ffff:ffff:ffff:ffff:ffff:8:8:09 = 88
ffff:ffff:ffff:ffff:0:8:8:09 = b4

Enter the new LAN IPuvb subnet bit cgunt ) ' )
> 64 The presentation enters the "LAN" interface subnet

mask.
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255.8.8.90 = 8

Enter the new LAN IPv4 subnet bit count (1 to 31):
> 24

For a WAN, enter the new LAN IPv4 upstream gateway address.
For a LAN, press <ENTER> for none:
>

Enter the new LAN IPvb address. Press <ENTER> for none:
> 2881 :db8:abba:1808: :58

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.

e.g. ffff:ffff:feff e FEFF:fF£F:ffB@ = 120
ffff:ffff:-ffff:ffff:ffff:fff:f£f££7:09 = 112
ffff:ffff: e feff:fff:ffff:0:9 = 9b
ffff:ffff:ffff:ffff:ffff:8:8:09 = 88
ffff:ffff:ffffr:ffff:0:8:8:09 = b4

Enter the new LAN IPuvb subnet bit count (1 to 127):
> b4

For a WAN, enter the new LAN IPuVb upstream matewau address.

For a LAN, press <ENTER> for none: : " " : :
> i The presentation presses "enter” to continue without

entering any values.
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Enter the new LAN IPv4 subnet bit count (1 to 31):
> 24

For a WAN, enter the new LAN IPv4 upstream gateway address.
For a LAN, press <ENTER> for none:
>

Enter the new LAN IPuvb address. Press <ENTER> for none:
> 2881 :db8:abba:188: :508

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.

e.qg. ffff:ffff:ffff:feff:feef:fE£F:££££:£f80 = 12809
ffff:ffff:-ffff:feef:fef:£e£f:717¢11:9 = 112
ffff.ffff:ffefr:ffffr:ffffr:ffff:8:9 = 9b
ffff:ffff:ffff:ffff:ffff:8:8:09 = 88
ffff:ffef:fff:ffff:8:8:8:9 = b4

Enter the new LAN IPvb subnet bit count (1 to 127):
> b4

For a WAN, enter the new LAN IPub upstream gateway address.
For a LAN, press <ENTER> for none:
>

Do you want to enable the DHCP server on LAN? (y/n) nfj The presentation answers “n".




For a WAN, enter the new LAN IPv4 upstream gateway address.
For a LAN, press <ENTER> for none:
>

Enter the new LAN IPvb address. Press <ENTER> for none:
> 2881 :db8:abba:188::58

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.

e.g. ffff:ffff:ffff:feff - FEFL -FEFF:FEFF:F1F00 128
ffff:ffff:-fFEff:-fEFF-FEFF-FEFE-FFF:0 112
frff:-feff-feff:feef:feff:f1f1:8:9 = 96
ffff:ffff:-feff:ffff:ffff:8:0:0 1%
ffff:-ffff:-feff:ffff:0:8:0:09 64

Enter the new LAN IPvb subnet bit count (1 to 127):
> b4

For a WAN, enter the new LAN IPub upstream gateway address.
For a LAN, press <ENTER> for none:
>

Do you want to enable the DHCP server on LAN? (y/n) n
Disabling IPv4 DHCPD... . .
Do you want to enable the DHCP6 server on LAN? (y/n) nfj The presentation answers “n".




For a LAN, press <ENTER> for none:
>

Enter the new LAN IPvb address. Press <ENTER> for none:
> 2881 :db8:abba:188: :58

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.

e.g. ffff:ffff:feff e FEFF:fF£F:ffB@ = 120
ffff:ffff: - ffff:ffff.ffff:£££7:0 = 112
ffff.ffff:ffffr:ffffr:ffffr:ffff:8:90 = 96

ffff:-ffff:feff-fefef:ffff:8:8:09 = ge
ffrff:fff:ffff:ffff:8:8:0:8 64

Enter the new LAN IPuvb subnet bit count (1 to 127):
> b4

For a WAN, enter the new LAN IPub upstream gateway address.
For a LAN, press <ENTER> for none:
>

Do you want to enable the DHCP server on LAN? (y/n) n
Disabling IPv4 DHCPD...

Do you want to enable the DHCP6 server on LAN? (y/n) n
Disabling IPuvb DHCPD...

Do you want to revert to HTTP as the webConfigurator protocol? (y/n) nlj The presentation answers "n".




For a WAN, enter the new LAN IPub upstream gateway address.
For a LAN, press <ENTER> for none:
>

Do you want to enable the DHCP server on LAN? (y/n) n

Disabling IPv4 DHCPD...

Do you want to enable the DHCPH6 server on LAN? (y/n) n

Disabling IPuvb DHCPD...

Do you want to revert to HTTP as the webConfigurator protocol? (y/n) n

Please wait while the changes are saved to LAN...
Reloading filter...
Reloading routing configuration...
DHCPD. ..

The IPv4 LAN address has been set to 192.168.188.58/24

The IPub LAN address has been set to 2881:db8:abba:188::58/64
You can noWw access the webConfigurator by opening the following URL in your web
browser:

https:/77192.168. 188. 58/

https:/7/71[2881:db8:abba:188::581/

Press <ENTER> to continue. |}



browser:
https:77192.168. 188.58~/
https:77[2881:db8:abba:188::581/

Press <ENTER> to continue.
UMware Uirtual Machine - Netgate Device ID: 7839827b1f5fB8489dd7a

*x% Llelcome to pfSense 2.4.4-RELEASE-p3 (amdb4) on pfSense xxx

WAN (wan) -> emMB -> v4/DHCP4: 192.168.117.163/24
LAN (lan) -> eml -> vd4: 192.168.188.58/24
vb: 20081:db8:abba:188::58/64
OPT1 (optl) -> emM2 ->
B) Logout (3SH only) 9) pfTop
1) Assign Interfaces 18) Filter Logs
2) Set interface(s) IP address 11) Restart webConfigurator
3) Reset webConfigurator password 12) PHP shell + pfSense tools
4) Reset to factory defaults 13) Update from console
9) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM
8) Shell

Enter an option: 2J The presentation answers "2".




WAN (wan) -> emMd -> v4/0HCP4:
LAN (lan) -> eml -> vd:

vb:
OPT1 (optl) -> emM2 ->
B) Logout (SSH only) 9)
1) Assign Interfaces 18)
2) Set interface(s) [P address 11)
3) Reset weblConfigurator password 12)
4) Reset to factory defaults 13)
5) Reboot system 14)
6) Halt system 15)
7) Ping host 16)
8) Shell

Enter an option: 2

Available interfaces:

1 - WAN (emB - dhcp, dhcpb)
2 — LAN (eml - static, staticvb)
3 - OPT1 (em2)

Enter the number of the interface you wish to configure: 3Jj

192.168.117.163724

192.168.188.58/24
2881 :db8:abba:188: :58/64

pfTop

Filter Logs

Restart webConfigurator

PHP shell + pfSense tools
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPM

The presentation answers "3" or the "OPT1" interface.




vb: 28081:db8:abba:188::58/64

OPT1 (optl) -> emM2 ->

B) Logout (SSH only) 9) pfTop

1) Assign Interfaces 18) Filter Logs

2) Set interface(s) IP address 11) Restart webConfigurator

3) Reset weblConfigurator password 12) PHP shell + pf3Sense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM

8) Shell

Enter an option: 2
Available interfaces:

1 - WAN (emB - dhcp, dhcpb)
2 — LAN (eml - static, staticvb)
3 - OPT1 (em2)

Enter the number of the interface you wish to configure: 3

Enter the new 0OPT1 IPv4 addrgss. _ _ _
> 172.16.200. 60} The presentation provides the "OPT1" interface IPv4

address.
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9) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM

8) Shell

Enter an option: 2
Available interfaces:

1 - WUAN (emB - dhcp, dhcpb)
2 — LAN (eml - static, staticvb)
3 - 0PT1 (em2)

Enter the number of the interface you wish to configure: 3

Enter the new 0PT1 IPv4 address. Press <ENTER> for none:
> 172.16.2808. 68

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 = 24

255.255.08.9 = 16

255.08.08.08 = 8

Ent t} 1))
>nzii = e The presentation provides the "OPT1" interface subnet

mask.



Enter an option: 2

Available interfaces:

1 - WUAN (emB - dhcp,
2 — LAN (eml - static,

3 - 0PT1 (em2)

dhcpb)
staticub)

Enter the number of the

Enter the new 0PT1 IPvd4 address.

> 172.16.2068.68

Subnet mMasks are entered as bit counts (as

e.g. 255.255.255.8
255.255.08.89
255.8.8.8

Enter the new 0PT1 IPv4 subnet bit count

> 24

For a WAN, enter the new O0PT1 IPv4 upsirear
For a LAN, press <ENTER> for none:

> i

24
16
8

interface you wish to configure: 3

Press <ENTER> for none:

in CIDR notation)

(1 to 31):

The presentation presses "enter” to continue without

entering any values.

in pfSense.




Available interfaces:

1 - WUAN (emB - dhcp,
2 — LAN (eml - static,

3 - 0PT1 (em2)

dhcpb)
staticub)

Enter the number of the

Enter the new 0PT1 IPvd4 address.

> 172.16.2068.68

Subnet mMasks are entered as bit counts (as

e.g. 255.255.255.8
255.255.08.89
255.8.8.8

Enter the new 0PT1 IPv4 subnet bit count

> 24

24
16
8

interface you wish to configure: 3

Press <ENTER> for none:

in CIDR notation)

(1 to 31):

For a WAN, enter the new O0PT1 IPv4 upstream gateway address.

For a LAN, press <ENTER> for none:

>

Enter the new 0PT1 IPub address.
> 2881:dh8:abba:288::68.

in pfSense.

The presentation enters the "OPT1" interface IPvG
address.



Ssubnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 = 24

255.255.8.89 16

255.8.08.08 8

Enter the new 0PT1 IPv4 subnet bit count (1 to 31):
> 24

For a WAN, enter the new O0PT1 IPv4 upstream gateway address.
For a LAN, press <ENTER> for none:
>

Enter the new 0PT1 IPub address. Press <ENTER> for none:
> 2881 :db8:abba:2808: :606

Ssubnet masks are entered as bit counts (as in CIDR notation) in pfSense.

e.q. ffff:ffff:ffff:ffff:fEff:ffEF:FF£F:Ff88 = 120
ffff:ffff:-ffff:feef:fef:£e£f:717¢11:9 = 112
ffff.ffff:ffefr:ffffr:ffffr:ffff:8:9 = 9b
ffff:ffff:ffff:ffff:ffff:8:8:09 = 88
ffff:ffff:ffff:ffff:0:8:8:09 = b4

Enter the new OPT1 IPub subnet bit gount ) ' )
> 64| The presentation enters the "OPT1" interface subnet

mask.
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255.8.8.90 = 8

Enter the new 0PT1 IPv4 subnet bit count (1 to 31):
> 24

For a WAN, enter the new O0PT1 IPv4 upstream gateway address.
For a LAN, press <ENTER> for none:
>

Enter the new 0PT1 IPub address. Press <ENTER> for none:
> 2881 :db8:abba:2808: :68

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.

e.g. ffff:ffff:feff e FEFF:fF£F:ffB@ = 120
ffff:ffff:-ffff:ffff:ffff:fff:f£f££7:09 = 112
ffff:ffff: e feff:fff:ffff:0:9 = 9b
ffff:ffff:ffff:ffff:ffff:8:8:09 = 88
ffff:ffff:ffffr:ffff:0:8:8:09 = b4

Enter the new 0PT1 IPub subnet bit count (1 to 127):
> b4

For a WAN, enter the new 0OPT1 IPub upgtre.
For a LAN, press <ENTER> for none: The presentation presses "enter” to continue without
> entering any values.
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Enter the new 0PT1 IPv4 subnet bit count (1 to 31):
> 24

For a WAN, enter the new O0PT1 IPv4 upstream gateway address.
For a LAN, press <ENTER> for none:
>

Enter the new 0PT1 IPub address. Press <ENTER> for none:
> 2881 :db8:abba:2808: :606

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.

e.qg. ffff:ffff:ffff:feff:feef:fE£F:££££:£f80 = 12809
ffff:ffff:-ffff:feef:fef:£e£f:717¢11:9 = 112
ffff.ffff:ffefr:ffffr:ffffr:ffff:8:9 = 9b
ffff:ffff:ffff:ffff:ffff:8:8:09 = 88
ffff:ffef:fff:ffff:8:8:8:9 = b4

Enter the new 0PT1 IPuvb subnet bit count (1 to 127):
> b4

For a WAN, enter the new 0OPT1 IPuVb upstream gateway address.
For a LAN, press <ENTER> for none:
>

Do you want to enable the DHCP server on OPT1? (y/n) nfj The presentation answers “n".




For a WAN, enter the new O0PT1 IPv4 upstream gateway address.
For a LAN, press <ENTER> for none:
>

Enter the new 0PT1 IPub address. Press <ENTER> for none:
> 2881 :db8:abba:288: :608

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.

e.g. ffff:ffff:ffff:feff - FEFL -FEFF:FEFF:F1F00 128
ffff:ffff:-fFEff:-fEFF-FEFF-FEFE-FFF:0 112
frff:-feff-feff:feef:feff:f1f1:8:9 = 96
ffff:ffff:-feff:ffff:ffff:8:0:0 1%
ffff:-ffff:-feff:ffff:0:8:0:09 64

Enter the new 0PT1 IPuvb subnet bit count (1 to 127):
> b4

For a WAN, enter the new 0OPT1 IPub upstream gateway address.
For a LAN, press <ENTER> for none:
>

Do you want to enable the DHCP server on OPT1? (y/n) n

Do you want to enable the DHCP6 server on OPT1? (y/n) nff The presentation answers “n".




For a LAN, press <ENTER> for none:
>

Enter the new 0PT1 IPub address. Press <ENTER> for none:
> 2881 :db8:abba:288: :608

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.

e.g. ffff:ffff:feff e FEFF:fF£F:ffB@ = 120
ffff:ffff:-ffff:ffff:ffff:fff:f£f££7:09 = 112
ffff:ffff: e feff:fff:ffff:0:9 = 9b
ffff:ffff:ffff:ffff:ffff:8:8:09 = 88
ffff:ffff:ffffr:ffff:0:8:8:09 = b4

Enter the new 0PT1 IPub subnet bit count (1 to 127):
> b4

For a WAN, enter the new 0OPT1 IPuVb upstream gateway address.
For a LAN, press <ENTER> for none:
>

Do you want to enable the DHCP server on O0PT1? (y/n) n
Do you want to enable the DHCP6 server on O0PT17? (y/mn) n

Do you want to revert to HTTP as the webConfigurator protocol? (y/n) njj The presentation answers "n".
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Enter the new 0PT1 IPub subnet bit count (1 to 127):
> b4

enter the new OPT1 IPub upstream gateway address.
For a LAN, press <ENTER> for none:

want to enable the DHCP server on 0OPT17? (y/n) n

want to enable the DHCPB server on O0PT1? (y/n) n
want to revert to HTTP as the webConfigurator protocol? (y/n) n
wait while the changes are saved to OPT1...

Reloading filter...

Reloading routing configuration...

DHCPD. ..

he IPv4 OPT1 address has been set to 172.16.280.68/24

he IPvb OPT1 address has been set to 2881:dbB8:abba:288: :68/64

ress <ENTER> to continue.



The IPuvb OPT1 address has been set to Z2881:db8:abba:288: :68/64

Press <ENTER> to continue.

UMware Uirtual Machine - Netgate Device ID: 7839827b1{f5fB8489dd7a

*x% llelcome to pfSense 2.4.4-RELEASE-p3 (amdb4) on pfSense xxx

WAN (wan) -> emB -> v4/DHCP4: 192.168.117.163/24
LAN (lan) -> emMml -> v4: 192.168.188.58/24

vb: 2881:db8:abba:188::58/b64
OPT1 (optl) -> emM2 -> vd4: 172.16.288.68/24

vb: 2881:db8:abba:2808: :68/64

B) Logout (3SH only)

1) Assign Interfaces

2) Set interface(s) IP address

3) Reset webConfigurator password
4) Reset to factory defaults

9) Reboot system

6) Halt system

7) Ping host

8) Shell

Enter an option: |}

9) pfTop

18) Filter Logs

11) Restart webConfigurator

12) PHP shell + pfSense tools
13) Update from console

14) Enable Secure Shell (sshd)
15) Restore recent configuration
16) Restart PHP-FPM

The pfSense vm is ready for use.




	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

