OpenVAS Reporting
Spring 2019

This presentation shows the use of a couple of shell scripts added by Tim Preuss to the kali__spring2019 image. The presentation walks through using OpenVAS.

System Notes:
Kali (Debian 4.19.28-2 Kalil (2019-03-18)
OpenVAS 9
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root@kali-s2019a: ~/scripts

/ File Edit View Search Terminal Help

7 root@kali-s2019a:~# cd scripts/
root@kali-s2019a:~/scripts# ls

cleanup_kali.sh openvas notes.txt setip.sh
feedupdate.sh openvmtools.sh update kali.sh
root@kali-s2019a:~/scripts# I

The presentation opens a terminal window. The presentation
changes the directory as shown. The presentation lists the
files in the ~/scripts directory.



Applications ¥ Places ¥ [ Terminal ~

-
|

|

S b bt =

L

|

Thul3:18 @

root@kali-s2019a: ~/scripts

/ File Edit View Search Terminal Help

7 root@kali-s2019a:~# cd scripts/
root@kali-s2019a:~/scripts# ls

cleanup_kali.sh openvas notes.txt setip.sh
feedupdate.sh openvmtools.sh update kali.sh
root@kali-s2019a:~/scripts# ./update kali.sh |}

The presentation runs the update kali.sh script. This will
update the software and operating system on Kali.
Depending on a number of factors, this may take some time.

If the kernel is updated, please reboot Kali before continuing.
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root@kali-s2019a: ~/scripts

File Edit View Search Terminal Help

1

cleanup_kali.shA
feedupdate.sh

2\

a:~# cd scripts/
:~/scripts# 1s

openvas notes.txt setip.sh
openvmtools.sh update kali.sh

:~/scripts# ./cleanup kali.sh

The presentation runs the cleanup _kali.sh script. This will
remove old files replaced by newer versions. This scriptis run
after the update.
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root@kali-s2019a: ~/scripts

File Edit View Search Terminal Help

root 2019%a:~# cd scripts/

ro ali-s; a:~/scripts# ls

cleanup_kali.sh openvas notes.txt setip.sh
feedupdate.sh openvmtools.sh update kali.sh
root@k: 2019a:~/scripts# ./feedupdate.sh |j

The presentation runs the feedupdate.sh script. This script
will update OpenVAS. This script may only be run once a
day. This script will take some time to run. The script will
report done at the end of the script.



Applications ¥ Places ~ Thul3:19 e

-
|

|

Y
=
4
o

L

|

The presentation selects the "show applications” icon
(nine dots) . This will open another menu.
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Q Type tosearch..

The presentation moves the slider bar down for the
next screen.
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The presentation selects "openvas start”.
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Terminal

File Edit View Search Terminal Help

. Please wait for the OpenVAS services to start.

[*]
: [*] You might need to refresh your browser once it opens.
- [*]

[*] Web UI (Greenbone Security Assistant): https://127.0.0.1:9392

CECE O |

The openvas start option opens a terminal window as
shown.

b
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Terminal

File Edit View Search Terminal Help
stem Scanner Daemon.

® openvas-manager.service - Open Vulnerability Assessment System Manager Daemon
Loaded: loaded (/lib/systemd/system/openvas-manager.service; disabled; vendor
preset: disabled)
Active: active (running) since Fri 2019-03-29 15:51:51 CDT; 1lmin 2s ago
Docs: man:openvasmd(8)
http://www.openvas.org/
Process: 1903 ExecStart=/usr/sbin/openvasmd --listen=127.0.0.1 --port=9390 --d
atabase=/var/lib/openvas/mgr/tasks.db (code=exited, status=0/SUCCESS)
Main PID: 1906 (openvasmd)
Tasks: 1 (limit: 4656)
Memory: 174.4M
CGroup: /system.slice/openvas-manager.service
L1906 openvasmd

Mar 29 15:51:46 kali-s2019a systemd[1]: Starting Open Vulnerability Assessment S
ystem Manager Daemon...

Mar 29 15:51:46 kali-s2019a systemd[1l]: openvas-manager.service: Can't open PID
file /run/openvasmd.pid (yet?) after start: No such file or directory

Mar 29 15:51:51 kali-s2019a systemd[1]: Started Open Vulnerability Assessment Sy
stem Manager Daemon.

[*] Opening Web UI (https://127.0.0.1:9392) in: 5...

The presentation watches the openvas start screen finish.
The presentation only watches.
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Greenbone Security Assistant - Mozilla Firefox

£ Greenbone Security Ass X | +

C @ ® & https://127.0.0.1:9392/login/login.htrr e O W
£+ Most Visited @ Offensive Security @ Kali Linux @ KaliDocs @ Kali Tools @ Exploit-DB W Aircrack-ng @ Kali Forums @& NetHunter @ Kali Training @ Getting Started

Greenbone Security Assistant Version 7.0.3

Username: admin|
Password: 0000000000000 00000(

Login
Greenbone
Security
Assistant

The openvas start program will eventually open the web
browser to the screen shown. The presentation selects
"Login" to continue.
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Greenbone Security Assistant - Mozilla Firefox e ® O
I & Greenbone Security Ass' X | +
< c @ ® & https://127.0.0.1:9392/omp?r=1&token=1c25cdea-b4bd-4533-8430-40a316dbablb e O vy N @O =
£+ Most Visited @) Offensive Security @ Kali Linux @ KaliDocs @ Kali Tools @) Exploit-DB W Aircrack-ng @ Kali Forums @ NetHunter @ Kali Training @ Getting Started
Greenbone No auto-refresh - Logged in as Admin admin | Logout m

Security Assistant Thu Mar 28 18:21:28 2019 UTC

Dashboard Scans Assets Secinfo Configuration Extras Administration Help

FJ Dashboard s

v Tasks by Severity Class (Total: 0) v Tasks by status (Total: 0)

s R
The presentation is now on the opening screen for
OpenVAS.

If a similar screen does not appear, run the "openvas start”
option again.

CVEs by creation time (Total: 120128)

NVTs by Severity Class (Total: 49438)

— [ year .
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8,000 — » _/\ - 50,000
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/J ,’ - 20,000
2,000 + e - 10,000
0 A 0

T T — T T T
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Greenbone Security Assistant - Mozilla Firefox e ® O
I & Greenbone Security Ass' X | +
& C ® & https://127.0.0.1:9392/omp?cmd=dashboard&token=1c25cdea-b4bd-4533-8430-40a316dbablb e O W7 I @O =
£+ Most Visited @) Offensive Security @ Kali Linux @ KaliDocs @ Kali Tools @) Exploit-DB W Aircrack-ng @ Kali Forums @ NetHunter @ Kali Training @ Getting Started
Greenbone No auto-refresh ~  Logged in as Admin admin | Logout m
Security Assistant Thu Mar 28 18:22:03 2019 UTC

Dashboard . ASSeE - 0 ~ Configuration Administration

e, Targets

The presentation selects "Configuration |
J Port Lists N Targets" to begin.
'. Dashboard Credentials L~

Scan Configs

Alerts | Task: | I

Schedules

v Tasks by Severity Class (Total: 0)

Report Formats
Agents
Scanners
Filters

Tags

Permissions

CVEs by creation time (Total: 120128) v Hosts topology v NVTs by Severity Class (Total: 49438)

— [ year .
B High
20,000 - ~ 130,000 : Medium
18,000 - -1 120,000 Low
A 110,000
LpnitiS - 100,000 Log
14,000 — L 90,000
12,000 - 'gg'ggg No hosts with topology selected
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8,000 - . _/\ | 50,000
DA T
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https://127.0.0.1:9392/omp?cmd=get_targets&token=1c25cdea-b4bd-4533-8430-40a316dbablb v
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# Greenbone Security Assi X | +
< C @ ® & https://127.0.0.1:9392/omp?cmd=get_targets&token=1c25cdea-b4bd-4533-8430-40a316dbablb e O In @O =
£+ Most Visited @ Offensive Security @ Kali Linux @ KaliDocs @ Kali Tools @ Exploit-DB W Aircrack-ng @ Kali Forums @ NetHunter @ Kali Training @ Getting Started

Greepbong No auto-refresh v Logged in as Admin admin | Logout a

Security Assistant Thu Mar 28 18:22:20 2019 UTC

Dashboard Assets Secinfo Configuration Administration
¥d b3 The presentation selects the white star in the blue to Filter: SIX]?]~ B -
create the Target, rows=10 first=1 sort=name

L_QJ Tar
m - Credentials - sort by: W m

vApply to page contents ¥ B

|i'-[,[,|i:3": filter: rowd

Backend operation: Greenbone Security Assistant (GSA) Copyright 2009 - 2018 by Greenbone Networks GmbH, www.greenbone.net
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# Greenbone Security Ass' X | +

<) - C ® ® & https://127.0.0.1:9392/omp?cmd=get_targets&token=1c25cdea-b4bd-4533-8430-40a316dbablb e O W7 In @O =
£+ Most Visited @ Offensive Security @ Kali Linux @ KaliDocs @ Kali Tools @ Exploit-DB W Aircrack-ng @ Kali Forums @ NetHunter @ Kali Training @ Getting Started

No auto-refresh v

Dashboard Configuration Administration

2 1%

w i 1% 7] N [+ J A

Name ’ victim01 l

@ Targets (O of 0) Comment ’ Spring 2019 demo l

Hosis From file | Browse.. | Nofile selected. | vApply to page contents v | = KR
(Applied filter: rows=10 first=1 sort=name)
Backend operation: 0.01s Exclude Hosts l D09 - 2018 by Greenbone Networks GmbH, www.greenbone.net
Reverse Lookup Only Yes (®) No
Reverse Lookup Unify Yes (®) No
Port List All IANA assigned TCP 20... ~ | L4
Alive Test |
Credentials for authenticated checks All IANA assigned TCP -
SSH 2012-02-10 ST By J

All IANA assigned TCP

SMB and UDP 2012-02-10 The presentation completes the information about the
' Target as show. The presentation shows changing

i All privileged TCP . .
ESXi P 9 — the "Port List" option.
SNMP All privileged TCP and % |

UDP
All TCP

All TCP and Nmap 5.51 v
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Greenbone Security Assistant - Mozilla Firefox @ ® 0
targets&token=1c25cdea-b4bd-4533-8430-40a316dbablb e O W7 In 0 =

£+ Most Visited @ Offensive Security @ Kali Linux @ KaliDocs @ Kali Tools @ Exploit-DB W Aircrack-ng @ Kali Forums @ NetHunter @ Kali Training @ Getting Started

No auto-refresh v

Dashboard

Configuration

Administration

@- Targets (0 of 0)

(Applied filter: rows=10 first=1 sort=name)

Backend operation: 0.01s

Name

Comment

Hosts

Exclude Hosts

Reverse Lookup Only
Reverse Lookup Unify
Port List

Alive Test

Credentials for authenticated checks

SSH

SMB
ESXi
SNMP

} victim01 ’

} Spring 2019 demo ’

M—Eﬂ B <[> ] R & -~

(&) Manual 192.168.74.131

778

From file \ Browse... No file selected.

Yes (®) No

Yes (®) No

“l

| AIlIANA assigned TCPan... v | [

<

Scan Config Default

<

on port| 22 |

RSN

D>

E

| vApply to page contents v | u

/—wmw_mnumﬂ\bone,net

The presetation shows the Target
information before selecting "Create".
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Greenbone Security Assistant - Mozilla Firefox e ® O
I # Greenbone Security Assi X | +
& cd @ ® & https://127.0.0.1:9392/omp?cmd=get_targets&token=1c25cdea-b4bd-4533-8430-40a316dbablb e O vy INn 0D =
£+ Most Visited @ Offensive Security @ Kali Linux @ KaliDocs @ Kali Tools @ Exploit-DB W Aircrack-ng @ Kali Forums @ NetHunter @ Kali Training @ Getting Started
/‘\ G"ee',"bone, No auto-refresh v Logged in as Admin admin | Logout a
<2/ Security Assistant Thu Mar 28 18:23:32 2019 UTC

Dashboard Scans Assets Secinfo Configuration Extras Administration Help

i Ld Filter: SIX] 7]/ W | - 7

rows=10 first=1 sort=name

L@JTargets (1 of 1)

victimO1

(Spring 2019 demo) 192.168.74.131 All IANA assigned TCP and UDP 2012-02-10 m ||
vApply to page contents v U ¥
(Applied filter: rows=10 first=1 sort=name) 1-1of1
Greenbone Security Assistant (GSA) Copyright 2009 - 2018 by Greenbone Networks GmbH, www.greenbone.net
s )

The presentation sees the Target is prepared.
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Greenbone Security Assistant - Mozilla Firefox e ® O
I & Greenbone Security Ass: X | =+
= cd @ ® https://127.0.0.1:9392/omp?cmd=get_targets&token=1c25cdea-b4bd-4533-8430-40a316dbablb e O W INn O =
£+ Most Visited @ Offensive Security @ Kali Linux @ KaliDocs @ Kali Tools @ Exploit-DB W Aircrack-ng @ Kali Forums @ NetHunter @ Kali Training @ Getting Started
Greenbone No auto-refresh ~  Logged in as Admin admin | Logout
Security Assistant Thu Mar 28 18:23:32 2019 UTC

Dashboard Scans Assets Secinfo Configuration Extras Administration Help

Dashboard

N G / | @ m (W a [SEFY - M
Tasks J The presentation navigates to "Scans | Tasks" as
— Reports \ shown.
@_J Results
T Targets (1 Notes
Overrides
1-10of1
__ma s
victimO1 —
(Spring 2019 demo) LR L i el S
vApply to page contents v U ¥
(Applied filter: rows=10 first=1 sort=name) 1-10of 1
Greenbone Security Assistant (GSA) Copyright 2009 - 2018 by Greenbone Networks GmbH, www.greenbone.net

https://127.0.0.1:9392/omp?cmd=get_tasks&token=1c25cdea-b4bd-4533-8430-40a316dbablb
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& Greenbone Security Ass' X | +
< c Q‘ ) & https://127.0.0.1 9392/omp?cmd=get_tasks&token=1c25cdea-b4bd-4533-8430-40a316dbablb e O N @O =

£+ Most Visited @) Offensive Security @ Kali Linux @ KaliDocs @ Kali Tools @) Exploit-DB W Aircrack-ng @ Kali Forums @ NetHunter @ Kali Training @ Getting Started
A & & 8N 8N 8N 5N 5= '

2enoone No auto-refresh v gged in as £
 Security Assistant Rt 11
Administration

Dashboard Secinfo Configuration
2L\ Filter: BhuS b | £/,
min_qgod=70 apply_overrides=1 rows=10 first=1 sort=name r g
7 o 2\
[ e—
. ———
L i

‘/ Tasks (0 of 0)

v Tasks with most High results per host v Tasks by status (Total: 0)

v Tasks by Severity Class (Total: 0)

'l =

\l/ /1
7|— ¢ The presentations waits for this box to clear
N before continuing. This will not appear after the

first Task is created and saved.

(Applied filter: min_god=70 apply_overrides=1 rows=10 first=1 sort=name)

Greenbone Security Assistant (GSA) Copyright 2009 - 2018 by Greenbone Networks GmbH, www.greenbone.net

Backend operation: 0.01s
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£+ Most Visited @) Offensive Security @ Kali Linux @ KaliDocs @ Kali Tools @) Exploit-DB W Aircrack-ng @ Kali Forums @ NetHunter @ Kali Training @ Getting Started
Greepbong No auto-refresh - Logged in as Admin admin | Logout
Security Assistant Thu Mar 28 18:23:50 2019 UTC
Dashboard Assets Secinfo Configuration Administration
Filter: SIX] 7]~ £ |-
The presentation selects the white star in blue, then min god=70 apply overrides=1 rows=10 first=1 sort=name
"New Task". This will begin the Task creation.
7]

Tasks with most High results per host v Tasks by status (Total: 0)

No Tasks with High severity found

I

(Applied filter: min god=70 apply overrides=1 rows=10 first=1 sort=name)

m

vApply to page contents w

Backend operation: 0.01s Greenbone Security Assistant (GSA) Copyright 2009 - 2018 by Greenbone Networks GmbH, www.greenbone.net

https://127.0.0.1:9392/omp?cmd=new_task&next=get_task&filter=min_qod=70 apply_overrides=1 rows=10 first=1 sort=name&filt_id=&token=1c25cdea-b4bd-4533-8430-40a316dbablb
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£+ Most Visited @ Offensive Security @ Kali Linux @ Kali Docs @ Kali Tools @ Exploit-DB Wy Aircrack-ng @ Kali Forums @ NetHunter @ Kali Training @ Getting Started

©) Firefox ESR ~ Thul3:25 e
Greenbone Security Assistant - Mozilla Firefox e ® O
+
‘ ® & https://127.0.0.1:9392/omp?cmd=get_tasks&token=1c25cdea-b4bd-4533-8430-40a316dbablb e O ﬁ’ I @ =

Name
Comment
Scan Targets
Alerts

Schedule

Add results to
Assets

Alterable Task

Auto Delete
Reports

Scanner

Demonstration Task 01

Spring 2019 demo

| victim01 N >

[~ v | [JOonce 3

(e)yes () no

Apply Overrides (e)yes () no

Min QoD EE %

()yes (e)NO

(o) Do not automatically delete reports

O Automatically delete oldest reports but always keep newest EE reports

| OpenVAS Default v |

Scan Config
Network Source Interface
Order for target hosts

Maximum concurrently executed
NVTs per host

Maximum concurrently scanned
hosts

Full and fast

Discovery

Full and fast

Full and fast ultimate
Full and very deep

Full and very deep ultimate

Host Discovery

System Discovery

The presentation configures the Task as shown. The
presentation is currently changing the "Scan Config".
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& Greenbone SecurityAss' X | +

Greenbone Security Assistant - Mozilla Firefox

@ - C @ ‘ ® & https://127.0.0.1:9392/omp?cmd=get_tasks&token=1c25cdea-b4bd-4533-8430-40a316dbablb

. O no =

- — — — — — — — — — — — — — — —

£+ Most Visited @ Offensive Security @ KaliLinux @ KaliDocs @ Kali Tools @ Exploit-DB W Aircrack-ng @ Kali Forums @& NetHunter @ Kali Training @ Getting Started

P

= . Lo < -
I\ auto-refresr

Edit Task % |

Name
Comment
Scan Targets
Alerts

Schedule
Add results to

Asset
Management

Alterable Task

Auto Delete
Reports

Scanner

Demonstration Task 01

Spring 2019 demo

| victim01

i *

v| ] Once |3

(e) yes () no

Apply Overrides
Min QoD

()yes (e)noO

(e) yes () no

Gl

(o) Do not automatically delete reports
O Automatically delete oldest reports but always keep newest reports
y p ys p p

| OpenVAS Default

v

Scan Config

Network Source Interface

Order for target hosts

\ Full and very deep ultimate ¥ ]

\ Sequential v ]

Maximum concurrently executed [4 H

NVTs per host

Maximum concurrently scanned [ 20 H
hosts

~

The  presentaton shows the
configuration before selecting "Save".
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& Greenbone Security Ass' X | +
= c ® & https://127.0.0.1:9392/omp?cmd=get_tasks&token=1c25cdea-b4bd-4533-8430-40a316dbablb e O W INn O =
£+ Most Visited @) Offensive Security @ Kali Linux @ KaliDocs @ Kali Tools @) Exploit-DB W Aircrack-ng @ Kali Forums @ NetHunter @ Kali Training @ Getting Started
Greepbonq No auto-refresh - Logged in as Admin admin | Logout
Security Assistant Thu Mar 28 18:25:51 2019 UTC
Dashboard Assets Secinfo Configuration Administration
2] \[* Filter: BEa% (- ~
min_god=70 apply overrides=1 rows=10 first=1 sort=name
‘/ Tasks (1 of 1) %
v Tasks by Severity Class (Total: 1) v Tasks with most High results per host v Tasks by status (Total: 1)

Log ~ New

No Tasks with High severity found

Severity

Demonstration Task 01 : : : : : <1
(Spring 2019 demo) A ‘ The presentation selects the white arrow to start the > |m | A »
( \ scan. J to page contents w ol d
(Aolled filter: min god=3 The presentation sees the Task is ready. o
R S You do have permission to run this scan, correct? o
Backend operation: 0.01s Networks GmbH, www.greenbone.net
\ J
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# Greenbone Security Ass' X | +

&« - C © ® & https://127.0.0.1:9392/omp?cmd=get_tasks&filt_id=&filter=&task_id=5d7f5170-edea-4240-88fc-d90a852a10ff&at e O W I @O =
£+ Most Visited @ Offensive Security @ Kali Linux @ KaliDocs @ Kali Tools @ Exploit-DB W Aircrack-ng @ Kali Forums @ NetHunter @ Kali Training @ Getting Started

Greepbonq No auto-refresh - Logged in as Admin admin | Logout a
Security Assistant Thu Mar 28 18:26:01 2019 UTC

Dashboard Scans Assets Secinfo Configuration Extras
— No auto-refresh
Sl )
S The presentation changes the auto-refresh as shown. Refresh every 30 Sec. ~ X]2?1~ Wl |~

Refresh every 60 Sec.

s

:E / Refresh every 2 Min.
Tasks (1 of 1) Refresh every 5 Min. cl
v Tasks by Severity Class (Total: 1) - v Tasks by status (Total: 1)

|| Requested

Log

Demonstration Task 01

S 1- 1of 124 B8
Reports
N e
I
l l

: 0 (1) o) P K
(Spring 2019 demo) QOE &L
vApply to page contents U 3
(Applied filter: min_god=70 apply_overrides=1 rows=10 first=1 sort=name) 1-10of 1
Backend operation: 0.02s Greenbone Security Assistant (GSA) Copyright 2009 - 2018 by Greenbone Networks GmbH, www.greenbone.net
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| € Automatic suspend
& Greenbone Security Ass' X | + Computer will suspend very soon because of inactivity.

- C ® & https://127.0.0.1:9392/omp?cmd=get_tasks&token=1c25cdea-b4bd-4533-8430-40a316dbablb e O W INn O =
£+ Most Visited @ Offensive Security @ Kali Linux @ KaliDocs @ Kali Tools @ Exploit-DB W Aircrack-ng @ Kali Forums @ NetHunter @ Kali Training @ Getting Started

Security Assistant Thu Mar 28 18:44:15 2019 UTC

Dashboard Scans Assets Secinfo Configuration Extras Administration Help
2P * Filter: SIX]?]~ o I
min_god=70 apply_overrides=1 rows=10 first=1 sort=name
vV JTasks (1 of 1) -

Tasks by status (Total: 1)

Tasks by Severity Class (Total: 1) v Tasks with most High results per host

Demonstration Task 01

The presentation sees the scan is complete. The presentation selects
the date shown to view the report.

1-1of1
Demonstration Task 01 : 1 1(1) Mar 28 2019 EOE L

(Spring 2019 demo)

vApply to page contents U L3
. | : . View last report for Task Demonstration Task 01
(Applied filter: min_god=70 apply overrides=1 rows=10 first=1 sort=name) 1-1of1

Backend operation: 0.01s Greenbone Security Assistant (GSA) Copyright 2009 - 2018 by Greenbone Networks GmbH, www.greenbone.net

https://127.0.0.1:9392/omp?cmd=get_report&report_id=fa5abdd6-9d41-482c-b90f-a5d2c4bd529c&notes=1&overrides=1&min_qod=70&result_hosts_only=1&token=1c25cdea-b4bd-4533-8430-40a316dbablb

Greenbone Refresh every 30 Sec. ~ Logged in as Admin admin | Logout a

v



Applications ¥ Places ¥ &) FirefoxESR ¥ Thul3:44 e

€© Automatic suspend
& Greenbone Security Ass X | + Computer will suspend very soon because of inactivity.

< C ® & https://127.0.0.1:9392/omp?cmd=get_report&report_id=faSabdd6-9d41-482c-b90f-a5d2c4bd529c&notes=1&over! e O vy I @O =
£+ Most Visited @ Offensive Security @ Kali Linux @ KaliDocs @ Kali Tools @ Exploit-DB W Aircrack-ng @ Kali Forums @ NetHunter @ Kali Training @ Getting Started

/;':'-_.' Greepbong Logged in as Admin admin | Logout
.2/ Security Assistant Thu Mar 28 18:44:28 2019 UTC

Dashboard Scans Assets Secinfo Configuration Extras Administration Help
el AnonymOUS XML v as ';: Q—: %/ ':' _—-—-— Filter @m u‘a Cad - v
utofp=C “;.;.I-: overrides=1 notes=1 overrides=1 result_hosts only=1 first=1 rows=100 sort-
reverse=severity levels=hml min_god=7(
ID: faSabdd6-9d41-482c-b90f-a5d2c4bd529c¢

q(J Medified: Thu Mar 28 18:35:55 2019

- Created: Thu Mar 28 18:26:10 2019
2~ Report: Results (5 of 19) oo o

Vulnerability l:lm_mm

OS End Of Life Detection 80% 192.168.74.131 general/tcp 1
Microsoft Windows Server Service Remote Code Execution Vulnerability (921883) \J 0.0 (Hig 98% 192.168.74.131 445/tcp 3 |
Vulnerabilities in SMB Could Allow Remote Code Execution (958687) - Remote LJ 10.0 (Hig 98% 192.168.74.131 445/tcp | |
Microsoft Windows SMB Server Multiple Vulnerabilities-Remote (4013389) O 93 (High) | 95% 192.168.74.131 445/tcp ik
DCE/RPC and MSRPC Services Enumeration Reporting ST 50 Medium) 80% 192.168.74.131 135/tcp il
(Applied filter:autofp=0 apply_overrides=1 notes=1 overrides=1 result_hosts only=1 first=1 rows=100 sort-reverse=severity levels=hm| min_god=70) 1-50f5
s ™
Backend operation: 0.26s The presentation sees a partltlal list of results Greenbone Security Assistant (GSA) Copyright 2009 - 2018 by Greenbone Networks GmbH, www.greenbone.net
\ J




Applications ~ Places ¥ &) Firefox ESR ~ Fril5:53 @ w O~
Greenbone Security Assistant - Mozilla Firefox e ® O

# Greenbone Security Ass' X | +

< - C @ ® & https://127.0.0.1:9392/omp?cmd=get_report&report_id=fa5abdd6-9d41-482c-b90f-a5d2c4bd529c&notes=1&over! e O W I @ =
£+ Most Visited @) Offensive Security @ Kali Linux @ KaliDocs @ Kali Tools @ Exploit-DB W Aircrack-ng @ Kali Forums @ NetHunter @ Kali Training @ Getting Started
Greenbone Logged in as Admin admin | Logout ~
Security Assistant Fri Mar 29 20:53:26 2019 UTC
Dashboard Configuration Administration
Wd| Anonymous XML ~ (1S T €& Filter: SIx]?]~ 3 - ~
autofp=0 apply_overrides=1 notes=1 overrides=1 result_hosts_only=1 first=1 rows=100 sort-
reverse=severity levels=hm| min_god=70
ID faSabdd6-9d41-482c-b90f-a5d2c4bd529¢
q Modified: Thu Mar 28 18:35:55 2019
. . Created: Thu Mar 28 18:26:10 2019
X~ Report: Results (5 of 19) guoatea T
Report: Summary and Download 4 The presentation selects the down arrow found to the
Report: Results (19) left of the word Report.
Vulner Iﬂ!ﬂ_m
Report: Vulnerabilities (18)
H " v) B
OSENd Report: Hosts (1) The presentation selects "Report: Summary and I sy n
Microsd Report: Ports (3) Download". \J 98% 192.168.74.131 445/tcp 5 |
Vulnerg Report: Applications (0) LJ 98% 192.168.74.131 445[tcp 5 |
Microsq Report: Operating Systems (1) 0 95%  192.168.74.131 445/tcp =
Report: CVEs
DCE/RP Q) 80% 192.168.74.131 135/tcp silh.
Report: Closed CVEs (2)
(Applied -50f5
Lot Report: SSL Certificates (0) i b 15075 (g gl
Report: Error Messages (0)
\
Backend operation: 0.71s Greenbone Security Assistant (GSA) Copyright 2009 - 2018 by Greenbone Networks GmbH, www.greenbone.net

https://127.0.0.1:9392/omp?cmd=get_report_section&report_section=summary&apply_filter=&report_i..sort-reverse=severity levels=hml min_qod=70&filt_id=&token=9e15a/de-5141-4dc4-b150-e87185911cc8 .




Applications ~ Places ¥ &) Firefox ESR ~ Fril5:54 @ w o O~

Greenbone Security Assistant - Mozilla Firefox @ © 0

& Greenbone Security Ass X | +

< - C ® & https://127.0.0.1:9392/omp?cmd=get_report_section&report_section=summary&apply_filter=&report_id=faSabddt e O vy In O =

£+ Most Visited @) Offensive Security @ Kali Linux @ KaliDocs @ Kali Tools @ Exploit-DB W Aircrack-ng @ Kali Forums @ NetHunter @ Kali Training @ Getting Started
Logged in as Admin admin | Logout a

Greenbone
Security Assistant Fri Mar 29 20:53:53 2019 UTC
Dashboard Configuration Administration
¥d Anonymous XML ~ (&S T €& o Filter: SIX]?]~ id (- 7
autofp=0 apply_overrides=1 notes=1 overrides=1 result_hosts_only=1 first=1 rows=100 sort-
reverse=severity levels=hm| min_god=70
i ID: faSabdd6-9d41-482¢c-b90f-a5d2c4bd529¢
Q Modified: Thu Mar 28 18:35:55 2019
o . Created: Thu Mar 28 18:26:10 2019
\_J Report: Summary and Download S
Result of Task: Demonstration Task 01
Scan initiated: Thu Mar 28 18:26:01 2019 UTC
Scan started: Thu Mar 28 18:26:10 2019 UTC
Scan ended: Thu Mar 28 18:35:55 2019 UTC
Scan duration: 9 minutes 45 seconds
Scan status: —

Network Source Interface:

——:—:——— Run Alert

Full report: v Anonymous ... ¥
Filtered report: B 1 0 0 0 5 v Ld &3 Anonymous ... ¥ |}
# User Tags (none) *172]"
The presentation sees the "Report:Summary and Download"
age.
pag Greenbone Security Assistant (GSA) Copyright 2009 - 2018 by Greenbone Networks GmbH, www.greenbone.net

Backend operation: 0.18s




Applications ~ Places ¥ &) Firefox ESR ~ Fril5:54 @ w O~
Greenbone Security Assistant - Mozilla Firefox e ® O

& Greenbone Security Ass X | +

< - C @ ® & https://127.0.0.1:9392/omp?cmd=get_report_section&report_section=summary&apply_filter=&report_id=fa5abddt e O W In O =
£+ Most Visited @) Offensive Security @ Kali Linux @ KaliDocs @ Kali Tools @ Exploit-DB W Aircrack-ng @ Kali Forums @ NetHunter @ Kali Training @ Getting Started
Greenbone Logged in as Admin admin | Logout ~
Security Assistant Fri Mar 29 20:53:53 2019 UTC
Dashboard Configuration Administration
4 Anonymous XML ~ (fE&E S €& Filter: SIX]?]~ £l |- ~
autofp=0 apply overrides=1 notes=1 overrides=1 result_hosts only=1 first=1 rows=100 sort-
reverse=severity levels=hm| min_god=70
y ID: faSabdd6-9d41-482c-b90f-a5d2c4bd529c¢
q Medified: Thu Mar 28 18:35:55 2019
- . Created: Thu Mar 28 18:26:10 2019
J Report: Summary and Download S
Result of Task: Demonstration Task 01
Scan initiated: Thu Mar 28 18:26:01 2019 UTC
Scan started: Thu Mar 28 18:26:10 2019 UTC
Scan ended: Thu Mar 28 18:35:55 2019 UTC
Scan duration: 9 minutes 45 seconds
Scan status: —

Network Source Interface:

——:—:——— Run Alert

Full report: v | Ld &3 Anonymous ... 4
Filtered report: 4 1 0 0 0 5 v | Ld &3 ¥
ITG -
# User Tags (none) 2]
- LaTeX —
NBE
Backend operation: 0.18s 0 ne.net

The presentation selects the "Download"” box on the
"Full report”. As shown, the presentation changes the
report to PDF.

Topology SVG

TXT
Verinice ISM




Applications ~ Places ¥ &) Firefox ESR ~ Fril5:54 @ w o O~

Greenbone Security Assistant - Mozilla Firefox

& Greenbone Security Ass' X | +

< - C @ ® & https://127.0.0.1:9392/omp?cmd=get_report_section&report_section=summary&apply_filter=&report_id=fa5abddt e O W i G0
£+ Most Visited @ Offensive Security @ Kali Linux @ KaliDocs @ Kali Tools @ Exploit-DB W Aircrack-ng @ Kali Forums @ NetHunter @ Kali Training @ Getting Started

Greenbone Logged in as Admin admin | Logout
Fri Mar 29 20:53:53 2019 UTC

Security Assistant

Dashboard

Configuration Administration

(T Anonymous XML ~ 5d —_‘: i__ %’ '3' _ﬂi Filter: @mhu (WY -

— = = = =1 first=1 rows=100 sort-

Opening report-faSabdd6-9d41-482c-b90f-a5d2c4bd529¢c.pdf €
i ) ID: faSabdd6-9d41-482c-b90f-a5d2c4bd529c¢
g You have chosen to open: Modified: Thu Mar 28 18:35:55 2019
- . : C d: Thu Mar 28 18:26:10 2019
;J- Report: Summary and Download B report-faSabdd6-9d41-482c-b90f-a5d2c4bd529¢.pdf e T
Result of Task: Demonstration Task 01 whichis: PDF document (139 KB)
Scan initiated: Thu Mar 28 18:26:01 2019 UTC from: https://127.0.0.1:9392
Scan started: Thu Mar 28 18:26:10 2019 UTC What should Firefox do with this file?
Scan ended: Thu Mar 28 18:35:55 2019 UTC
Scan duration: 9 minutes 45 seconds Openwith | Document Viewer (default) e ‘
Scan status: ""Done ®Eave File
Network Source Interface: o
Full report: 4 1 i v | Ld &3 PDF v L3
Filtered report: 4 1 4 Cancel ‘ ’ OK ‘ v | Ld &3 Anonymous ... ¥ |[§
# User Tags (none) x| 2]
The presentation now has the option to download or view the
report. rity Assistant (GSA) Copyright 2009 - 2018 by Greenbone Networks GmbH, www.greenbone.net

Backend operation: 0.18s
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This is the first page of the presentation task report.

report-faSabdd6-9d41-482c-b90f-a5d2c4bd529c.pdf 100% ~ ’ Q

i

m 1 of14 \i

Result Overv...

v Results per ...
v 192.168.7...
High g...

High 4...
Mediu...
Low ge...

Log 10...

Log ge...
Log13..
Logge...

Log 44..

Log ge...

Scan Report
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March 29, 2019
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Summary

[
w

Log ge...
This document reports on the results of an automatic security scan. All dates are dis-
plaved using the timezone “Coordinated Universal Time”, which is abbreviated “UTC”., The
task was “Demonstration Task (117, The scan started at Tha Mar 28 18:26:10 2019 UTC and
ended at Thua Mar 28 18:35:55 2019 UTC. The report first summarises the results found.
Then. for each bost. the report describes every issue found. Please consider the advice given
in each description. in order to rectify the issue.
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2 Results per Host 2
2.1 19216874131 . . .. 2
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