This pdf shows retrieving a key from the class key server.
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Cisco 1 4 ™

The web site for the class key server is
Cisco 2 hitp://sweden.minnesota.edu

Cisco 3 Flease select Key Server to continue.

Cisco 4
Seminar Material

Key Server

Encryption Tutorial

Miscellaneous
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OpenPGP Public Key Server Commands

Extract a Key from the Server

Submit a Key to the Server

~

Extracting a Key

.
Here is how to extract a key: Please select Extract a Key from the Server

. Select etther the "Index" or "Verbose Index" check
displayed keys.

. Type ID you want to search for in the "Search Stri

. Press the "Do the search!" key.

4. The server will return a (verbose) list of keys on
a pgp -kv(v) command. If vou want to look up a

. The returned index will have hypertext links for ev

lid argument to
ID with "0x" )

<

J
marc@mit_edu >). Clicking on the hypertext link will display an ASCII-armored version of the listed public key.

Index: @ Verbose Index: O
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Extracting a Key
Gpgdwin

Document... .
Here is how to extract a key:

” 1. Select either the "Index" or "Verbose Index" check box. The "Verbose Index" option also displays all signatures on
['.] displayed keys.

. Type ID vou want to search for in the "Search String" box.
. Press the "Do the search!" key.

m’ 4. The server will return a (verbose) list of keys on the server matching the given ID. (The ID can be any valid argument to
a pgp -kv(v) command. If vou want to look up a key by its hexadecimal KeyID. remember to prefix the ID with "0x" )

™

Kleopatra

. The returned index will have hypertext links for every KeyID, andf

marc@mit edu >). Clicking on the hypertext link will display an A Flease enter the name you wish to find in the

search string box. The example is searching for
all keys with the name preuss

Index: @ Verbose Index: O

Search String: preuss

"] Show OpenPGP "fingerprints" for keys

"] Only return exact matches

[ Reset J Do the search!

Extract caveats:
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> Type bits /keyID Date User ID
p pub 2048R/ACTEFAOA 2010/08/20 Tim Preuss <tim.preuss@mnstate.edu>
D pub 1024D/21BDCSE85 2004/02/18 Tim Preuss <tim.preuss@minnesota.edu>

4 )
These are the keys on the server with the name
o |

preuss. This example selects the 21BDCH85 link.
Kleopatra
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PO | -----BEGIN PGP PUBLIC KEY BLOCK-----

p Version: PGP Key Server 0.9.6

&

mQGiBEAZSVORBAD2Y6LvsenTg9JwBR3XB954rPSYhr0Zr10Fvgo9nhGjRmeUAF6V+
rFNMOJTFRrCmkvgswCS2paqwRGv0zwQuBryxX+7cO0yCUSLAVUAgxXxrzaSQUaLvRFMO
ZbnMfJ4/RvXH11zktCZbkLQkdXM730n6nLiiQyTcyUXVriwvmuQLxpvAemwCg/wJC Thwismepmbﬁckeykn21BDC585
OVEeFoHYS+mXjv1ljWkzO09SLnSEARKWOW2Y2SayUuWXGFg+b3FeP6smnlg55eH6yVZZ2
XAu39B5s0C+z5R2Jbz8bOPRA3VO3VCkrS1IDH7+ntZXVmrJWIgvezULKUXAS+QFih
1 VhkeuyiFDSpiZDmS5iuOkz8IsFdgg2V+0NNV43Izvl1IXyFvAJiT7TxXcZlo6W3M/P+Th
[] gOELA/41qKgQPiC0141ti+U02EjImIY99eEJVWNYQ1GofiNWulBb9XEnuZOgqm360
Kleopatra CeKnQbvIg2lif3NAnDpx/FXglFx+w7onddBGHrDOU/mB3TBLPBO1dw206gWpSnd7
fKYS0+B6HXgCOM3rwrft40xr2QBxrb4UyYMHCZD+d2bdttvbiyLQIVGItIFByZXVz
cyA8dGltLnByZXVzcOBtaWSuZXNvdGEuZWR1PohXBBARAGAXBQJAM/b9BwsJCACD
AgoCGQEFGWMARARACOkQLcCEWSGOXYWT73ACgXMMPE1sCeb31HRS57dkzLAXTOQQER
nRgYKK9C8R1+/DINWkXxZD6ZWroPnuQINBEAZ9vOQCAD2Qle3CHEIF3KiutapQvMF
6P1TET1PtvFuuUs4INoBplajFOmPQFXz0AfGyOOplK33TGSGSfgMg7116REU0ANQ
+PVZXO9x2UkE89PY3bzpnhVS5JZzf24rnRPXIx2vIPFRZBhzZNnzJZvEV+bvokVTHAaXT
WS6NoKVyOtQa8LO9GAFgr5£SI/VhOSAdvNILSASJEHNmszbDgNRROPE£IizHHXbLY72
B8KIWEPwpVsYjY6TVYy4XTjTNP18F1dDox0YbN4zISylKvE884bEpQBgRIXVEpPWPY
1obEAXNnIByleypUM2Zafgi9AKUIsCRtMIPWakXUGEnHy91UsiG5a6g6dewlXpMgs7
AATCCACDd2kmm440z6/udcQSnUgBFkIj77Q1ZfMgbQot 70pUkQHF4E4HWM7OJvYX
CTfikfxLACJEEg/bNLVWwEfHOXXf5K4xe4 /MpyHESmroYJoIXgrIOcn+/SMLOMEDV/
1CQeVcoYy4ROYMoOMZNx8doHwWLC113B56TDAPACCcMZEeIuHOSSZoBCibgfLy31PH
8cURPWOZVgLSr4mmWtNK9XNo7yWUbdCRwBhuyJ7TméhtUCyHagKVWisiSfPp/ce8g
dT1mX31U9S51C1l0XM37m00j/hSe/rEif%6aTLb20DNzPZBmQJITcwLODmt tTTAp8gOI
R+PO31HagTdE62uEdFeWyrdnc7TywiEwEGBECAAWFAKAZOVOFGWWARRARLCgkQlcCt
WSGO9XYUydwCqgy2ZtaEES8tYrXXDBR3+eVQE8YGPoANINA2UTFY1ISct8X55DFo8Ae
GSog
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> ersion: PGP Key Server 0.9.
{
[] mMOGiBEAZSVORBADZ2Y6LvsenTgq9JwBR3XB954rPSYhr0Zr10Fvgo9hGjRmeUAF6V
GPA rFNMOJTFRrCmkvgswCS2pawRGvizwQuBryxX+7c0yCUSLAVUAgxrzaSQUaLvRFMO

ZbnMfJ4/RvXH11zktCZbkLQkdXM730n6nLjiQyTcyUXVrlwnmuQLXpvAéemwCg/wJC|
OVE6FoHY9+mXjv1liWkz09LnBEAKWOW2Y2SayUuWXGFg+b3FeP6smnlgS5SeHeyVZZ2
X2Au39BSs0C+z5R2Jbz8bOPRO3VO3VCkrS1DH7+ntZXVmrJWTgvezULKUXAS+QF1
keuyiFDSpjiZDmS5iuOkz8IsFdqgg2V+0NNV43Izvl1IxXyFvAJiTXcZ1o6W3M/P+T o .
QOELA/41qKgQPjC0141tj+U02ESImIY99eEJVHNYQ1GofiNHulBboXEnuZOqm3 60 Please highlight the entire key as shown and
OeKhQbvIq21if3NAnDpx/FXglFx+w7onddBGHrDOU/mB3TBLPBO1dw206gWpSn47 copy the key to your cliphoard.

fKYS0+B6HxgCOM3rwrft40r2QBxrb4UyYMHCcZD+d2bdttvbiyLQIVG1tIFBYZXVz
cyA8dGltLnByZXVzcOBtaWSuZXNvdGEuZWR1PohXBBARAGAXBQJIAM/b9BwsJCACD
LgoCGRQEFGWMARARRACOkQLcCLtWSGOXYW73ACgxXMMPE1sCeb31HR57dkzLAXrTOgQQER
NRgYKK9CE8R1+/DINWkXZD6ZWroPnuQINBEAZOvOQCAD2Q1le3CHEBIF3KiutapQvM
6P1TET1PtvFuuUs4INoBplajFOmPQFXz0AfGyO0OplK33TGSGSfgMg7116REfU0dN)
+PVZX9x2UkE89PY3bzpnhVS5JZzf24rnRPXfx2vIPFRzBhznzJZvEV+bvokV7HAaY
S6NoKVyOtQaBL9GAFgrS5£fSI/VhOSdvNILSdSJEHNmsSzbDgNRROP£IizHHXDLY72
BBkIJWEPwpVsSYjY67TVYy4XTiTNP18F1dDox0YbN4zISyl1KvE884bEpQBgRiXyEpwp
l1obEAxXnIByleypUM2Zafq9AKUJsCREMIPWakXUGEnHy9iUsiGSa6gedewlXpMgs7
AATCCACDdZ2kmm440z6/udcQSnUgBFkIj77Q1ZfMgbQot 70pUkQHF4E4HWwmM70JvY X
CTfikfxLACJEEg/bNLVwEfHOxXf5K4xe4 /MpyHESmroYJoIXgrIOcn+/SMLOMEDV/
1CQeVcoYy4ROYMoOMZNx8doHwLC113B56TDAbACccMZEeIuHOSSZoBCibgfLy31PH
8cURPWIZVgLSr4mmWtNK9XNo7yWUbdCRwBhuyJ7m4éhtUCyHagKVWisiSfPp/ce8g
dT1mX31U9S1Cl0XM37m00j/hSe/rEif6aTLb20DNzPZBmQJITcwLQDmt tTTApEgOI
R+PO31HagTdE62uEdFeWyrdhc7TywiEwEGBECAAWFAKAZOVOFGWwARRARCgkQlcCt
SGO9xYUydwCgy2ZtaEES8tYrXXDBR3+eVQEYGPoANINA2UTFY1ISctE8X55DFo8Ae
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> ersion: PGP Key Server 0.9.

{
[] mOGIBEAZSVORBADZY6LvsenTg3JwBR3XBOS54rPSYhr0Zr10FvgoS9hGjRmeUAF &V
GPA rFNMOJTFRrCmkvgswCS2pawRGvizwQuBryxX+7c0yCUSLAVUAgxrzaSQUaLvRFMO
ZbnMfJ4/RvXH11zktCZbkLQkdXM730n6nLjiQyTcyUXVrlwmuQLxpvAemwCqg/wJC
OVeFoHYS+mXjv1ljWkzO0SLnB8EAKWOWZ2 Y2 SayUuWXGFg+b3FeP6esmnlgSSeHeyVZZ2
X2Au39BSs0C+z5R2Jbz8bOPRO3VO3VCkrS1DH7+ntZXVmrJWTgvezULKUXAS+QF1
keuyiFDSpjiZDmS5iuOkz8IsFdqgg2V+0NNV43Izvl1IxXyFvAJiTXcZ1o6W3M/P+T
E.I, gOELA/41gKgQPjC0141tj+U02EjIJmIY99eEJVWNYQ1GofiNWulBb9XEnuZOgm360
OeKhQbvIg2lif3NAnDpx/FXglFx+w7onddBGHrDOU/mB3TBLPBOl1dw206gWpSn4d7
Astepelace fKY504+B6HXgCOM3rwrft40r2QBxrb4UyYMHCZD+d2bdttvbiyLQ1VG1tIFBYZXVz
cyA8dGltLnByZXVzcOBtaWSuZXNvdGEuZWR1PohXBBARAGAXBQJIAM/b9BwsJCACD Copy
LgoCGRQEFGWMARARRACOkQLcCLtWSGOXYW73ACgxXMMPE1sCeb31HR57dkzLAXrTOgQQER
NRgYKK9CE8R1+/DINWkXZD6ZWroPnuQINBEAZOvOQCAD2Q1le3CHEBIF3KiutapQvM
6P1TET1PtvFuuUs4INoBplajFOmPQFXz0AfGy0OplK33TGSGSEgMg7116REU0ANQ Select All
+PVZX9x2UkE89PY3bzpnhVS5JZzf24rnRPXfx2vIPFRzBhznzJZvEV+bvokV7HAaY Print...
S6eNoKVyOtQaB8LOGAFgrS£SI/VhOSAdvNILSAdSJEHNmszbDgNRROPE£IizHHXbLY 72
88kjWEPWPVSYiY6TVYy4XTIJTNP18F1dDox0YbN4zISy1KvE884bEPQBgRIXVEDWD
l1obEAxXnIByleypUM2Zafq9AKUJsCREMIPWakXUGEnHy9iUsiGSa6gedewlXpMgs7

Paste

Print Preview...

Blog with Windows Live
E-mail with Windows Live
Map with Bing

dT1mX31U951C10XM37m00j /hSe/rEi96aTLb20DNzPZBmQITcwLQDmt t TTApEgOI O LGN I QLT
R+PO31HagTdE62uEdFeWyrdhc7ywiEWEGBECARWFAkAZ 9vOFGWWAAARACOkQlcCt Translate with Bing
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File Edit Keys Windows Server

Help

* 8 & 4

Edit Delete Sign {Import

@@(3{;

Brief Detailed

Preferences

|

~

Refresh

|

E d O

Files Clipboard Card

R Key Manager

o Key ID « | User Name

No keys selected

3 P F6BAS5396 Alphonse Z Albatross <alphonse_albatross@i.mnscu.edu>

p

Flease open the gpa program.

Selected default key: F6BAS396 Alphonse Z Albatross <alphonse albatross@i.mnscu.edu>
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File Keys Windows Server Help

Gpgdwin Ctri+C 8P = P
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ki etailed ' Preferences ' Refresh ' Files Clipboard Card

B Select All Ctrl+A

4 Preferences
2+ Backend Preferences

&3 P F6BAS5396 Alphonse Z Albatross <alphonse_albatross@i.mnscu.edu>

Kleopatra

p.

Please selectthe Edit menu
Please select Paste

No keys selecte

___AISelected default key: F6EBAS396 Alphonse Z Albatross <alphonse albatross@i.mnscu.edu>

: . / 1:22 PM
- ! = i g O ﬁ S PR




Recycle Bin

57 Favorites l 95 L®] Suggested Sites v @] Web Slice Gallery v

m | & GNU Privacy Assistant - Key Manager l = B 28 ll, v Tool ~ .@,,

'VEiIe Edit Keys Windows Server Help

@‘@[@@‘ o ‘@‘B d

Edit Delete Sign Import Export | [Brief Detailed ' Preferences ' Refresh ' Files Clipboard Card

- R Key Manager

- Key ID « | User Name

Gpgdwin
Document...

)
&

3 P F6BAS5396 Alphonse Z Albatross <alphonse_albatross@i.mnscu.edu>
=3 P 21BDC585 Tim Preuss <tim.preuss@minnesota.edu>

"y s = /

Kleopatra

' You see something similar once you choose the
1 public keys read paste buttan

1 public keys imported

0 public keys unchanged
0 secret keys read

0 secret keys imported

0 secret keys unchanged

x Close

Selected default key: F6BAS396 Alphonse Z Albatross <alphonse albatross@i.mnscu.edu>
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& GNU Privacy Assistant - Key Manager o

File Edit Keys Windows Server

Help

@ &

Edit Delte Sign iImport

¢ O

Brief Detailed

|

Preferences

|

~

Refresh

|

B @ O

Files Clipboard Card

R Key Manager

- Key ID « | User Name

No keys selected

3 P F6BAS5396 Alphonse Z Albatross <alphonse_albatross@i.mnscu.edu>
=3 P 21BDC585 Tim Preuss <tim.preuss@minnesota.edu>

p

This is shows successful import of a public key.

Selected default key: F6BAS396 Alphonse Z Albatross <alphonse albatross@i.mnscu.edu>
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