How to use the Microsoft Security Compliance Manger to measure best practice against a baseline.

This document uses the Microsoft Security Compliance Manager (SCM) 2 version 2.0.20.0 library 1.0.71901 and
Microsoft Windows 7 x64. This demo installs the local GPO backup program for import to the Security Compliance
Manager. The Security Compliance Manager is used to compare the local Group Policy Object to the selected
baseline (best practice).
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%y win7_x64-office2010 - VMware Player -

| localgpo-install - Notepac
File Edit Format View Help

REM This batch file will start the install for the
REM Local GPO Backup from Microsoft Security

REM CompTliance Manager (SCM) 2

REM You must download and install Security Compliance
REM Manager (scM) 2 first !

REM You must be administrator to run this batch file.
REM Preuss 9/28/2011

cd "\Program Files (x86)\Microsoft Security Compliance Manager\LGPO"
LocalGPO.ms1

cls

echo 'The LocalGPO should be installed’

pause

Once the Microsoft Security
Compliance Manager is
- downloaded and installed, we
‘ used the above batch file to install
the LocalGPO program.



%y win7_x64-office2010 - VMware Player -

File Edit Format View Help

REM This will run the LocalGPO.wsf file to create a
REM GPO backup.

REM The GPO backup may be imported to Security

REM Compliance Manager for comparison

REM Preuss 9/28/2011

cd "\Program Files (x86)\LocalGPO"

cscript LocalGPO.wsf /Path:"%userprofile%\documents" /Export /GPOPack
cls

echo 'The Local GPO backup should be done’
pause

The above batch file will backup
the local group policy to the
logon's home
directonAdocuments. It will be in
the form ready for Security
Compliance Manager.



' User Account Control

Do you want to allow the following program to make
changes to this computer?

Program name:  Windows Command Processor

Verified publisher: Microsoft Windows

Vv | Show details

Change when these notifications ap

The batch file to create the GPO
backup must be run as
administrator.
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File View Help Global setting search

4 Custom Baselines @ - Import
7

I GPO1 rt = .
2 Microsot Baselnes Micresoft | Solution G20 Beclup (folder

Internet Explorer 8

l . . SCM (.cab)
b Internet Explorer 9 Security Compliance Acce | erators )
I Microsoft Office 200° Manager (SCM) 2 ~ Help
I' Microsoft Office 201( About
" Windows 7 r‘i Download Updates . aaees alb = u Help Tooi
I Windows Server 200: _ . —______i__._A _A_ teplents
I Windows Server 200 Release Notes
I Windows Server 200t Update details Download Type Send Feedback
" Windows Vista 5P2 Windows Server 2003 SP2 1.0 Wed, 22 Jun 2011 S .
' Wmdow.s XP SP3 Windows Server 2003 SP2 - Security & Compliance Baseline Privacy Statement
Other Baselines Windows Server 2008 SP2 1.0 Wed, 22 Jun 2011 S
Windows Server 2008 SP2 - Security & Compliance Baseline
Windows Server 2008 R2 SP1 1.0 Wed, 22 Jun 2011
v y ine Packag
Windows Server 2008 R2.SP1.~ Sectaity & Compliance Baseline | L e | acage
Internet Explorer 9 1.0 Wed, 22 Jun 2011 Baseline Package

Internet Explorer 9 - Security & Compliance Baseline

We start the Microsoft Security
Compliance Manager. We begin
by downloading the latest
baselines from Microsoft.

Export knowledge

GPQC backups
line tool DCM Configuration Packs

SCAP data files
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'y win7_x64-office2010 - VMware Player

14« Microsoft Security Compliance Manager - ’ _ [ =dlEn) x
File View Help Global setting search

4 Custom Baselines
I GPO Import
4 Microsoft Baselin
Internet Explo
Internet Explo
Microsoft Offic

ort

¥ Impot Bascines Wi el Wl s
Backup (folder

Select package files cab

This wizard helps you import baselines into the Microsoft Security Compliance Manager tool.

I

[

[

I Microsoft Offic t

I Windows 7 )

T T Select package files Package Topics

I Windows Serv Tres o C:\Users\preuss\Documents\Windows-Server-2003-SP2-Security-Compliance-Baseline.cab ase Notes

" Windows Serv s d Feedback

I Windows Vista§)|  Results i3

I Windows XP SPY [|ggcy Statement

Other Baselines

-

i
=
1

& ion:
Once the packages are
downloaded, we add them to the
program.

cription:

Setting details | Microsoft Excel workbooks
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'y win7_x64-office2010 - VMware Player

1+ Microsoft Security Compliance Manager ’ -~ ‘ -JIE e X
File View Help Global setting search

4 Custom Baselines
I GPO Import

4 Microsoft Baselin

Internet Explo

Internet Explo

ort

e Import Boselnes Wzard il il i Backup (folder
Baseline details ax

I
[
I Microsoft Offic o ) . . ) )
I Microsoft Offic This wizard helps you import baselines into the Microsoft Security Compliance Manager tool. .
: a:::x ;erv Select package files - Windows-Server-ZOO.?»-SP2-Security-Compliance-BaseIine.cab ‘ Topics
b Windows Serv ' _ WS20035P2 Basgllne Attach.ments . . = . . Notes
b Windows Serv Baseline details WS2003SP2 Certificate Services Server Security Compliance :
. - WS20035P2 DHCP Server Security Compliance d Feedback
I Windows Vista | Results |
I

WS2003SP2 Domain Controller Security Compliance

WS2003SP2 Domain Security Compliance

WS2003SP2 File Server Security Compliance

WS2003SP2 Internet Authentication Services Security Compliance

WS20035P2 Member Server Security Compliance

WS2003SP2 Print Server Security Compliance

WS2003SP2 Web Server Security Compliance bl

Description:

Windows XP S
Other Baselines

[\g8cy Statement

This baseline includes the attachments and guides for Windows Server 2003 SP2.

{ Microsoft
We selected import at this screen. s

ame Description
ettingGroup

odifiable copies of each baseline to be imported.

Back Import Cancel

Setting details Microsoft Excel workbooks
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"ES win’/_x64-office2010 - VMware Player
1y« Microsoft S

File

View Help

———{

pliance Manager

Global setting search

4 Custom Baselines

GPO Import

4 Microsoft Baselin

Internet Explo
Internet Explo
Microsoft Offic
Microsoft Offic
Windows 7
Windows Serv
Windows Serv
Windows Serv
Windows Vista
Windows XP S

iy Import Baselines Wizard

Meenaadd Col dimm

Results

Select package files
Baseline details

Results

This wizard helps you import baselines into the Microsoft Security Compliance Manager tool.

4 Windows-Server-2003-SP2-Security-Compliance-Baseline.cab
WS20035P2 Baseline Attachments was imported successfully.
'WS2003SP2 Certificate Services Server Security Compliance’ could not be imported. (The baseline a
'WS2003SP2 DHCP Server Security Compliance’ could not be imported. (The baseline already exists.
'WS20035P2 Domain Controller Security Compliance’ could not be imported. (The baseline already
'WS2003SP2 Domain Security Compliance’ could not be imported. (The baseline already exists.)

ort
Backup (folder

t
Topics

ase Notes

e Feedback

Statement

LIE R 'WS2003SP2 File Server Security Compliance' could not be imported. (The baseline already exists.)

'WS2003SP2 Internet Authentication Services Security Compliance’ could not be imported. (The bas

'WS20035P2 Member Server Security Compliance' could not be imported. (The baseline already exis

"WS2003SP2 Print Server Security Compliance’ could not be imported. (The baseline already exists.)

'WS20035P2 Web Server Security Compliance’ could not be imported. (The baseline already exists.)
4 Windows-Server-2008-SP2-Security-Compliance-Baseline.cab

'‘WS2008SP2 AD Certificate Services Server Security Compliance’ could not be imported. (The baseli| |

WS2008SP2 Baseline Attachments was imported successfully.

'WS20085P2 DHCP Server Security Compliance’ could not be imported. (The baseline already exists.

'WS2008SP2 DNS Server Security Compliance' could not be imported. (The baseline already exists.)

'WS2008SP2 Domain Controller Security Compliance’ could not be imported. (The baseline already
'WS20085P2 Domain Security Compliance’ could not be imported. (The baseline already exists.)
4 S2008SP2 File Server Security Compliance' could not be imported. (The baseline already exists.)
We selected finish at this screen. S2008SP2 Hyper-V Security Compliance’ could not be imported. (The baseline already exists.)
$20085P2 Member Server Security Compliance' could not be imported. (The baseline already exis
S20085P2 Network Access Services Server Security Compliance’ could not be imported. (The base
S2008SP2 Print Server Security Compliance' could not be imported. (The baseline already exists.)
S2008SP2 Terminal Services Security Compliance' could not be imported. (The baseline already e:
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File View Help Global setting search
“ Costom ?;S:g:‘tes LocalGPO-010.0 166 Setting(s) ~ Import
GPO Backup (folder
Attachments \ Gu v) Advanced View
LocalGPO-01 0.0 . SCM (.cab)
4 Microsoft Baselines =
I Internet Explorer 8 Name -~ Export
I Internet Explorer 9 Excel {xlsm)
I Microsoft Office 2007
I Microsoft Office 201( GPO Backup (folder
I Windows 7 SCAP v1.0 (.cab
: ai":m”s ge”’e' gggi SCCM DCM 2007 (.cab)
indows Server 200!
I Windows Server 200! SCM (.cab
I Windows Vista SP2 7\ .
A
" Windows XP SP3 Jascine
Other Baselines Associate
Compare / Merge
Delete
r o Duplicate
. Lock 2
We selected Custom Baselines on S
the left. We selected GPO Impon. -
- A Setti
We selected LocalGPO-01 0.0 (this ~ i =
is our GPO backup). S
Move
A Setting Group
Add
Delete
Properties
(3) Help
About
Help Topics
Release Notes
Send Feedback
Privacy Statement -
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i g Microsoft Security Compliance Manager | — ll! ! X I
File View Help Global setting search
4 Custom Baselines ] 7\

N
4 GPO Import LocalGPO-01 0.0 167 Setting(s) ~ Import
Attachments \ Gu GPO Backup (folder
v | Advanced View
LocalGPO-01 0.0 - SCM (.cab)
4 Microsoft Baselines _ ' . —
Internet Explorer 8 —Name Default Microsoft Customized Severity Path ~ Export
Internet Explorer 9 || | o Additional Settings 1 Setting(s) il Excel (xlsm)

|

|

I Microsoft Office 2007
I Microsoft Office 201(
I Windows 7

I Windows Server 200:
I Windows Server 200{
I Windows Server 200{
I Windows Vista SP2

I Windows XP SP3
Other Baselines

RequireLogonToChangePassword

\/l}l Computer Configuration\Windows Settings\Security Settings\Account Policies\Account Lockout Policy 1 Settin

Account lockout threshold

:l}l Computer Configuration\Windows Settings\Security Settings\Account Policies\Password Policy 6 Setting(s)

Minimum password age

Maximum password age

Minimum password length
Password must meet complexity reqg
Enforce password history

Store passwords using reversible enc

fl}l Computer Configuration\Windows Settings\Security Settings\A¢

Audit Policy: Account Logon: Other 2
Audit Policy: Account Logon: Kerbere
Audit Policy: Account Logon: Creden
Audit Policy: Account Logon: Kerberc

:l}l Computer Configuration\Windows Settings\Security Settings\Ad

Audit Policy: Account Management: |
Audit Policy: Account Management: ,
Audit Policy: Account Management: |
Audit Policy: Account Management: !
Audit Policy: Account Management: |
Audit Policy: Account Management: |

0

None  System Access

0 Critical Computer Configur
0 Critical Computer Configur
42 Critical Computer Configu

This screen shows our
Group Policies settings. We
select Compare/Merge to
see how this measures to

best practices.

m

GPQ Backup (folder
SCAP v1.0 (.cab)
SCCM DCM 2007 (.cab)

SCM (.cab)
‘~ Baseline

= ——
No Auditing Critical Computer Configur
No Auditing Critical Computer Configur
Success Critical Computer Configur
No Auditing Critical Computer Configur
Success Critical Computer Configur

fl}l Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Policie -

‘|

»

A Help

Associate

Compare / Merge

Delete

Duplicate
Lock

Properties

Delete

Properties

About

Help Topics
Release Notes

Send Feedback

Privacy Statement
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File View Help Global setting search
4 Custom Baselines

e r——
4 GPO Import -kt ‘i:g Compare Baselines 2. @ mmport
GPO Backup (folder
Attachments \ Gu @) Advancel
) _ - Select a baseline from the following list to compare it with "LocalGPO-01' baseline. SCM [.cab
4 Microsoft Baselines .
ame -~
' Internet Explorer 8 4 Customn Baselines O Export
l Ini-:emet Explorer 9 | @ Additio ﬁ I GPO Import a Eeeilta
: ::!crosoff: g:rﬁce 382( RequireLogo 4 Microsoft Baselines eSS GPO Backup (folder)
22122 122 | I Internet Explorer 8 .= SCAP v1.0 (.cab
' W!"d°WS7 | @Com - I Internet Explorer 9 isil el
| yyinciows Server 2] | Account locks " Microsoft Office 2007 P2 Configur SCCM DCM 2007 (.cab)
(NCIOWS SEVer I Microsoft Office 2010
I Windows Server 200t @Com g I 4 W;ndows7 I pals) SCM (.cab
: w":m xgt:pgpz Minimum pagy Win7-Bitlocker-EC 1.0 |Configur 1A Baseline
Rt Maximum pad| Win7-Bitlocker-SSLF 1.0 leonfigu Aecocinte
Minimum pas{ Win/-EC-Deskiop 1.0 ‘[Eonfigur Compare / Merge
Win7-EC-Domain 1.0 = =
Password mu§| Win7-EC-Laptop 1.0 ‘[Eonfigur Delete
Enforce passw| Win7-EC-User 1.0 ‘[Configur Duplicate
- Win7-SSLF-Desktop 1.0 Iconfiour Lock =
Win7-SSLF-Domain 1.0 9 ==
We selec the baseline we Win7-SSLF-Laptop 1.0 It Policie Properties
. Win7-SSLF-User 1.0 {[Configur Setti
wish to compare our " Windows Server 2003 SP2 | Bilistting
Group Policy. | Windows Server 2008 R2 SP1 ‘|Eonfigur Add
I Windows Server 2008 SP2 {[Configur Move
I Windows Vista SP2 Iconfiour
! Windows XP SP3 -Onfigut 11l A Setting Group
Other Baselines It Policie Add
‘[Configur Delete
‘[Configur Properties
Configur @
Help
[Configur About
oo OK [ Cancel ‘[Configur Help Topics
Audit Policy: ===JConfigur Release Notes
@ Computer Configuration\Windows Settings\Security Settings\Advanced Audit Policy Configuration\Audit Policie . Send Feedback
« | m | ’ Privacy Statement -
‘ m » 4 | n | ’
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File View Help

4 Custom
4 GPO

At

4 Microso

Inte
Inte
Mic
Mic
Wind
Windq
Windd)
Winddq:
Windd)
Windd)

Other Bag)

Manager

i Compore Bslns i ==

Global setting search

— Ider
.~ Summary
Baseline A: LocalGPO-01 0.0
Baseline B: Win7-SSLF-Laptop 1.0
Total unique settings compared: 226
Total settings in common: 104 Ider
Total settings not in common: 122
[~ Settings that differ (104) 007 (.cab
Name Baseline A Baseline B UI Path
Network security: Force logoff when logon hours exy Disabled NotDefined Computer Configuration\Windows Settings\Security -
Accounts: Rename administrator account Administrator  NotDefined Computer Configuration\Windows Settings\Security =
Accounts: Rename guest account Guest NotDefined Computer Configuration\Windows Settings\Security
Accounts: Administrator account status Severity:Critical Severity:None  Computer Configuration\Windows Settings\Security
Accounts: Guest account status Severity:Critical Severity:None  Computer Configuration\Windows Settings\Security ' E
Recovery console: Allow automatic administrative loc  Severity:Critical Severity:None = Computer Configuration\Windows Settings\Security
Recovery console: Allow floppy copy and accesstoa SeverityImport: Severity:None  Computer Configuration\Windows Settings\Security
Interactive logon: Number of previous logons to cacl 10 2 Computer Configuration\Windows Settings\Security v
:\' Settings that match (0)
Name Baseline A Baseline B UI Path
r
This is the result of the comparison.
We do not want to upload a screen
shot of each setting. We select the !
Export to Excel button at the
bottom right.
;' Settings only in Baseline A (10)
;' Settings only in Baseline B (112)
[ Export to Excel Close
: _ — - )
“ | m ’ Privacy Statement
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'y win7_x64-office2010 - VMware Player

4 Microsoft Security Compliance Manager » ~ —— | =diail x
File View Help Glabalsetting search
4 Cust v i .

s GPO T ¥ Compare BasclincS NG —— We need to name our Excel file. :-[ l
A older
.~ Summary
A [VFaiess Baseline A: LocalGPO-01 0.0
b Inte Baseline B: Win7-SSLF-Laptop 1.0
I Inte Total unique settings compared: 226
I Micro Total settings in common: 104 older
" Micro Total settings not in comf —
b Windd _ iy Export to Excel b
" Windd | (A Setti i . ——
: w!n d‘ =/ Settings that ditfer (E @Cl & » Libraries » Documents » 07 (.cab
!n ¢ Name _— T
I Windg . -
b Windd Network security: Fo Organize v New folder
b Windd Accounts: Rename a
Accounts: Rename g ) . ol i
OtheoBy Accounts: Administra ol e Docurnents llbrary Arrange by:  Folder ¥
Accounts: Guest acc Ml Desktop Includes: 2 locations Erge
Recovery console: All & Downloads e - Date modified Type
Recovery console: Allg %= Recent Places J
Interactive logon: Nuff: 3 .. {EODEB63D-3E05-46C5-8B6F-D85C0D303...  9/29/2011 4:45PM  File foldel' N =
(A)S ettings that match (0) 2§ Libraries 1. bat /29/2011 4:31 PM  File folder
Name El Docnents .. merge 9/28/2011 7:45PM  File folder
J’ Music My Data Sources 9/26/20111:39 PM  File folder
&) Pictures . Security 9/15/2011 3:37 PM  File foldey
58 Videos 1/ wsus 9/15/2011 4:45 PM File foldey
| Compare-ofc2010-user /28/2011 7:42 PM Microsoft] P
1M Computer v | m | r
File name: »
( ;' Settings only in Baseli I+ Save as type: | Excel (xIsm) S
( \_' ! Settings only in Baseli l+
’ '~ Hide Folders Save Cancel
_ foloze
\
Send Feedback

Privacy Statement
< m » < | m | »

~ (W U7 )  4:48 PM
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i+ Microsoft

- ‘-JIE. X

Security Compliance Manager

File View Help 5

sl §setting search

4 Custom B 73 ¢ - —— X [ -
4 GPO ‘ H : :’vl | « Local Disk (C:) » Users » preuss » My Documents » v | 45 I I Search My Documents je l dor
Al o
\ pe Organize » @ Open ~ Share with ¥ Print E-mail Burn New folder = « O @
4 Microso -
I Inte X Favorites Name Date modified Type Size
I Inte :
b Micro Bl Desktop .. {EODEB63D-3E05-46C5-8B6F-D85C0D303... /29/2011 4:45 PM File folder
b Micro &8 Downloads | bat /29/20114:31 PM  File folder older
b Windd)| £ Recent Places |, merge /28/20117:45PM  File folder b
: m::: 2 My Data Sources 9/26/20111:39 PM  File folder 07 (.cab
I Windg 4 Libraries | Security 9/15/20113:37 PM  File folder
l Wind( @ Documents 1 wsus 9/15/2011 4:45 PM File folder =)
O'th:t';‘:; o' Music |Ei] Compare0l 9/29/2011 4:48 PM  Microsoft Excel M... 60 KB
=/ Pictures Compare-ofc2010-user 9/28/2011 7:42 PM Microsoft Excel M... 78 KB Erge
= Videos diesel 9/20/2011 4:44 PM Microsoft Excel 97... 26 KB
exl2 9/27/2011 6:04 PM Microsoft Excel W... 11 KB
1M Computer finally-wd2 /26/2011 1:34 PM Microsoft Word D... 52 KB =
2 || finally-wd2.docx.gpg /29/20113:21PM  GPG File 43 KB
. “! Network Internet-Explorer-9-Security-Compliance... 9/29/2011 4:46 PM  Cabinet File 1,512 KB
PrjWD-3 9/26/2011 1:41 PM Microsoft Excel W... 29 KB
{ - /26/2011 1:39 PM Microsoft Word D... 39 KB
This is our Excel file. You may -Security-Com... 9/29/2011 4:46 PM  Cabinet File 1,928 KB
need to enable macros to allow the P1-Security-C... 9/29/20114:46 PM  Cabinet File 4,036 KB p
. . -Security-Com... 9/29/2011 4:46 PM Cabinet File 2,667 KB
Security Compliance Manager to
complete the spreadsheet.
(v le: Add a title Size: 59.2 KB
) rs: Add an author
(v
[ Export to Excel [ Close J
Nt on\Audit Policie - Send Feedback

’ Privacy Statement
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win7_x64-office2010 - VN

are Player -- 7 e v v =
X' 9~ ¢~ 2 ~ Compare0l - Microsoft Exce Table Tool C=Naoa. X}
File Home Insert Page Layout Formulas Data Review View Design 6@ o@ R
2 . L = , - B | Camjnsetr | T -
j & Calibri 11 v A A (Fl=E= =4 General - ij‘, T % g™ nse ’;r tﬁ
= B3~ — e =d T o* Delete ~ D v
Paste B 7 U~ il & A |El== 235 $ ~ 9% ¢ | %0 .00 Conditional Format Cell = Sort & Find &
- 7 == = = ° ‘00 >0 | Eormatting ~ as Table ~ Styles~ | (I Format * | (2~ Filter~ Select ~
Clipboard & Font - Alignment p Number I Styles Cells Editing
A2 v S« | Network security: Force logoff when logon hours expire v
D o

"

LocalGP0O-01 0.0

C

Win7-SSLF-Laptop 1.0

Network security: Force logoff when logon

2 |hours einre 1

Accounts: Rename administrator account

Accounts: Rename guest account

Interactive logon: Number of previous logons
to cache (in case domain controller is not
5 available)
Interactive logon: Prompt user to change
6 password before expiration
Interactive logon: Smart card removal behavior

User Account Control: Behavior of the elevation
prompt for administrators in Admin Approval
8 Mode
User Account Control: Behavior of the elevation
9 prompt for standard users
Interactive logon: Do not display last user name
10
User Account Control: Admin Approval Mode
11 for the Built-in Administrator account
Interactive logon: Message title for users
12 attempting to log on

Disabled

’

This is the spreadsheet showing
our Group Policy settings under
LocalGPO and the Best Practices
under Win7-SSLF.

wf'strator

on

forconsentfornon-

\ wsbinaries

Promptforcredentials

Disabled

Disabled

NotDefined
NotDefined

NotDefined

14

LockWorkstation
Promptforcredentials
Automaticallydenyelevation
quests

Enabled

Enabled

NotDefined

Intarartivan lacAans Macecaon tovt far vicare ) ) AMAatNAafinad g
4 4 » M| Differ ~Match / OnlyInA . OnlyInB . Copyright . ¥J ] « | il | >
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