This pdf shows basic Wireshark install, operation, and file saving for OpenSUSE. You must have permission to run this program from the network owner.
Remember nonrepudiation!
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A File Package Configuration Dependencies Options Extras Help

A | Viewv  Search RPM Groups |Installation Summary Package Groups Aa
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| wireshark A Netwaork Traffic An... 42-11. .
[] wireshark-devel A Network Traffic An... (14.2-1.1... 598.0 ...
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Contains o wireshark - A Network Traffic Analyser

» Wireshark is a free network protocaol analyzer for Unix and
_ Case Sensitive Windows. It allows you to examine data from a live netwaork or |
from a capture file on disk. You can interactively browse the
capture data, viewing summary and detail information for each
packet. Wireshark has several powerful features, including a
rich display filter language and the ability to view the C
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Run as root — KDE su

g The action you requested needs root privileges.

~ Please enter root's password below or click Ignare
\,/ to continue with your current privileges.

Command: /usr/bin/wireshark
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The Wireshark Network Analyzer Y & A‘

le Edit View Go Capture Analyze Statistics Telephony Tools Help

Filter: V‘iv Expression... Clear Apply

The World's Most Popular Network Protocol Analyzer

. Capture _______J _______ Files ________J

Interface List o Open Webs
=" Live list of the capture interfaces (counts incoming packets) Open a previously captured file Visit the |
Start capture on interface: Open Recent: '
EEESE P ? User"
@ eth0 /home/preuss/Documents/dragon02_ 02252011 _hub (2382 KB) The User'

| Pseudo-device that captures on all interfaces /home/preuss/Documents/dragon01_02252011 (230 KB)
&2 o Secu
] Sample Cap* @\ Waork wit

Capture optlons @ A rich assortment of. Your ethernet card may hawve another name.

Start a capture with detailed options

Capture Help

How to Capture

Step by step to a successful capture setup

& Network Media

Specific information for capturing on: Ethernet, WLAN, ...
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e Capturing from eth0 - Wireshark
File Edit View Go Capture Analyze Statistics Telephony Tools Help
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Filter: XL Expression... Clear Apply
No. Time Source Destination Protocol Info

(O eth0: <live capture in progress>to... = No Packets
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Capturing from eth0 - Wireshark

Statistics Telephony Tools Help

= o 4 Y EE aaaf @k
Filter: —: Expression... Clear Apply
No. Time Source Destination Protocal Info
563 16.768915 192.168.5.7 192.168.5.1 DNS Standard query A ex
564 16.772586 192.168.5.7 192.168.5.1 DNS Standard query AAAA ex
565 16.779009 192.168.5.1 192.168.5.7 DNS Standard query response, No such n:
566 16.782880 192.168.5.1 192.168.5.7 DNS Standard query response, No such n:
567 22.718502 192.168.5.7 134.29.228.101 TCP 43784 > http [FIN, ACK] Seq=2019 A
568 22.718590 192.168.5.7 130.57.4.24 TCP 46685 > http [FIN, ACK] Seq=568 Aclt
569 22.793478 134.29.228.101 192.168.5.7 TCP http > 43784 [FIN, ACK] Seq=341047
570 22.793495 192.168.5.7 134.29.228.101 TCP 43784 > http [ACK] Seq=2020 Ack=34:
571 22.808205 130.57.4.24 192.168.5.7 TCP http > 46685 [FIN, PSH, ACK] Seq=15:]
572 22.808217 192.168.5.7 130.57.4.24 TCP 46685 > http [ACK] Seq=569 Ack=150:.
< | ) ) >

P Frame 1. 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

P Ethernet II, Src: Cisco-Li 71:97:f4 (00:14:bf:71:97:f4), Dst: Broadcast (ff.ff:ff.ff:.ff.ff)
P Internet Protocol, Src: 192.168.5.3 (192.168.5.3), Dst: 192.168.5.255 (192.168.5.255)

P User Datagram Protocol, Src Port: router (520), Dst Port: router (520)

P Routing Information Protocol
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- Capturing from eth0 - Wireshark Y & &8

Eile Edit View Go Capture Analyze Statistics Telephony Tools Help

Open... Ctri+O g 1 A B o = = o~ r=w
- [ ‘ - % 'lé i ?_ A ? = = m\ ﬁ\ (ﬂ\ a é_é L 4 v
Open Recent >
Merge... | v | Expression... Clear Apply
© Close Db Destination Protocal  Info -
i B Save Ctrl+S K .168.5. 255 rl
&8 Save As. . Shift+Ctrl+S |7 192.168.5.1 DNS Standard query A WWW.OpPensuse.org
I 7 192.168.5.1 DNS Standard query AAAA WWW.Opensuse.ol
Fllz Tz >l 192.168.5.7 DNS Standard query response A 130.57.4
Export s 1 192.168.5.7 DNS Standard query response
7 130.57.4.24 TCP 46684 > http [SYN] Seq=0 Win=5840 |
= Print... Ctri+P 4 192.168.5.7 TCP http > 46684 [SYN, ACK] Seqg=0 Ack=:
£3 Quit Cirl+Q 7 130.57.4.24 TCP 46684 > http [ACK] Seqg=1 Ack=1 Win:
S — S——Y | 130.57.4.24 HTTP GET / HTTP/1.1 5
10 0 490522 130.57.4. 24 192.168.5.7 TCP http > 46684 [ACK] Seq=1 Ack=534 W»v
————c==os “mA = s An amn - = — == ——— Amn ] s
P Frame 1. 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
P Ethernet II, Src: Cisco-Li 71:97:f4 (00:14:bf:71:97:f4), Dst: Broadcast (ff:ff.ff.ff:ff:ff)
P Internet Protocol, Src: 192.168.5.3 (192.168.5.3), Dst: 192.168.5.255 (192.168.5.255)
P User Datagram Protocol, Src Port: router (520), Dst Port: router (520)
P Routing Information Protocol
ooee ff ff ff ff ff ff 00 14 bf 71 97 f4 08 00 45 00 . ....... .q....E. -
0010 00 34 el 50 00 OO0 40 11 Od 16 cO a8 05 03 cO a8 A4 Po@ L [1
0020 05 ff 02 08 02 08 00 20 a3 9¢c 02 02 00 00 QO 02  ....... ........
(O eth0: <live capture in progress= Fi... = Packets: 588 Displayed: 588 Marked: 0 - Profile: Default
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Capturing from eth0 - Wireshark Y & X -‘ .

le Edit View Go Capture Analyze Statistics Telephony Tools Help

Sy “ ﬁ @Qisplay Filters... L9 BEE @ aalf ¢ o
Display Filter Macros...
Filter: Sl e Clear Apply
No. Time Sour  Apply as Filter > Pratocol  Info %
1 0.000000 192  Prepare aFilter > RIPv2 Response r
20.227001 192 DNS Standard query A WWW.Opensuse.org
Bl ces| ) Enabled Protocals... Shift+Ctri+E DNS Standard query AAAA WWW.Opensuse.ol
40.312662 192 <iDecodeds. DNS  Standard query response A 130.57.4
50.312673 192 o3 User Specified Decodes.. DNS  Standard query response
| 6/0.313639 192 Eollow TCP Stream TCP 46684 > http [SYN] Seq=0 Win=5840
7 0.400435 130 Eollow UDP Stream TCP http > 46684 [SYN, ACK] Seq=0 Ack=:
8 0.400490 192 Collow SSL Stream TCP 46684 > http [ACK] Seg=1 Ack=1 Win:
90.400674 192 Expertlnfo HTTP  GET / HTTP/1.1
10 0.490522 130  _~ _ TCP http > 46684 [ACK] Seqg=1 Ack=534 W-
A m o wmmmemmwmn & ExpertInfo Composte e , v
< Conversation Filter > , ] 5 >
T
P Ethernet II, Src: Vmware 21:f8:df (00:0c:29:21:f8:df), Dst theFollow TCP Stream 'a:b0)
P Internet Protocol, Src: 192.168.5.7 (192.168.5.7), Dst: 13
> Transmission Control Protocol, Src Port: 46684 (46684), Ds )
OloJoJoRmmO0 14 6c 40 fa b0 00 Oc 29 21 f& df 08 00 45 -
OJONNORO0 3c 1f bd 40 00 40 06 ce fe cO ad 05 ) H
oloploRO4 18 b6 S5c 00 50 f1 4f 5d 33 00 00 00 —
O Frame (frame), 74 bytes - Packets: 592 Displayed: 592 Marked: 0 - Profile: Default
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S e ey e - - File > Virtual Machine Help ¥

e Follow TCP Stream v A

\\\\\\

Stream Content

GET / HTTP/1.1

Host: brazil.minnesota.edu

User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.9.2.15) Gecko/20110303 SUSE/3.6.15-0.2.1
Firefox/3.6.15

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*,g=0.8

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: IS0-8859-1,utf-8,q9q=0.7,*,q=0.7

Keep-Alive: 115

Connection: keep-alive

HTTP/1.1 200 OK

Content-Type: text/html

Content-Encoding: gzip

Last-Modified: Tue, 22 Mar 2011 18:20:29 GMT
Accept-Ranges: bytes

ETag: "elS9cbbd2Zbdedchl: Q"

Vary: Accept-Encoding

Server: Microsoft-IIS/7.5

X-Powered-By: ASP.NET

Date: Wed, 23 Mar 2011 21:22:15 GMT

@Find \\L—d Save As | &=:Print | Entire conversation (343064 bytes) v | ASCIl_ EBCDIC . HexDump . C Arrays .o, Ra
 FlHep [Fitter Out This Stream | | @ Close
0000 00 14 6c 40 fa b0 00 Oc 29 21 f8 df 08 00 45 00 P NI 1 R = 2
010 00 3c 2a 19 40 00 40 06 e0 70 cO a8 05 07 86 1d <t.@.@ p...... L]
0020 ed4 65 ab 08 00 50 f9 f2 4d 43 00 00 00 00 a0 02 e...P.. MC.... ..
(O eth0: <live capture in progress> Fi... = Packets: 618 Displayed: 435 Marked: 0 - Profile: Default
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Y File + Virtual Machine ~ Help ~ - 0 X

m Capturing from ethO0 - Wireshark wv) () (€

File Edit View Go Capture Analyze Statistics Telephony Tools Help

Filter: tcp.stream eq 20 v  Expression... Clear Apply
No. Time Source Destination Protocol Info

J. 740221 192.168.5. 134.29.228.10. 43784 > http [SYN] Seq=0 Win=5840
: J.228.10: 32 .. http > 43784 [SYN, ACK] Seq=0 Ack=:

. . "y . 29.228. 43784 > http [ACK] Seqg=1 Ack=l Win
). 817563 .168.5. 134.29.228.10: GET / HTTP/1.:

116 9.901164 192.168.5.7 134.29.228.101 TCP 43784 > http [ACK] Seq=387 Ack=136¢

117 9.901305 134.29.228.101 192.168.5.7 TCP [TCP segment of a reassembled PDU]

118 9.901310 192.168.5.7 134.29.228.101 TCP 43784 > http [ACK] Seq=387 Ack=273,

119 9.979780 134.29.228.101 192.168.5.7 TCP [TCP segment of a reassembled PDU]

120 9.979795 192.168.5.7 134.29.228.101 TCP 43784 > http [ACK] Seq=387 Ack=410£v
>

P Frame 115: 1434 bytes on wire (11472 bits), 1434 bytes captured (11472 bits)

P Ethernet II, Src: Netgear 40:fa:b0 (00:14:6c:40:fa:b0), Dst: Vmware 21:f8:df (00:0c:29:21:f8:df)

P Internet Protocol, Src: 134.29.228.101 (134.29.228.101), Dst: 192.168.5.7 (192.168.5.7)

P Transmission Control Protocol, Src Port: http (80), Dst Port: 43784 (43784), Seq: 1, Ack: 387, Ler &

Use Cirl M to select the packets requested by the

lab. -
| | >
OO0 00 Oc 29 21 f8& df 00 14 6c 40 fa b0 08 00 45 00 Co)
OO10 05 8c 2b 0Oc 40 00 6e 06 ac 2d 86 1d e4 65 cO ad o !)'
O020 05 07 00 50 ab 08 bc 17 96 b6 f9 f2 4e c6 80 10

(O eth0: <live capture in progress=> Fi... - Packets: 659 Displayed: 435 Marked: 5

ket Capturing from eth - Wireshark
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File ~ Virtual Machine ~ Help ~

(@

apture Analyze Statistics Telephony Tools Help

& = 4 2 G D LA 9 BB a7 b v
Filter: tcp.stream eq 20 v  Expression... Clear Apply
Protocol Info ~

No. Time DPstlnatlon

.088268
088345

088353
088846
090141

HTTP

GET /default html m2b0c4566.jpg HT
[TCP segment of a reassembled PDU]
[TCP segment of a reassembled PDU]
43784 > http [ACK] Seq=808 Ack=101:
[TCP segment of a reassembled PDU]
[TCP segment of a reassembled PDU]

\ ’ \

X

134.29. 192, TCP  [TCP segment of a reassembled PDU]

.092195 228.101 168.5.7
135 10.094187 134.29.228.101 192.168.5.7 TCP | Wireshark: Export as "PDML" file v, A X
136 10.094194 192.168.5.7 134.29.228.101 TCP Export to file:
— _ _ ] stream?] \ = Browse...
P Frame 133. 66 bvtes on Wwire (528 Dits), 66 bytes captured | ‘
b Etherne Export your selected packets as a pdml file for 129:21:18:dT), Dst Packet Range
P Internel submission. 2.168.5.7), Dst: 13 Captured | Displaved
. e -
b Transmi 43784 (43784), Ds st S
All packets 673
Selected packet only 1
» Marked packets only 22
From first to last marked packet 22
OOO0 00 08 00 45 00 1 Specify a packet range: 0
0010 00 y 05 07 86 1d 4%
0020 e4 | ' ' c8& eb &0 1|| e,

@Cancel | | ¥OK |
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. ... .. . File - VirtualMachine - Help ~

r \&/ Documents : bash Q% @ |
File Edit View Scrollback Bookmarks Settings Help

£
|
\.

\
£
-
s

preuss@linux-msctc:~/Documents> 1s S
dragon@l 02252011 hosts New Spreadsheet.ots stream2 tmp
dragon®2 02252011 hub New Document.ott new.txt test.gz

preuss@linux-msctc:~/Documents> |

—

A T .
w“;;_

Documents : bash You may view the contents of stream?.




	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

