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preuss : bash

File Edit View Scrollback Bookmarks Settings Help
preuss@linux-msctc:~> [

preuss : bash

- - -
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r & preuss : bash

File Edit View Scrollback Bookmarks Settings Help

preuss@linux-msctc:~> 1s

archive. tgz Documents Music preussl. txt
bin Downloads newl.doc preuss2. txt
cptr2224. txt HOSTNAME.bak new3.doc Fublic
cptr2236. txt mdStest.txt new.txt public_html
Desktop me. txt Pictures set.txt

C- VMware Player -~

preuss@linux-msctc:~> |

preuss : bash

tar_list. txt

Templates
testl. txt
test2 . txt
test3. txt

testd, txt
testmdS. txt
Videos

|




ux-msctc - VMware Player

Downloads : bash

\ File Edit View Scrollback Bookmarks Settings Help
preuss@linux-msctc:~> 1s

archive. tgz Documents Music preussl. txt tar_list.txt testd. txt
bin Downloads newl.doc preuss2.txt Templates testmdS. txt
- cptr2224.txt HOSTNAME.bak new3.doc Fublic testl. txt Videos
‘ cptr2236. txt mdStest.txt new.txt public_html test2.txt
Desktop me. txt Pictures set.txt test3. txt

preuss@linux-msctc:~> cd Downloads/

preuss@linux-msctc:~/Downloads> 1s

abiword-2.6.6-11.3.1586.rpm ebook-tools-0.2.1.tar.gz ossec-hids-2.5.1.tar.gz
cutecom-0.22.0. tar.gz iperf-2.0.5 tar.gz ossec-wWui-0,3.tar.gz

preuss@linux-msctc:~/Downloads> [ |

.

Downloads : bash

-
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£ o ..o .. .- - File -virtualMachine - Help ~
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Downloads : bash ) () (%

— o/

:

File Edit View Scrollback Bookmarks Settings Help
preuss@linux-msctc:~> 1s N
archive. tgz Documents Music preussl. txt tar_list.txt testd. txt

S bin Downloads newl.doc preuss2.txt Templates testmdS. txt

- cptr2224.txt HOSTNAME.bak new3.doc Fublic testl. txt Videos

( cptr2236. txt mdStest.txt new.txt public_html test2.txt

B Desk top me. txt Pictures set.txt test3. txt

preuss@linux-msctc:~> cd Downloads/

preuss@linux-msctc:~/Downloads> 1s

abiword-2.6.6-11.3.1586.rpm ebook-tools-0.2.1.tar.gz ossec-hids-2.5.1.tar.gz
cutecom-0.22.0. tar.gz iperf-2.0.5 tar.gz ossec-wWui-0,3.tar.gz
preuss@linux-msctc:~/Downloads> tar xzvf ossec-hids-2.5.1.tar.gz [

:

-

Your version of OSSEC will be different than the
one shown. You must use the name of the version

| Downloads : bash you downloaded.
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Downloads : bash

File Edit View Scrollback Bookmarks Settings Help

ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
| ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.

Uvmonuonuonuonuonunununununununununuonuunun oo oo

.1/contrib/specs/server/preloaded-vars. conf
.1/contrib/specs/server/ossec-hids-server.spec
.1/contrib/specs/local/
.1/contrib/specs/local/preloaded-vars. conf
.1/contrib/specs/local/ossec-hids-local. spec
.1/contrib/specs/getattr.pl
.1/contrib/specs/remove_ossec
.1/contrib/specs/agent/
.1/contrib/specs/agent/preloaded-vars. conf
.1/contrib/specs/agent/ossec-hids-agent. spec
.1/contrib/ossec2mysql.pl
.1/contrib/ossectop.pl
.1/contrib/compile_alerts.pl
.1/contrib/ossec-batch-manager.pl
.1/contrib/ossec_report. txt
.1/contrib/ossec2mysql.sql
.1/contrib/ossecmysql. pm
.1/contrib/compile_alerts. txt
.1/contrib/ossec-testing/
.1/contrib/ossec-testing/runtests. py
.1/contrib/ossec-testing/tests/
.1/contrib/ossec-testing/tests/named. 1n1
.1/contrib/config2xml

5.

1/contrib/add_localfile.sh

preuss@linux-msctc:~/Downloads> i

’

fa
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Downloads : bash
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ux-msctc - VN

File Edit View Scrollback Bookmarks Settings Help

ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.

Uvmonuonuonuonununuonunununununun oo oo

are yer File  « Virtuz achine -~ Help «

ossec-hids-2.5.1 : bash

.1/contrib/specs/getattr.pl
.1/contrib/specs/remove_ossec
.1/contrib/specs/agent/
.1/contrib/specs/agent/preloaded-vars. conf
.1/contrib/specs/agent/ossec-hids-agent. spec
.1/contrib/ossecZmysql.pl
.1/contrib/ossectop.pl
.1/contrib/compile_alerts.pl
.1/contrib/ossec-batch-manager.pl
.1/contrib/ossec_report. txt
.1/contrib/ossec2mysql. sql
.1/contrib/ossecmysql.pm
.1/contrib/compile_alerts. txt
.1/contrib/ossec-testing/
.1/contrib/ossec-testing/runtests.py
.1/contrib/ossec-testing/tests/
.1/contrib/ossec-testing/tests/named. 1ni
.1/contrib/config2xml

5.

1/contrib/add_localfile.sh

preuss@linux-msctc:~/Downloads> 1s
abiword-2.6.6-11.3.1586.rpm 1perf-2.0.5 tar.gz
cutecom-0.22.0. tar.gz ossec-hids-2.5.1
ebook-tools-0.2.1.tar.gz ossec-hids-2.5.1.tar.gz
preuss@linux-msctc:~/Downloads> cd ossec-hids-2.5.1/
preuss@linux-msctc:~/Downloads/ossec-hids-2.5.1> i

ossec-wui-0.3.tar.gz

a ..ec-hids-2.5.1  bash
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ux-msctc - VN

File Edit View Scrollback Bookmarks Settings Help

fa

ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.

UTonuonuonunununununun oo oo oo

i

are yer File  « Virtuz achine -~ Help «

ossec-hids-2.5.1 : bash

.1/contrib/specs/agent/
.1/contrib/specs/agent/preloaded-vars. conf
.1/contrib/specs/agent/ossec-hids-agent. spec
.1/contrib/ossec2mysql.pl
.1/contrib/ossectop.pl
.1/contrib/compile_alerts.pl
.1/contrib/ossec-batch-manager.pl
.1/contrib/ossec_report. txt
.1/contrib/ossecZ2mysql.sql
.1/contrib/ossecmysql.pm
.1/contrib/compile_alerts. txt
.1/contrib/ossec-testing/
.1/contrib/ossec-testing/runtests.py
.1/contrib/ossec-testing/tests/
.1/contrib/ossec-testing/tests/named. 1n1i
.1/contrib/config2xml
.1/contrib/add_localfile.sh

preuss@linux-msctc:~/Downloads> 1s
abiword-2.6.6-11.3.1586.rpm 1perf-2.0.5 tar.gz
cutecom-0.22.0. tar.gz ossec-hids-2.5.1
ebook-tools-0.2.1.tar.gz ossec-hids-2.5.1. tar.gz
preuss@linux-msctc:~/Downloads> cd ossec-hids-2.5.1/
preuss@linux-msctc:~/Downloads/ossec-hids-2.5.1> su
Password:

linux-msctc: /home/preuss/Downloads/ossec

ossec-wui-0, 3, tar.

a ..ec-hids-2.5.1  bash

— W, Ereve——m e
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are yer File  « Virtuz achine -~ Help «

ossec-hids-2.5.1 : bash

File Edit View Scrollback Bookmarks Settings Help

ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.

vmonuonunununun oo un o

.1/contrib/ossectop.pl
.1/contrib/compile_alerts.pl
.1/contrib/ossec-batch-manager.pl
.1/contrib/ossec_report. txt
.1/contrib/ossec2mysql. sql
.1/contrib/ossecmysql.pm
.1/contrib/compile_alerts. txt
.1/contrib/ossec-testing/
.1/contrib/ossec-testing/runtests.py
.1/contrib/ossec-testing/tests/
.1/contrib/ossec-testing/tests/named. 1ni
.1/contrib/config2xml

5.

1/contrib/add_localfile.sh

preuss@linux-msctc:~/Downloads> 1s
abiword-2.6.6-11.3.1586.rpm 1perf-2.0.5 tar.gz
cutecom-0.22.0. tar.gz ossec-hids-2.5.1
ebook-tools-0.2.1.tar.gz ossec-hids-2.5.1.tar.gz
preuss@linux-msctc:~/Downloads> cd ossec-hids-2.5.1/
preuss@linux-msctc:~/Downloads/ossec-hids-2.5.1> su
Password:

linux-msctc: /home/preuss/Downloads/ossec-hids-2.5.1 # 1s
active-response contrib etc .hgtags LICENSE
BUGS CONTRIBUTORS .hg_archival.txt INSTALL README
CONFIG doc .hgignore install.sh
linux-msctc: /home/preuss/Downloads/ossec-hi1ds-2.5.1 # [

ossec-wui-0, 3, tar.

’

fa

.ec-hids-2.5.1: bash
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ux-msctc - VN

File Edit View Scrollback Bookmarks Settings Help

fa

ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.
ossec-hids-2.

vmonuonunununun oo un o

are yer File  « Virtuz achine -~ Help «

ossec-hids-2.5.1 : bash

.1/contrib/ossectop.pl
.1/contrib/compile_alerts.pl
.1/contrib/ossec-batch-manager.pl
.1/contrib/ossec_report. txt
.1/contrib/ossec2mysql. sql
.1/contrib/ossecmysql.pm
.1/contrib/compile_alerts. txt
.1/contrib/ossec-testing/
.1/contrib/ossec-testing/runtests.py
.1/contrib/ossec-testing/tests/
.1/contrib/ossec-testing/tests/named. 1ni
.1/contrib/config2xml

5.

1/contrib/add_localfile.sh

preuss@linux-msctc:~/Downloads> 1s
abiword-2.6.6-11.3.1586.rpm 1perf-2.0.5 tar.gz
cutecom-0.22.0. tar.gz ossec-hids-2.5.1
ebook-tools-0.2.1.tar.gz ossec-hids-2.5.1.tar.gz
preuss@linux-msctc:~/Downloads> cd ossec-hids-2.5.1/
preuss@linux-msctc:~/Downloads/ossec-hids-2.5.1> su
Password:

linux-msctc: /home/preuss/Downloads/ossec-hids-2.5.1 # 1s
active-response contrib etc .hgtags
BUGS CONTRIBUTORS .hg_archival. txt INSTALL

ossec-wui-0, 3, tar.

LICENSE
README

CONFIG

doc .hgignore

install.sh

sSrc

linux-msctc: /home/preuss/Downloads/ossec-hids-2.5.1 # ./1install.sh [

’

.ec-hids-2.5.1: bash
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ux-msctc - VMware Player - 7

'7 & ossec-hids-2.5.1 : install.sh

File Edit View Scrollback Bookmarks Settings Help

ebook-tools-0.2.1.tar.gz ossec-hids-2.5.1.tar.gz
preuss@linux-msctc:~/Downloads> cd ossec-hids-2.5.1/
preuss@linux-msctc:~/Downloads/ossec-hids-2.5.1> su
Password:

B active-response
BUGS

contrib
CONTRIBUTORS

etc
.hg_archival. txt

.hgtags
INSTALL
install.sh

CONFIG
linux-msctc: /home/preuss/Downloads/ossec-hids-2

.

fa

* ok
* %k
* %k
* ok
* %k
* %k
* ok
* %k
* %k
* ok
* %k
* %k
* ok
* %k

doc .hgignore

Para instalagdo em portugués, escolha [br].
BERAPYHITER, MEE [cn].

Fur eine deutsche Installation wohlen Sie [de].
Mo eykoaTacTaon ora EAANvika, emiielTe [el].

For installation in English, choose [en].

Para instalar en Espafiocl , eliga [es].

Pour une 1installation en frangais, choisissez [fr]
Per 1'installazione 1n Italiano, scegli [1t].
BEABTAVAF=)LLUET . EBRLULTTFEZL . [jp].
Voor installatie in het Nederlands, kies [nl].
Aby 1nstalowac w jezyku Polskim, wybierz [pl].

AnAa MHCTpyKUMA NO yCTaHOBKe Ha pycckom ,eBeante [ru].

Za instalaciju na srpskom, 1i1zaberi [sr].
Turkge kurulum 1¢in segin [tr].

(en/br/cn/de/el/es/fr/it/jp/nl/pl/ru/sr/tr) [en]: N

’

...8-2.5.1 : install.sh

— R, STETR——. —

- )ssec-hids-2.5.1 : install.sh

LICENSE
README
src

./1install.sh
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’7 & ossec-hids-2.5.1 : install.sh

File Edit View Scrollback Bookmarks Settings Help
OSSEC HIDS v2.5.1 Installation Script - http://www.ossec.net

You are about to start the installation process of the OSSEC HIDS.
You must have a C compiler pre-installed 1in your system,.
If you have any questions or comments, please send an e-mail

. to dcid@ossec.net (or daniel.cid@gmail.com).

User: root

. System: Linux linux-msctc 2.6.34.7-0.7-desktop
Host: linux-msctc

H -- Press ENTER to continue or Ctrl-C to abort. --

...8-2.5.1 : install.sh

-

|




ux-msctc - VMware Player - -
’7 & ossec-hids-2.5.1 : install.sh

File Edit View Scrollback Bookmarks Settings Help
OSSEC HIDS v2.5.1 Installation Script - http://www.ossec.net

You are about to start the installation process of the OSSEC HIDS.
You must have a C compiler pre-installed 1in your system,.
If you have any questions or comments, please send an e-mail

. to dcid@ossec.net (or daniel.cid@gmail.com).

User: root

. System: Linux linux-msctc 2.6.34.7-0.7-desktop
Host: linux-msctc

H -- Press ENTER to continue or Ctrl-C to abort. --

1- What kind of installation do you want (server, agent, local or help)? localll

...8-2.5.1 : install.sh

-

‘"
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'7 & ossec-hids-2.5.1 : install.sh
File Edit View Scrollback Bookmarks Settings Help
OSSEC HIDS v2.5.1 Installation Script - http://www.ossec.net

You are about to start the installation process of the OSSEC HIDS.
You must have a C compiler pre-installed in your system.
If you have any questions or comments, please send an e-mail

, to dcid@ossec.net (or daniel.cid@gmail.com).

User: root

' System: Linux linux-msctc 2.6.34.7-0.7-desktop
Host: linux-msctc

H -- Press ENTER to continue or Ctrl-C to abort. --

1- What kind of installation do you want (server, agent, local or help)? local
- Local 1installation chosen.
2- Setting up the installation environment.

- Choose where to install the 0SSEC HIDS [/var/ossec]: [}

...8-2.5.1 : install.sh

— W, Ereve——m e

. install.sh




t§ inux-msctc - VN

File Edit View Scrollback Bookmarks Settings Help

You must have a C compiler pre-installed in your system.
If you have any questions or comments, please send an e-mail
to dcid@ossec.net (or daniel.cid@gmail.com).

are yer File  + Virtuz achine ~ Help ~

ossec-hids-2.5.1 : install.sh

System: Linux linux-msctc 2.6.34.7-0.7-desktop
User: root

Host: linux-msctc

-- Press ENTER to continue or Ctrl-C to abort. --

1- What kind of installation do you want (server, agent, local
- Local 1installation chosen.
2- Setting up the installation environment.
- Choose where to 1nstall the 0SSEC HIDS [/var/ossec]:
- Installation will be made at /var/ossec .
3- Configuring the OSSEC HIDS.
3.1- Do you want e-mail notification? (y/n) [y]: |

' ..5-25.1 :install.sh

— W, Ereve——m e

. install.sh

or help)? local




t§ inux-msctc - VN

File Edit View Scrollback Bookmarks Settings Help

You must have a C compiler pre-installed in your system.
If you have any questions or comments, please send an e-mail
to dcid@ossec.net (or daniel.cid@gmail.com).

are yer File  + Virtuz achine ~ Help ~

ossec-hids-2.5.1 : install.sh

System: Linux linux-msctc 2.6.34.7-0.7-desktop
User: root

Host: linux-msctc

-- Press ENTER to continue or Ctrl-C to abort. --

1- What kind of installation do you want (server, agent, local
- Local 1installation chosen.
2- Setting up the installation environment.
- Choose where to 1nstall the 0SSEC HIDS [/var/ossec]:
- Installation will be made at /var/ossec .
3- Configuring the OSSEC HIDS.
3.1- Do you want e-mail notification? (y/n) [y]: g |

' ..5-25.1 :install.sh
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- System: Linux linux-msctc 2.6.34.7-0.7-desktop
- User: root
- Host: linux-msctc

F -- Press ENTER to continue or Ctrl1-C to abort. --

1— What kind of installation do you want (server, agent, local or help)?

- Local installation chosen.

2- Setting up the installation environment.
- Choose where to install the 0SSEC HIDS [/var/ossec]:
- Installation will be made at /var/ossec .
3- Configuring the OSSEC HIDS.
3.1- Do you want e-mail notification? (y/n) [y]: n
--- Email notification disabled.
3.2- Do you want to run the integrity check daemon? (y/n) [y]l:
[ ..5-2.5.1 :install.sh
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-- Press ENTER to continue or Ctrl1-C to abort. --

1- What kind of installation do you want (server, agent, local or help)? local

- Local installation chosen.

2— Setting up the installation environment.

- Choose where to i1nstall the 0SSEC HIDS [/var/ossec]:

H - Installation will be made at /var/ossec .
3- Configuring the OSSEC HIDS.
3.1- Do you want e-mail notification? (y/n) [y]: n
--- Email notification disabled.
3.2- Do you want to run the integrity check daemon? (y/n) [y]:
- Running syscheck (integrity check daemon).
3.3- Do you want to run the rootkit detection engine? (y/n) [yl: W

' ..5-25.1 :install.sh
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- Installation will be made at /var/ossec .

3- Configuring the OSSEC HIDS.

,‘ 3.1- Do you want e-mail notification? (y/n) [y]: n

3.2- Do you want to run the integrity check daemon? (y/n) [y]:

' --- Email notification disabled.
H - Running syscheck (integrity check daemon).

3.3- Do you want to run the rootkit detection engine? (y/n) [y]:
- Running rootcheck (rootkit detection).

3.4- Active response allows you to execute a specific
command based on the events received. For example,
you can block an IP address or disable access for
a specific user.

More information at:
http://www.ossec.net/en/manual . html#active-response

- Do you want to enable active response? (y/n) [y]: W

' ..5-25.1 :install.sh
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3.3- Do you want to run the rootkit detection engine? (y/n) [y]:

- Running rootcheck (rootkit detection).
|
‘ 3.4- Active response allows you to execute a specific
, command based on the events received. For example,
you can block an IP address or disable access for
a specific user,
More information at:
http://waww.ossec.net/en/manual . html#active-response

Do you want to enable active response? (y/n) [y]:

- Active response enabled.

By default, we can enable the host-deny and the
firewall-drop responses. The first one will add

a host to the /etc/hosts.deny and the second one
will block the host on iptables (if 1linux) or on
ipfilter (1 f Solaris, FreeBSD or NetBSD).

They can be used to stop SSHD brute force scans,
portscans and some other forms of attacks. You can
also add them to block on snort events, for example.

Do you want to enable the firewall-drop response? (y/n) [y]: B

...8-2.5.1 : install.sh
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a specific user,
More information at:
http://www.ossec.net/en/manual . html#active-response

‘ Do you want to enable active response? (y/n) [y]:

- Active response enabled.

By default, we can enable the host-deny and the
firewall-drop responses. The first one will add

a host to the /etc/hosts.deny and the second one
will block the host on iptables (if linux) or on
ipfilter (if Solaris, FreeBSD or NetBSD).

They can be used to stop SSHD brute force scans,
portscans and some other forms of attacks. You can
also add them to block on snort events, for example.

Do you want to enable the firewall-drop response? (y/n) [vy]:
- firewall-drop enabled (local) for levels >= 6

Default white list for the active response:
- 192.168.5.1

Do you want to add more IPs to the white list? (y/n)? [n]: |

...8-2.5.1 : install.sh
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portscans and some other forms of attacks. You can
also add them to block on snort events, for example.

- Do you want to enable the firewall-drop response? (y/n) [y]:

- firewall-drop enabled (local) for levels >= 6

- Default white list for the active response:
- 192.168.5.1

- Do you want to add more IPs to the white list? (y/n)? [n]:

H 3.6- Setting the configuration to analyze the following logs:
-- /var/log/messages
-- /var/log/mail. info

If you want to monitor any other file, just change
the ossec.conf and add a new localfile entry.

Any questions about the configuration can be answered
by visiting us online at http://www.ossec.net .

--- Press ENTER to continue ---

...8-2.5.1 : install.sh
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make[l]: Entering directory “~/home/preuss/Downloads/ossec-hids-2.5.1/src/external
/z11b-1.2.3"

gcc -c -g -Wall -I../../ -1../../headers
SE_OPENSSL -DUSEINOTIFY
ar cru libz.a *.o0
ranlib libz.a

make[l]: Leaving directory “~/home/preuss/Downloads/ossec-hids-2.5.1/src/external/
zlib-1.2.3"

make[l]: Entering directory “/home/preuss/Downloads/ossec-hids-2.5.1/src/external
/z11b-1.2.3"

cp -pr zlib.h zconf.h .
cp -pr libz.a ../
make[l]: Leaving directory "“~/home/preuss/Downloads/ossec-hids-2.5.1/src/external/
zlib-1.2.3"

-DDEFAULTDIR=\"/var/ossec\" -DLOCAL -DU
-DARGVO=\"z11b\" -DXML_VAR=\"var\" -DOSSECHIDS *.c

/.. /headers/

*** Making os_xml ***

make[l]: Entering directory “~/home/preuss/Downloads/ossec-hids-2.5.1/src/os_xml'
gcc -DXML_VAR=\"var\" -g -Wall -I../ -I../headers -DDEFAULTDIR=\"/var/ossec\" -D
LOCAL -DUSE_OPENSSL -DUSEINOTIFY -DARGVO=\"0os_xm1l\" -DXML_VAR=\"var\" -DOSSECH
IDS -c os_xml.c os_xml_access.c os_xml_node_access.c os_xml_variables.c os_xml_wr
iter.c

' ..5-25.1 :install.sh
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- System 1s Suse Linux.
- Init script modified to start OSSEC HIDS during boot.

- Configuration finished properly.

- To start OSSEC HIDS:
/var/ossec/bin/ossec-control start

- To stop OSSEC HIDS:
/var/ossec/bin/ossec-control stop

- The configuration can be viewed or modified at /var/ossec/etc/ossec.

Thanks for using the OSSEC HIDS.

If you have any question, suggestion or i1f you find any bug,
contact us at contact@ossec.net or using our public maillist at
ossec-list@ossec.net

( http://www.ossec.net/main/support/ ).

More information can be found at http://www.ossec.net

--- Press ENTER to finish (maybe more information below). ---

...8-2.5.1 : install.sh
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- Init script modified to start OSSEC HIDS during boot.

- Configuration finished properly.

- To start OSSEC HIDS:
/var/ossec/bin/ossec-control start

- To stop OSSEC HIDS:
/var/ossec/bin/ossec-control stop

- The configuration can be viewed or modified at /var/ossec/etc/ossec.conf

Thanks for using the OSSEC HIDS.
If you have any question, suggestion or 1f you find any bug,

contact us at contact@ossec.net or using our public maillist at
ossec-list@ossec.net

( http://www.ossec.net/main/support/ ).
More information can be found at http://www.ossec.net

--- Press ENTER to finish (maybe more information below). ---

yssec-hids-2.5.1 # |}

a ..ec-hids-2.5.1  bash
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- To start OSSEC HIDS:
/var/ossec/bin/ossec-control start

‘ - To stop OSSEC HIDS:
/var/ossec/bin/ossec-control stop

' - The configuration can be viewed or modified at /var/ossec/etc/ossec.conf

Thanks for using the OSSEC HIDS.

H If you have any question, suggestion or 1f you find any bug,
contact us at contact@ossec.net or using our public maillist at
ossec-list@ossec.net
( http://www.ossec.net/main/support/ ).

More information can be found at http://www.ossec.net

--- Press ENTER to finish (maybe more information below). ---

linux-msctc: /home/preuss,

bash: cd: /var/ossec/log: No such file or directory

linux-msctc , ads/ossec-hids-2.5.1 # c¢d /var/ossec/logs/
L1nux ' ' c/

a ..ec-hids-2.5.1  bash
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/var/ossec/bin/ossec-control start

1>

- To stop OSSEC HIDS:
/var/ossec/bin/ossec-control stop

- The configuration can be viewed or modified at /var/ossec/etc/ossec.conf

Thanks for using the OSSEC HIDS.

If you have any question, suggestion or i1f you find any bug,
contact us at contact@ossec.net or using our public maillist at
ossec-list@ossec.net

( http://www.ossec.net/main/support/ ).

B
c
-
.

More information can be found at http://www.ossec.net

--- Press ENTER to finish (maybe more information below). ---

linux-msctc: /home/preuss/Downloads/ossec-hids-2.5.1 # c¢d /var/ossec/log

bash: cd: /var/ossec/log No such file or directory

11HUx—m5c__..h m~.;1~u /Downloads/ossec-hids-2.5.1 # c¢d /var/ossec/logs/

linux-msctc: /var, :Sccf ogs # ls [:

alerts arch1 res  firewall ossec.log

linux-msctc:/var/ossec/logs # less ossec.log [ et

_ec-hids-25.1: bash As your system is running, more log files will

appear at this location.
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