This pdf shows the a way to run OpenVAS by connecting to the class OpenVAS server. You must have permission from the network owner before running these
tests. Remember you must have non-repudiation in your permission.

This example uses the class OpenSUSE server configured by the instructor.
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Please enter the targets to scan: Collapse all
| 192.168.5 4] |

ime | Silent

Warning: Please make sure you are allowed to scan these hosts!
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¢ Security Note
7 Log Message

<E] e % Report for scope: Vines (Task: Vines Test)
- Comments Options Report
Host/Port/Severity v (Reported by NVT "Record route” (1.3.6.1.4.1.25623.1.0.12264)

~

il < 9 general/icmp E
v ¢ ftp (21/tcp)
¢ Security Note
v 7 general/HOST-T
7 Log Message
P~ general/CPE
b ident (113/tcp)

<[ >
> \Scan took place from Wed Mar 23 17:15:05 2011 to Wed Mar 23 17:32:45 2011

<L

Message log
A AULNUTS. IREHduu Deldisull, THuinds Alghiuser ngin, JJdii=-\wnver vvaylier, peifnidiu merLuy, viieriel AUl | OoL-OUppulL), Diuee velueiaine (rie/ieridil

[Wed Mar 23 17:11:05 2011] Error: Login failed
[Wed Mar 23 17:11:59 2011] Info: Found and enabled 20808 new plugins.

- not connected El

v

A OpenVAS-Clien ( =« P 0

=@l vmware



o -

(X @ OpenVAS-Client

Eile View Manager Task Scope Report Extras Help

(<
0
(X

) Rename scope: Vines (Task: Vines Test
°R® < C 7 bl |
— ® Delete s Options Report
Name - .
: i ISeveri v Reported by NVT "Record route" (1.3.6.1.4.1.25623.1.0.12264):
Global OTP Settings < | 2 Override severities ty ‘
< Vines Test mport .168.54 Here is the route recorded between 192.168.5.12 and 192.168 5.
= vines I Export 192.168.54.

| [Report 20110323-173407] =N, 2 Security Note

v =sh (22/tcp)

v ¢ generalftcp
¢ Security Note
7 Log Message

v ¢ generallicmp
® Security Note
v ¢ ftp (21/tcp)
¢ Security Note
v 7 general/HOST-T
7 Log Message
P~ general/CPE
b ident (113/tcp)

r

<|

< N B \Scan took place from Wed Mar 23 17:15:05 2011

Message log

A AULNIUTS. IREHdud Deldisull, THuinds AlgHiuser ngin, Jdii=-\wnver vvaylier, Derinidiu merLuy, ivierer Al

[Wed Mar 23 17:11:05 2011] Error: Login failed
[Wed Mar 23 17:11:59 2011] Info: Found and enabled 20808 new plugins.

v

<|

not connected

Flease select export, so you may have a copy of
the report.

g (g (o9 Ty P i )1 are



g e

iy Inux-msctc - VMware Player - - hine v Help ~ .
¢( \&/ ?( - Export Report v) &)X 9 @ 65 ’41
Eile View M New Folder | Delete File | Rename File
Task: Vines Test
\ﬁ 3 /home/preuss/Documents + ks I TS
- , — | ~ eport
Hame Faers g |Ees 71| v | Reported by NVT "Record route” (1.3.6.14.1.25623.1.0.12264):
Global OTH  / dragon01_02252011 p—
< Vines Test| / dragon02_02252011_hub Here is the route recorded between 192.168.5.12 and 192.168.5.
< Vines tmp/ " hosts 192.168.54.
P | 192.168.54.

- New Document.ott .e i

New Spreadsheet.ots

|| new.ixt _
- ERE— - v E
Export Options =
Report file format : XML v :
Selection: /home/preuss/Documents i
1
| openvas_1| .
[ ¥ OK ] @Cancel | T
‘ 7 L0y Viessage
b » general/CPE [ h
: Flease save the file as XML if you need to submit
b ident (113/tcp) the report for reading.
<[____| Please save the report as NBE if you plan to h >
< ) s Scan took place from Wed Mar 23 17:15:0  "&V&¥ the finding in OpenVAS.
Message log
A AULTIUTS. IREHduu Deldisull, THuiids AlgHiuser ngin, Jdii=-\wnver vvaylier, peiidiu merLuy, ivie < 1dl
[Wed Mar 23 17:11:05 2011] Error: Login failed
[Wed Mar 23 17:11:59 2011] Info: Found and enabled 20808 new plugins.
<\ >
- not connected —J El

4 =<4 IPH 20

=@l vmware



ux-msctc - VMware Player - -

r ./ Documents : bash

File Edit View Scrollback Bookmarks Settings Help

preuss@linux-msctc:~> 1s

archive. tgz Documents Music preussl. txt tar_list.txt testd. txt
bin Downloads newl.doc preuss2.txt Templates testmdS. txt
cptr2224. txt HOSTNAME.bak new3.doc Fublic testl. txt Videos
cptr2236. txt mdStest.txt new.txt public_html test2.txt

Desktop me. txt Pictures set.txt test3. txt
preuss@linux-msctc:~> cd Documents/

preuss@linux-msctc:~/Documents> 1s

dragon®l 02252011 New Document.ott nmap_scanl.xml test.gz
dragon®2 02252011 hub New Spreadsheet.ots openvas_1.xml tmp

hosts new. txt stream?2
preuss@linux-msctc:~/Documents> less openvas_1.xml
preuss@linux-msctc:~/Documents> less openvas_l.xml
preuss@linux-msctc:~/Documents> 1s

dragon®l 02252011 New Document.ott nmap_scanl.xml stream2
dragon®2 02252011 hub New Spreadsheet.ots openvas_l.nbe  test.gz

hosts new. txt openvas_1.xml tmp
preuss@linux-msctc:~/Documents> |

Documents : bash

-

e ks Y - 2) App [@|Documents bash |




	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

