How to obtain an individual certificate from an Active Domain Certificate Server

These slides show how to obtain an individual (the system calls you a user. sigh) certificate from a certificat
authority in the domain.

Preuss
1042642012




A

'_:: win7_x64_libreoffice-mailmerge - VMware Player (Non-commercial use only)

Player «

Recycle Bin

In this example. start your computer. The

computer does not need to be a membe
Adobe Reader computer of the domain. This computer is not
a member of the domain.

b x

LibreOffice
36

@

Mozilla
Firefox

Angry Birds

.3

VLC media
player

™

a '3 ) 1147 AM




UE win7_x64_libreoffice-mailmerge - VMware Player (Non-commercial use only) l’c’ (=] Iﬁj
Player + v /) W [ «

-
Recycle Bin

<

Adobe Reader
X

2

LibreOffice
36

Moazilla
Firefox

Angry Birds

2

VLC media
player

r. |

@ Mozilla Firefox Start Page

S about:home

This example is using Firefox to obtain the
certificate.

You may need to experiment with different
browsers.
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The example now connects to Willkommen

http:#/peru.dragon local/certsry B enue Vitejte

Tervetuloa
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(Yes. It really should be | ©AE p——
: g hitpsi//peru.dragon.local. but ...) T
LibreOffic

36 : : A
The example will enter a valid logon for the Benvenuto

domain.
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Authentication Required

Mozilla .,
Firefox Enter username and password for http://peru.dragon.local

User Name:

Password:
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Microsoft Active Directory Certificate Services - dragon-PERU-CA

EIL\—' Welcome
Adobe Reader ) ) ] L ) ) )
X Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your
Identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you
request, perform other security tasks.

m‘ You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or
LibreOffice to view the status of a pending request.

36
For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a certificate |
Mozilla View the status of a pending certificate request This is the first web page after the logon. The
Enciox Download a CA certificate, certificate chain, or CRL exil_mple will choose the Request a certificate
option.
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EIL\—' Request a Certificate
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User Certificate

‘ Or, submit an advanced certificate request.
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The example chooses the easy option. Use
Certificate.
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EIL\—‘ User Certificate - Identifying Information

Adobe Reader
X No further identifying information is required.

‘ Please select a key strength:
Key Strength: High Grade
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LibreOffice =
36 | Submit>

The example does not change the Kkey
strength. The decision is really yours. The
example submits the request.
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Microsoft Active Directory Certificate Services - dragon-PERU-CA

Certificate Issued

The certificate you requested was issued to you.

Install this certificate

' Save response

The example chooses Install this cetificate.
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Adobe Reader i i
X The certificate you requested was issued to you.

%=1 |nstall this certificate

I’ Save response
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Your personal certificate has been installed. You should keep a backup copy of this certificate.
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Allow Scripts Globally (dangerous)

The certif Options...
About NoScript 2.5.6...
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Save response

The example runs no script. The example
needs to allow the scripts from the certificate
server to run.
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X The certificate you requestedr

Options

1 Install this certifica J _=
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m‘ Save response General Tabs Content  Applications  Privacy  Security Sync Advanced

LibreOfig : Startup
3.6 . .
The example opens Firefox OphonS page. When Firefox starts: ‘ Show my home page v ‘

. Don't load tabs until selected
(e

N~
[J™ Home Page:

'I\:/?Oi’ ‘ Use Current Page ‘ ’ Use Bookmark... ‘ [ Restore to Default
ire

Downloads

— V| Show the Downloads window when downloading a file
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Angry @ Savefilesto g Downloads Browse...

Always ask me where to save files

Close it when all downloads are finished

] Add-ons
m Change options for your add-ons

VLC media
player

[ Manage Add-ons... ‘

OK ‘ ‘ Cancel ’ ‘ Help
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Adobe Reader _
X The certificate you requestedr

Options

Install this certifica J = B ,\',

) — : General Tabs Content  Applications  Privacy  Security Adv;nced
Lib

The example selects the advance setting fol ' General | Network | Update | Encryption |
options.

Accessibility

The e}{ample selects the encr)rpﬂon tab. | Always use the cursor keys to navigate within pages
| Search for text when I start typing

The example selects the vyiew certificatecs | Warn me when websites try to redirect or reload the page
button.

Browsing

V| Use autoscrolling

V| Use smooth scrolling

V| Use hardware acceleration when available

V| Check my spelling as I type

System Defaults
V| Always check to see if Firefox is the default browser on startup Check Now

/| Submit crash reports
VLC media

W | Submit performance data

OK | ‘ Cancel ’ ‘ Help
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Certificate Issued

The certificate you requested

Options

1 I W e— |

@ Certificate Manager

Save rg =
LibreOffice Your Certificates | People ’ Servers ‘ Authorities ‘ Others
36

You have certificates from these organizations that identify you:

Certificate Name Security Device Serial Number Expires On
- adragon-PERU-CA
abby albatross Software Security Device 24:03:01:25:00:00:00:0... 12/28/2012
Mozilla

Firefox

The example selects the Your Certificates
M tab. The certificate you just requested should

be here. The example has Abby Albatross
certificate installed.
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Your Certificates People‘ Servers | Authorities | Others

You have certificates from these organizations that identify you:

Certificate Name Serial Number

adragon-PERU-CA

Security Device

o e e e B
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Expires On

| View.. | | Backup.. | |BackupAll..| | Import.. | | Delete.. |
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The example selects abby's certificate to view
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Adobe Reader i
X The certificate y|

General | Details

Could not verify this certificate for unknown reasons.

°_:$"‘ jocta Issued To

@ C Common Name (CN) abby albatross s
I’ Save re ’j Organization (O) <Not Part Of Certificate> ianced
LibreOffice Y Organizational Unit (OU) ZAM
36 | [} Serial Number 24:03:01:25:00:00:00:00:00:0C

Issued By

The example iIs yviewing the general tab o
Abby's cerificate.

F8:74:F3:2C:57:61:BA:AT:FA

“A-60-FF:2F-
Angry Birds 4:60:EF:3E:5C

2

VLC media
player

a [m 93 () 11:51 AM




Cﬂ win7_x64_libreoffice-mailmerge - VMware Player (Non-commercial use only) | == X ’

Player + v [ «

—d

rg rirefox v

&= || Microsoft Active Directory Certificate Ser...| =+

Recycle Bin e S veru.dragon.local/c

Microsoft Active [ ' =
— Certificate Viewer:"abby albatross's ID"

@ v Certificate Issu

Adobe Reader .
X The certificate Yl Certificate Hierarchy

General | Details
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The example iIs yviewing the details tab
Abby's certificate.
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