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Learn what Gpg4win is and read more about
the features of our solution!

About Gpgdwin »

hre solution...

hgdwin (GNU Privacy Guard for Windows) is Free Software

v mouse clicks.

Getting started

We help you to use Gpgdwin. Learn the
basics about Gpg4win and get in the world of
cryptography. The best point to start is with
the illustrative Gpgdwin Compendium.

Go to the Gpgdwin Compendium »

Join the community

Gpgdwin is Free Software. Join the
community! We recommend subscribing to the
Gpgd4win announcement mailing list to be
automatically informed about new releases
and other important Gpgdwin news.

Go to the community »
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What's new I ) } ) ‘
About Gpg4win Community

Version 3

Home » Download

Download Gpg4win 3.1.10 (2019-07-14)

You can also use this installer to update an older version. Keys and configration will be kept.

Please donate for Gpg4win to support maintenance and development!
Pay what you want! — Thank you!

Donate with Bank transfer details:

O PayPal Receiver: Intevation GmbH

IBAN: DE33 2654 0070 0539 2006 00

BIC: COBADEFFXXX (Commerzbank Osnabriick)
@® Bank transfer Reference: "Gpg4win donation”

O Bitcoin

Please contact us if you need an invoice (for more than 100.-
EUR/USD only).

After making transfer: Download Gpg4win 3.1.10

The presentation selects "Bank transfer”, then "Download
Gpg4win 3.1.10" as shown.
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About Gpg4win

Opening gpg4win-3.1.10.exe

You have chosen to open:

(5] gpgdwin-3.1.10.exe

which is: Binary File (27.7 MB)
from: https://files.gpgdwin.org

Would you like to save this file?

x_—

g Gpg4win.

Ck here.

Save File

Cancel

A\
Get started — your nq Esteps:

The presentation selects "Save File" as shown.
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Features

System Requirements
Documentation
Screenshots

Privacy Policy

Gpgdwin installer!

Kleopatra. Sign/encrypt a file and email to yourself for testing.
lethod (see chapter 1-5 in Gpgdwin Compendium).

Ir problems to Gpgdwin Community.

Community
Community
Contribute to Gpg4win
- Reporting Bugs

- Building of Gpg4win
- Maintaining Website
- Translating Gpg4win

E -

Misc

Donate

License

Source Code

\.A.fiki

Development Platform
Short Study Gpg4win
Links

Contributors

Legal Notice
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< Downloads

=| Documents
| Pictures

%] Documents

The presentation
administrator.
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runs

Name

v Today (2)

Date modified

Q gpgdwin-3.1.1°
' weather-data

v Last week (1)

ﬂ%’ Hasher(1).exe

Open

® Run as administrator
Troublesha patibility
Pin to Start

Defender...

the gpg4win installation as
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Rename

Properties

Type

Application

Compressed (zipp...

Application

Application
Application
Application
Configuration sett...

Application

1,414 KB
35,004 KB
28,189 KB

Application
Application

Application

Search Downloads
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User Account Control

Do you want to allow this app to make
changes to your device?

M Gpg4win: The GNU Privacy Guard and Tools

== for Windows

Verified publisher: Intevation GmbH
File origin: Hard drive on this computer

Show more details

To continue, enter an admin user name and password.

tpreuss

[Paowrs |

CSCI1110-F201S\tpreuss

The presentation provides the administrator password to
continue.
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Gpg4win

GnuPG for Windows

Moazilla
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The presentation selects "Next" to continue.
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Welcome to the installation of
Gpg4win

Gpa4win is an installer package for Windows for EMail and
file encryption using the core component GnuPG for
Windows. Both relevant cryptography standards are
supported, OpenPGP and S/MIME. Gpg4win and the
software induded with Gpg4win is Free Software.

Click Next to continue.

This is Gpg4win version 3.1.10
Release date 2013-07-14

A T dx

8:02 PM
10/28/2019

[}



Recycle Bin

\J \
Alternate
HASH-Gen...

Moazilla
Thunderbird

The presentation selects all the components. The
presentation selects "Next" to continue.
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Gpgdwin Setup

Choose Components

Check the components you want to install and uncheck the components you don't want to

install. Click Next to continue.

Select components to install:

Space required: 101.9MB

GnuPG
Kleopatra

GpgOL
GPgEX
Browser integration

Choose which features of Gpg4win you want to install.

Description
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Firefox Choose Install Location
Choose the folder in which to install Gpg4win.
Setup will install Gpg4win in the following folder. To install in a different folder, dick Browse
and select another folder. Click Install to start the installation.
Mozilla
Thunderbird

E, Destination Folder

PUTTY :\Program Files (x86)\Gpg4win Browse...

Space required: 101.9MB
Space available: 35.1GB

The presentation does not change the destination folder. The
presentation only selects "Install" to continue.

< Back Install Cancel
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”
) Completed
&
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Open
Print
g Edit
Kleopatra

Sign and encrypt
¥ More GpgEX options

Once the installation is complete, the presentation selects
"Next" to continue.
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Gpg4win

» GnuPG for Windows
W,
£

GPA

Kleopatra

The presentation unselects all the options as shown. The
presentation selects "Finish" to continue.
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Completing the Gpg4win Setup
Wizard

Gpg4win has been installed on your computer.

Click Finish to dose this wizard.

[ ]Run Kleopatra

[ ] Show the README file

Go to Gpg4win's webpage

Cancel
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E\ [ Get Messages v # Write v [ Chat aAddress Book ‘ © Tag v | Y QuickFi _ Search <Ctrl+ K>

v &< tim.preuss04@gmail.com & ‘ R Unread YY Starred /R Contact § The presentation right clicks in the light blue area to getthe | <.

menu shown. The presentation selects "Menu Bar" to getthe |
menu shown.
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Saved Files
Add-ons
Add-on Optitshs
Activity Manager
Chat status

Join Chat...

Message Filters
Run Filters on Folde

Run Filters on Messd

Run Junk Mail Contr

Delete Mail Marked

Import...

Developer Tools

Ctrl+Shift+B

v

Ciel . |

Clear Recent History.™

Account Settings
Options

The presentation selects "Add-on" from the "Tools"
menu.

fhese messages < Ctrl+Shift+K>
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+ .
¢¢ Recommendations Legacy extensions must be updated to be compatible with Thunderbird 68.1.2. Learn more...

*‘ Extensions ¢ The presentation selects "Extensions” in the Add-ons
Manager. Disable Remove
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. The presentation enters "enigmail” in the extension search |
¢¢ Recommendation§ box as shown. ith Thunderbird 68.1.2. Learn more...
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@\ @ https://addons.thunderbird.net/en-GB/thunderbird/search/?q=enigmail
Register or Login | Other Applications

g Add-ons CET R >

HASH-Gen...
EXTENSIONS THEMES COLLECTIONS MORE...

Welcome to Thunderbird Add-ons. Add extra features and styles to make Thunderbird your own.

Search Results for "enigmail"

CATEGORY >ort by: Relevance | Most Users | Top Rated | Newest | More ~
All Add-ons

Enigmail + Add to Thunderbird

_ OpenPGP message encryption and authentication for
Any Thunderbird Thunderbird and SeaMonkey.

All Systems (240) - 119,705 users

WORKS WITH

ThModzillg‘ ; TAG The presentation selects "Add to Thunderbird" option for
unaeroir . .
All Tags Mail Merge Enigmail.

;.35 a3 tching result Create and Save or Sen
matching resurts Personalized Messages

(174)- 62,438

PUTTY

Mail Redirect £

Allow to redirect (a.k.a. v

[ﬁ] Today Pane A

. 805 PM
(] | -
H—Jl © Type here to search A T ds 1000010 J




Recycle Bin

2\

Alternate
HASH-Gen...

Moazilla
Thunderbird

=

PUTTY

7

1 15 Player (Non-commercial use onl

File Edit View Go Message Eventsand Tasks Tools Help

 [Gmail]

| *- Add-ons Manager X | # enigmail :: Search :: Add-or X

@ https://addons.thunderbird.net/en-GB/thunderbird/search/?q=enigmail

-l © Type here to search

& = E

= £) @)

ig Add-ons

EXTENSIONS THEMES COLLECTIONS MORE...

Welcome to Thunderbirg

CATEGORY
All Add-ons

WORKS WITH

The presentation selects "Add" to add enigmail.

Any Thunderbird
All Systems

TAG
All Tags

92 matching results

*. Add Enigmail?

4, enigmail

pplications

mv" — vvavv
Thunderbird and SeaMonkey.

(240) - 119,705 users

Mail Merge

Create and Save or Send Multiple Individual and
Personalized Messages from a Draft

(174) - 62,438 users

Mail Redirect

Allow to redirect (a.k.a. "remail”) mail messages to other

4+ Add to Thunderbird

4+ Add to Thunderbird

v
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Register or Login | Other Applications

‘ Ad d -O n Enigmail Setup O X >

EXTENSIONS THEMES COLL
It locks like you started Enigmail for the first time on this computer. In order to use En

Looking for GnuPG ...
Welcome to Thunderbird Add-ons. 2

Searc

CATEGORY

The presentation watches the screen.
4+ Add to Thunderbird

Moazilla
Thunderbi

4+ Add to Thunderbird

) Eersonalized Messages from a Draft

(174) - 62,438 users
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Alternate
HASH-Gen...

Register or Login | Other Applications

‘ Ad d -O n Enigmail Setup O X >

EXTENSIONS THEMES COLL
It locks like you started Enigmail for the first time on this computer. In order to use

Enigmail, you need to first set it up properly. This assistant will guide you through

the setup process.
Welcome to Thunderbird Add-ons. 2

Looking for GnuPG ... v

v Enigmail is now properly configured and ready to use. For further information
Sea 'Q about using Enigmail please visit cur homepage.

CATEGORY
All Add-ons

Kleopatra

3.0‘ + Add to Thunderbird

The presentation selects "Done" to continue.

4+ Add to Thunderbird

Personalized Messages from a Draft

(174) - 62,438 users

Mail Redirect 4+ Add to Thunderbird

Allow to redirect (a.k.a. "remail”) mail messages to other v
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HASH-Gen... The presentation closes the Add-on Manager.
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[Gmail] Key Manageme
Preferences The presentation selects "Preferences” under the

E : ‘ 03 Get M ® Wri hat 4
\J \ 3! Get Messages v # Wiite v LJChat 2 Engimail/p=p menu.

7 v g tim.preuss04@gmail.com & ‘ A ﬁ 8 ) [L]J
ternat
HASEIr-nGae:... (%) Inbox You may get a wizard to setup your first key pair. The

> ) [Gmall] choice is yours. You may cancel the wizard and follow
v B/ | ocal Folders the presentation.

t % [  Subject

Another option is complete the wizard, then return to
this screen to configure your engimail.
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v &< tim.preuss04@gmail.com pu
Alternate M P 9 v 4 ‘ A ﬁ 2 Q @
HASH-Gen... (*, Inbox

> ermOil'} 'l: * @ SUbjECt

Search <Ctrl+K>

O Filter these messages < Ctrl+ Shift+K>

®®  Correspondents

v M | ocal Folders

| Deleted

Enigmail/p=p Preferences

(®, Outbox Account Compatibility About

Account Security

Store Messages Securely for these accounts

Store messages securely
Enable privacy protection
Attach my key to outgoing messages

Enable protected message subjects
Kleopatra

"
The presentation sets the "Account” tab as shown.

tim.preuss04@gmail.com - TPreuss04 <tim.preuss04@gmail.com>

[] Show a warning when a message loses security through a reply or forwarding
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[Gmail]
E\ [ Get Messages v # Write v [ Chat ngddreSS Book ‘ © Tag v | Y Quick Filter Search <Ctrl+K>

Alternate vg:;tlm.preu R R ‘ R & & © 0 O Filter these messages < Ctrl+Shift+K>
HASH-Gen... () Inbox
> |) [Gmadl]

tox [ Subject °®¢  Correspondents

v B | ocal Folders
| Deleted
|1‘,0utbox Account Compatibility About

Enigmail/p=p Preferences

Enigmail Junior Mode

(O Automatically decide if Junior Mode should be used
(®):Force using S/MIME and Enigmail

(O Force using p=p (Pretty Easy Privacy)

o) PGP C tibili
pen ompatibility The presentation configures the "Compatibiltiy" tab as

shown. This is important to change the setting to be the same
as shown.

Lookup keys on server automatically
Once done, the presentation selects "Close" to continue.
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Alternate % inb Rz R
) ™ Inbox
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> |) [Gmadl]

v M | ocal Folders
| Deleted
,1, Outbox

Moazilla
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Setup Wizard
Decrypt to folder

Key Management

Quick Filter Search <Ctrl+K>

O Filter these messanes < Cirls Shift+ Ko

Edit Per-Recipient Rular

Preferences
Help
About Enigmail

The presentation selects "Preferences” option under
"Enigmail”.
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E\ [ Get Messages v # Write v [ Chat ngddreSS Book | O Tag v | Y Quick Filter Search <Ctrl+K>

v g tim.preuss04@gmail.com & ‘

Alternate 3
HASH-Gen... (=) Inbox

> |) [Gmadl]

Enigmail Preferences

ok

‘ Basic Sending Transfer Settings
v B | ocal Folders

%] Deleted Basic Settings

,1, Outbox

— Files and Directories

GnuPG was found in C:\Program Files (x86)\GnuPG\bin\gpg.exe
[ ] Override with Browse...

— Passphrase Timeout

Remember passphrase for minutes of inactivity (before needing to re-enter it)

Display Expert Settings and Menus § The presentation selects "Display Expert Settings and
Menus" option.
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Kleopatra

* The presentation does not make any changes to the "Basic"
tab settings as shown.

Moazil
Thunde

[Gmail]

[ Get Messages v # Write v [ Chat ngddreSS Book | "0 Tag v | Y Quick Filter Search <Ctrl+K>

v &< tim.preuss04@gmail.com
i‘ Inbox
> || [Gmadl]
v M | ocal Folders
| Deleted
™, Outbox

® |

ok

Enigmail Preferences

Basic Sending Key Selection Advanced Keyserver Transfer Settings

Basic Settings

— Files and Directories

GnuPG was found in C:\Program Files (x86)\GnuPG\bin\gpg.exe
[ ] Override with Browse...

— Passphrase Timeout

Remember passphrase for minutes of inactivity (before needing to re-enter it)

Hide Expert Settings and Menus
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U \ [ Get Messages v # Write v [ Chat ngddreSS Book | "0 Tag v | Y Quick Filter Search <Ctrl+K>

v & tim.preuss04@gmail.com 4 ‘
Alternate M
HASH-Gen... (*, Inbox 9

> |) [Gmadl]

Enigmail Preferences

ok

‘ Basic Sending Key Selection Advanced Keyserver Transfer Settings
v M | ocal Folders

%] Deleted General Preferences for Sending

x
(£ Outbox (O Use default encryption settings

(® Manually configure encryption settings

Encrypt/sign replies to encrypted/signed messages
- Automatically send encrypted , The presentation changes the "Sending" tab as shown.

(® Never
O If possible

— To send encrypted, accept

O Only trusted keys
(@ All usable keys

Confirm before sending

(O Never
Mozilla © Always
Thunderbird O If encrypted

O If unencrypted
(O If rules changed the default encryption setting

PUTTY
See also account specific Enigmail settings (see Account Settings -> OpenPGP Security)

Cancel
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U \ [ Get Messages v # Write v [ Chat ngddreSS Book | "0 Tag v | Y Quick Filter Search <Ctrl+K>

v & tim.preuss04@gmail.com 4 ‘
Alternate M
HASH-Gen... (*, Inbox 9

> |) [Gmadl]

Enigmail Preferences

ok

‘ Basic Sending Key Selection Advanced Keyserver Transfer Settings
v M | ocal Folders

| Deleted — How should we choose the keys?

(®, Outbox By Per-Recipient Rules

By Email Addresses according to the key manager
Manually if Keys are Missing

DAIways (also) Manually

Edit Rules ...

The presentation does not change anything in the "Key
Selection"” section.
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[Gmail]
U \ [ Get Messages v # Write v [ Chat ngddreSS Book | "0 Tag v | Y Quick Filter Search <Ctrl+K>
v g tim.preuss04@gmail.com & ‘
Alternate 3 Enigmail Preferences
HASH-Gen... @) Inbox . x|

> [Gmatl]
) maty Basic Sending Key Selection Advanced Keyserver Transfer Settings
v M | ocal Folders

| Deleted
,1, Outbox

More Options

Encrypt subject by default (PGP/MIME encrypted message only)

Subject text to protect encrypted messages | Encrypted Message

Re-wrap signed HTML text before sending
[] Add Enigmail comment in OpenPGP signature

'--"Is a signature separator
The presentation sets the "Advanced" tab as shown.

Use ‘<" and ">' to specify email addresses

[[] Only download attachments when opened (IMAP only) _ .
You may create your own subject heading.

Additional parameters for GnuPG

Reset Warnings

Moazilla
Thunderbird

g

PUTTY

Cancel

Unread: 0 Total: 0 @ Today Pane A
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Recycle Bin

[Gmail]

U \ [ Get Messages v # Write v [ Chat ngddreSS Book | "0 Tag v | Y Quick Filter Search <Ctrl+K>

v g tim.preuss04@gmail.com & ‘
Alternate 3 Enigmail Preferences
HASH-Gen... ) Inbox . x|

> [Gmail]
— maty Basic Sending Key Selection Advanced Keyserver Transfer Settings
v M | ocal Folders
%] Deleted Specify your keyserver(s):

sweden.minnesota.edu,vks://keys.openpgp.org, hkps://hkps.pool.sks-keyservers.net, hkps://pgp.mit.edu

,1, Outbox

Example: keys.openpgp.org, pool.sks-keyservers.net

Always use first keyserver

Automatically download keys for signature verification

from the following keyserver:

sweden.minnesota.edu

~

The presentation adds "sweden.minnesota.edu” as shown.
This must be done in both lines as shown.

Moazilla
Thunderbird

g

PUTTY

N

Cancel

Unread: 0 Total: 0 @ Today Pane A
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Recycle Bin

[Gmail]

E\ [ Get Messages v # Write v [ Chat ngddreSS Book | O Tag v | Y Quick Filter Search <Ctrl+K>

v g tim.preuss04@gmail.com & ‘

Alternate 3
HASH-Gen... (=) Inbox

> |) [Gmadl]

Enigmail Preferences

ok

‘ Basic Sending Key Selection Advanced Keyserver Transfer Settings
v M | ocal Folders

| Deleted

Transfer your key to another Autocrypt-enabled device. (What is Autocrypt)
,1, Outbox

Initiate Autocrypt Setup

Export (backup) and Restore your Enigmail settings including your OpenPGP keys.

Export Settings and Keys
The presentation selects "OK" at the Transfer Settings tab to

Restore Settings and Keys continue.

Moazilla
Thunderbird

g

PUTTY

Cancel

Unread: 0 Total: 0 @ Today Pane A
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Recycle Bin File Edit View Go Message Eventsand Tasks Enigmail Tools Help

[Gmail] Decrypt/Verify

E\ [ Get Messages v # Write v [ Chat ff ks e = = Search <Ctrl+K>

Clear Saved Passphrase

O Filter these messages < Ctrl+Shift+K>

v &< tim.preuss04@gmail.com ‘ )
Alternate M P 9 v 4 A
HASH-Gen... (*, Inbox

> |) [Gmadl]

Reload Message

tx U St Sender's Key > ®  Correspondents

.

‘ D t to fold
v B | ocal Folders echypt fo folder

%] Deleted Key Management < The presentation selects "Key Management”" under
™, Outbox Manage SmartCard ... Enigmail.
Edit Per-Recipient Rules

Preferences

Help

Debugging Options
Setup Wizard
About Enigmail

Moazilla
Thunderbird

g

PUTTY

Unread: 0 Total: 0 @ Today Pane A
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Player v || ~ & O] >0 & o W W

Recycle Bin

[Gmail]

) \ [ Get Messages v # Write v [ Chat ngddreSS Book ‘ © Tag v | Y Quick Filter Search <Ctrl+K>

Alternate vg:;tlm.preu R Q‘ R & & © 0 O Filter these messages < Ctrl+Shift+K>
HASH-Gen... () Inbox

> |} [Gmail] tx 0 Subject °®  Correspondents

v M | ocal Folders

2/ Deleted ™) Enigmail Key Management O X
,1, Outbox

File Edit View Keyserver Generate

Search for keys New Key Pair ~ Ji The presentation selects "New Key Pair" under the
Generate tab.

Name

| RS L— p—— . | —— —— . .
IIm Freuss <tim.preuss@minnesoia.eau >

TDrorrce <« #i1rm ——d ]
IFreuss <tim.preussus &

tpreuss <tim.preuss03@gmail.com>

P . - - —— __'-‘“." » - i R o
tpreuss <tim.preussU4@gmail.com>

VeraCrypt Team <veracrypt@idrix.fr>

Moazilla
Thunderbird

g

PUTTY
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10-f2019 - VMware Workstation 15 Player (Non-commercial use onh —_ ]

Player v || ~ = [EE [ >0 @& 0 @ %

™) Generate OpenPGP Key — O X
Account / User ID | TPreuss04 <tim.preuss04@gmail.com> - tim.preuss04@gmail.com v

Use generated key for the selected identity

lual
[l No passphrase
Passphrase Passphrase (repeat) I | E;kf_u;ﬂ_ Search <Ctrl+K> Q =
iry Advanced... < |[: . " " .
= The presentation sets the "Advanced"” tab settings as [ttachment O Filter these messages < Ctrl+ Shift+K>
1 shown. :
Keytype | RSA v ®®  Correspondents @ Date ~ B
Keysize | 4096
Key type: RSA
Key Size: 4096 _ ]
blay All Keys by Default
Generate key Cancel ~ KeyID ]
OFE11F91840C381ET
- Key Generation D57AB965A89D116E
NOTE: Key generation may take up to several m A52A817FDGAT10FD1
generation is in progress. Actively browsing or 49728EB540F67DDD
will replenish the 'randomness pool’ and speedl, . _— . )
completed. FO979B0ED3D86FCY

FDF6F3891FBDF156
EB559C7C54DDD393

<

Moazilla
Thunderbird

g
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Player v || ~ @ [[:]j [

>0 @& 5 T %

™) Generate OpenPGP Key — O X

Account / User ID | TPreuss04 <tim.preuss04@gmail.com> - tim.preuss04@gmail.com v

Use generated key for the selected identity
[l No passphrase
Passphrase | eeeccssse Passphrase (repeat) | eeessscee Eck Filter Search <Ctrl+K> Q =
Key expiry Advanced... '

Tags @J Attachment ) Filter these messages < Ctrl+ Shift+K>
®®  Correspondents @ Date ~ B

Key expiresin |2

Generate key Cancel

Key Generation

months ~ [ ]Key does not expire 4

NOTE: Key generation may take up to several minutes to complete. Do not exit
generation is in progress. Actively browsing or performing disk-intensive opera
will replenish the 'randomness pool’ and speed-up the process. You will be alert

completed.

The presentation enters the key expiration as shown.
The presentation enters the pass phrase as shown.
Remember, the pass phrase must be in your
password keeper program.

<

Moazilla
Thunderbird

B
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10-f2019 - VMware Workstation 15 Player (Non-commercial use onh — ]

Player v || ~ = [[:]j [ >0 @& 0 @ %

O senerate OpenPGP Ke — ]
Account / User ID | TPreuss04 <tim.preuss04@gmail.com> - tim.preuss04@gmail.com v

Use generated key for the selected identity

[l No passphrase
Passphrase |eescsseee Passphrase (repeat) | essssssse EiCk Filter Search <Ctrl+K> Q —
Key expiry Advanced...
Tags @J Attachment ) Filter these messages < Ctrl+ Shift+K>
®®  Correspondents @ Date ~ B
Enigmail Confirmation X
Key expire E
@ Generate public and secret key for "TPreuss04 <tim.preuss04@gmail.com>'? o .

Generate Key | ¢ The presentation selects "Generate Key" to continue.

Generate key Cancel

a

Key Generation

NOTE: Key generation may take up to several minutes to complete. Do not exit the applic
generation is in progress. Actively browsing or performing disk-intensive operations durir
will replenish the 'randomness pool’ and speed-up the process. You will be alerted when §
completed.

<

Moazilla
Thunderbird

B
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Player « v @ [E]j [r]j

Command Prompt

C: \USQI"S \pr‘eus s>dir c: \ /S- This command on the command prompt will help the
random number generator.

8:34 PM
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Player v || ~ @ [[:]j [

>0 @& 5 T %

®) Generate OpenPGP Ke: — [

Account / User ID | TPreuss04 <tim.preuss04@gmail.com> - tim.preuss04@gmail.com
Use generated key for the selected identity

[l No passphrase

Passphrase Passphrase (repeat)

Key expiry Advanced...

4| Enigmail Confirmation

@ Key generation completed! |dentity <tim.preuss04@gmail.com> will be used for signing.

such a revocation certificate now?

We highly recommend to create a revocation certificate for your key. This certificate can be used to
invalidate your key, e.g. in case your secret key gets lost or compromised. Do you want to create

v
Eick Filter Search <Ctrl+K> O\ =
Tags @J Attachment O Filter these messages < Ctrl+ Shift+K>
A

X ®®  Correspondents @ Date ~ B

 — |

The presentation selects "Generate Certificate" to
continue.

Generate Certificate k

Key Generation

NOTE: Key generation may take up to several minutes to complete. Do not exit the application while
generation is in progress. Actively browsing or performing disk-intensive operations during key geng
will replenish the 'randomness pool’ and speed-up the process. You will be alerted when key generat
completed.

<

Moazilla

a

Thunderbird

B
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10-f2019 - VMware Workstation 15 Player (Non-commercial use onh —_ ]
Player v || ~ = [E]j [ >0 @ O M &% @ ¢ I
0 Generate OpenPGP Ke) —_ H

O Create & Save Revocation Certificate
t * 5 ThisPC > Documents » revocation_fall2019 v O Search revocation_fall2019 P _ O X
Organize ¥ New folder SEEER 2 0
_ /\ Search <Ctrl+K> Q =
B Videos i~ Name Date modified Type
. v 4 . N /70 /9010 0 , _ e nt O Filter these messages < Ctrl+ Shift+K>
EH This PC g tim.preuss04@gmail.com (0xC521402FA6... 10/28/2019 814 PM OpenPGP Text File — 7
B 3D Objects ®®  Correspondents @ Date ~ B
B Desktop
“| Documents — O]
< Downloads
J Music Keys by Default
==/ Pictures
D 8
B Videos
F91840C381E1
1 ‘ae Local Disk (C:)
v ¢ » |AB965A89D116E
A817FDGAT0FD1
I E Rt im. preuss04@gmail.com (0x3DF4542430A3865CDOFEBD1710ADB4EB2ECCB410) rev.asc v | bsEB540F67DDD
Save as type: | ASCIl Armored Files (*.asc) I0B0ED 3D 86FCO
A~ Hide Folders Save 4 The presentation saves the revocation certificate in a

safe place.

<
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g
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10-f2019 - VMware Workstation 15 Player (Non-commercial use onh — ]

Player v || ~ = [[:]j [ >0 @& 0 W %

O senerate OpenPGP Ke — ]
Account / User ID | TPreuss04 <tim.preuss04@gmail.com> - tim.preuss04@gmail.com v

Use generated key for the selected identity

lual
EH
[l No passphrase )
Passphrase |eescsseee Passphrase (repeat) | essssssse EiCk Filter Search <Ctrl+K> O\ —
Key expiry Advanced...
Tags @J Attachment ) Filter these messages < Ctrl+ Shift+K>
®®  Correspondents @ Date ~ B
Enigmail Alert X
-
The revocation certificate has been successfully created. You can use it to invalidate your public key, - O]
€.g. in case you would lose your secret key.
|
Close The presentation selects "Close" to continue.
' Generatekey = Cancel | ®
u>
Key Generation

NOTE: Key generation may take up to several minutes to complete. Do not exit the application while key
generation is in progress. Actively browsing or performing disk-intensive operations during key generation
will replenish the 'randomness pool’ and speed-up the process. You will be alerted when key generation is
completed.

<
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Recycle Bin File Edit View Go Message Eventsand Tasks Enigmail Tools elp Copy Public Keys to Clipboard
[Gmail] Export Keys to File

Send Public Keys by Email

Upload Public Keys to Keyserver { The presentation right clicks on the key. On this menu,
Re— v &< tim.preuss04@gmail.com < ‘ [ Unread Yy Starred /R Contact O Tags [J Attachment Refresh Public Keys From Keyserver the presentation selects "Upload Public Keys to

|a‘ "
HASH-Gen... (2 Inbox Upload to your provider's Web Key Directo| Keyserver".
> |) [Gmadl]

) \ [ Get Messages v # Write v [ Chat ngddreSS Book ‘ © Tag v | Y Quick Filter

tx 0 Subject
Sign Key

Set Owner Trust

Add to Per-Recipient Rule

v M | ocal Folders

) Deleted ™) Enigmail Key Management

A
(%) Outbox File Edit View Keyserver Generate

Search for keys [ Display All Ke:

Disable Key

Revoke Key

Name ~ KeyID Delete Key

Tovmm Do voe sy P — N — I NCA10C
Itm Preuss <tim.preuss@minnesota.edu > /ol ]

Manage User IDs
tim.preuss04@gmail.com D57AtE Change Expiration Date

IPreuss <tim.preuss02@gmail.com> A52A8 Change Passphrase
tpreuss <tim.preuss03@gmail.com= Generate & Save Revocation Certificate
tpreuss <tim.preuss(4@gmail.com> Add Photo
TPreuss04 <tim.preuss04@gmail.com> FDF6F. .

P g Key Properties
TPreuss04 <tim.preuss04@gmail.com> 10ADb4rozrecos1v

VeraCrypt Team <veracrypt@idrix.fr> EB559C7C54DDD393

vV vV VvV VvV VvV VvV V Vv

Moazilla
Thunderbird

g

PUTTY
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Recycle Bin

[Gmail]

= £) @)

&

e

) \ [ Get Messages v # Write v [ Chat ngddreSS Book ‘ © Tag v | Y Quick Filter Search <Ctrl+K>

v g tim.preuss04@gmail.com

Alternate 3
HASH-Gen... (=) Inbox

> |) [Gmadl]

v M | ocal Folders

| Deleted
,1, Outbox

Moazilla
Thunderbird

g

PUTTY

H—Jl © Type here to search

Q‘ [ Unread ﬁStarred 8Contact QTags @J Attachment

tx 0 Subject

Correspondents

Ca
S>€d

rch for keys

Display All Keys by Default

£ Filter these messages < Ctrl+ Shift+ K>

vV vV VvV VvV VvV VvV V Vv

Name

~ KeylID

2 Qci1E

Tirs Drorrce —4imm mrorrec (@ rmar M o~ QI1CAN"21E1
IIm Freuss <tim.preuss@minnesoia.eau > OET1F91840C381E1

tim.preuss04@gmail.com D57AB965A89D116E

tpreuss <tim.preu
tpreuss <tim.preuss
TPreuss04 <tim.pi
TPreuss04 <tim.pr}
VeraCrypt Team <w¢

Prog

TPreuss <tim.preusfA2@annil canax AS2AQ1ZENAAINEN

linload

Enigmail Infermation

@ Successfully uploaded 1 key.

The presentation selects "Close" to continue.
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Player v || ~ = [[:]j [ >0 @& 0 @ %

E File Edit View History Bookmarks Tools Help

Recycle Bin sweden.minnesota.edu X Ieg

« - C @ © #H& sweden.minnesota.edu voe I @ ®

O
@ Minnesota State Community and Technical College
HASH-Gen.. M State
Information Technology Academic Department
Moorhead MN
Latitude 46.848296 Longitude -96.750837

Welcome to the sweden web site. This site primarily provides instructional support for classes taught at Minnesota State Community and Technical College, Moorhead
MN. This site does provide information for selected Minnesota State University Moorhead Information Technology classes. We do have some items that may interest
visitors, however no permission is given to damage this site.

The primary class support site is the brazil web site. This site serves as a backup to brazil and support for encryption activities.

Most visitors will find more information about Minnesota State Community and Technical College at hitp://www.minnesota.edu . Additional information about Minnesota
State University Moorhead may be found at hitp://www.mnstate. edu/ .

Class Key Server ¢ The presentaton opens the web  site

"sweden.minnesota.edu” and selects "Class Key

Fall Classes e

Mozilla Spring Classes
Thunderbird

General Interest

E%% New Student Information
PUTTY

. 8:18 PM
um M
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Player v || ~ & O] > £ @ A & 4

E File Edit View History Bookmarks Tools Help

Recycle Bin SKS key server at MSCTC/MSUM X iSg

2\
et SKS OpenPGP Key Server
MSCTC/MSUM Key Server Training Site

&« G © H& sweden.minnesota.edu:11371 ooe I @O ®

Extract a key

You can find a key by typing in some words that appear in the userid (name,
email, etc.) of the key you're looking for, or by typing in the keyid in hex format
("0x...")

— Search for a public key \

String tim.preuss04 ( — The presentation enters partial email address on the
Show PGP Fingerprints N key server as shown.

Show SKS full-key hashes

Get regular index of matching keys
Get verbose index of matching keys
Retrieve ascii-armored keys
Retrieve keys by full-key hash

Mozilla Reset = Search for a key
Thunderbird

P Submit a key

You can submit a key by simply pasting in the ASCII-armored vers

PUTTY key and clicking on submit.

8:36 PM
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are Workstation 15 Player (Non-commercial use onh — ]

Player v || ~ = [[:]j [ >0 @& 0 @ %

E File Edit View History Bookmarks Tools Help

Recycle Bin Search results for 'tim preussi4’ X [ee

o\
e Search results for 'tim preuss(4’

HASH-Gen...

<« > C @ © & sweden.minnesota.edu:11371/pks/lookup?search=tim.preuss04&op=vindex I\ 0D ®

Type bits/kevyID cr. time exp time key expir

pub 10; The key id hyperlink will display the public key. The
. presentation selects the link.

uid

sSig

sub

Moazilla
Thunderbird

B

PUTTY

| 2 8:36 PM
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Recycle Bin

HASH-Gen...

Thunderbird

- = 0 o

File Edit View History Bookmarks Tools Help

Public Key Server -- Get "0x10adb X [es

< £ Q © & sweden.minnesota.edu:11371/pks/lookup?op=get&search=0x10ADB4EB2ECC

Public Key Server -- Get '""0x10adb4eb2eccb410 "

BEGIN PGP PUBLIC XEY BLOCK
Version: S5¥S5 1.1.5
Comment: Hostname: sweden

mQINBF231lwgBEACXGtIJteInIgY/HEZWyQXVafemNEekSnCdntL4zCkQInEzfusQS£f1DTOwEn
TTgovN71lXLWIVUfRAZuCxEX/+VvAEfZ/HZ3jmL1JQHdi 9L psF6/ANmr jXNBkIicKYIYT /mRYkék
CpKnhvwZKNyZWkCXNASVNQLN1ECELTMt8dvXTWGCQEJHCMIXVgRICAVTdAZFcdiQMghWS kLRt
TSEmzYr9fvnmxX3gMUTGZQuuZ21lIjxXxIdIWFEZLEtNJROSjJ2g7TWXvH1aRziYHkQSywZmUs2M
to0odOCuuhZ2Ho/CO9Rw1Q/S5JKkhE8KgeEFMinEzQzgviG4UVPWPrUbCceOEPLiIxXZz0pGTSACa
glFeUzILJucXviWgIfvRildZxrID3INCE£E00eRMwdbL9djK2NbdvIDtT4CGNuiu3gNXv/RpKJhd
H3upor4lgllgnxK7zgSwyda/E8NZz+LH2751993tyDAdURZOnYY4GRIJuuUIXzm+8ge00sbxrJs
X7Tnum//SuToylHtvVawxolS5tSePwFjuahLyKEI+E8H1i1Pda3cr7blWdYEfWLCOGOCHEPoXGh
CMJeGJ7budrDLalA3coNwHgFTEtIcoSs8zeXuYsPEIVsipaplcskbYVSeZwlD1PPiGQRSA4PmS
oQNEDP3DighS1uFoNdd+dclkt7U6j5QCXzreZ6dKE3bS0o0wECQARAQARtCIJUUHI1LAXNZzMDQg
PHRpbSSwemV1c3MwNEBnkbWEFpkCS5ikb20+1QJUBBMBCAR+FiEEPfRUIJDCIhl1zQ/rOXEK206yTM
tBAFR1231wgCGYyMFCQBPGOAFCwkIBWIGFQoJCASCEBBYCAWECHGECF4ARACQkQERKZ06yTMCEBDY
tw//Ze2DjUmIZZs7zRgTr2fkbVopC25CVIjSzBQOVeNboKCDfbdgfUeHMAVEpGvCANCKYNn/u
nyXWGiuXted4RBIJEcCIYHtKINEa74RC43RYBR/kS1QoQvIn2QKTHAYrDWHFrvVp610Hbp6g9YADL
n8uZRyoQuBwyOPxDM1UCSMUJtgr2r+tVogkYbwOR /KGiMHXtG2E /Hax8rIRHGdrne joKGAuHN
GWEBOrCACSHwngWrtLRodWrtlvlP7xZBad4huVFe/WgkwEk9AkxXxNPmplalBgK/cP6RmMOOBwWE2
VznSOLFVDIW1ESuePhNjYr9ISeYRnNnOFnS5S5JTO81MdICNj18Z1FZ18mrmyueMad4CgFxp73nUy
SWNRbHYVOK36I660PSXTQI20KEXoNVDLASWEnXcYrAlakpUwlZ2IXptvuGneS4D6HppnvhSALL
KApS5Q0esVPPmsJma/+ZPNc/e+FSoyFeePalklIVpLHY1PCemZPILLP38419U/1gntfstl3YS
1iUIMJSGTkY4d)1TmjGhRho+MABPA3uTOXwTrgCTfh43eStzMVyCOONEfmZCLTkpKaaCoIFRY
861sSBpIUCFS500y20i0Wi91im37uk/gqdT4LUJHEZ+R5gZ/zvKo+QsZtLgqgtCl0Vek3Lsp2U3R
evXMYMYCcVSiwcMEU6TXOmOVIVKkUkdOMgUIgKZYCSAGOEXLeXCAEQRAOMwXTt jkgCHielzXKse
ugéyM/sasSszk+eNyYk9rZ4I7rmEXVpypixhCOpPuieGi00x4p7siHikovh7ynRRgIJECOM/ 3nNC
yBf3ZaSIaZoAVmX2ekZ21GjakF3RryogDp2xtT+rZ+zAPTCGhNXXVgkfMZVmjy2j+hcuSSLiG5E
yNLhotdBclvyn7av0aiQOC40XgQRf40/BPqloiP2FAOpbl1QuNLXpP/fDGJzbFaevHEfwSGTNE
NCw+Ejfl/phadaWwifNjedogytnd/mMZTg2I1VGEXx301RKk4FHS03UXpS/4RTWZELt3bGAC3YyBNDA
EWGP/buC2Q7380eZ2MTdEeSTCAmKtt8m+XtXayZnkJOX/tAn303/iPOLYEvuMYALUNGL2AMzD
6UqgCXvUc/1VCKZ3LnlpnDoZYPKStQc/oVbqgOcSLWCZ2k/HPZE8MggAHDXNpN42ZM3J0ml1B+vkbfk
0dsRcOoQRpmVtyUJFRSNmMAS10EQFpbcGlPFILf6VEFIJLEfWmWwbTTIDSBIOZ6tREEeT7QXglkwVn
8avGETxgxXxPlFtéMTi2QshjgtO0KOGSr1RwIim9TDAGZUe88cLI443INVI /d048IkILiiIKzE8bXX
uByDAzZvAMvPLPBB144zwlJ4mmGES+ctZesS5f/IyT0awlDs7DNRtFUHShZZ1FTEKn9YF+GQgyzV
XEYD7gRZb1Z2mDpDXABREBAAGIAJWEGAEIACYWIQQOSFQKMROGXND+vRCecQrbTrLey0EAUCXbeX
CAIbDAUJAESaARRKCRAQrbTrLey0EEY1D/96LK1+8ZunlmwNQyBo9JZ0b6C+6X15SEVAYZ+Vi
9TQOxk141YuxgcDg49YJxnls/kcubTwTvVF2dlcybsyMHiJVIWZOtBG4RQ1whoSu4ullWYEVEFO
XHMNYInf6 TmOdLHINECCLpntGgX0C0PZ2ULCnJLdjBXURN3IAUNHAt SCFFROO1SHbNnGab+5S£fnZ
v9166Z6LZwvlgT73oVCFEfdbvHQROXyRGMKMinC7ThFO9nHglGFhaQvojiEfZUSWT 3uEevohPKCo
aRpQWDKZ X ONZ2wogLLOSuMWDEtEEDFUQY1SCXgDo0 1Yt xS ICKAWKWIMRFRKEWgEAX ) joTnAZX0HT
83uSNgclTeclzkYURABLOMSczfQRxgKOM11RZNXSgqpWxNCeTp/21CYTgSFVDTZ5BNgOEoPpuH

L Type here to search ™

s

This is the public key for tim.preuss04@gmail.com.
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-
Command Prompt

Microsoft Windows [Version 10.0.18362.449] 8
(c) 2019 Microsoft Corporation. All rights reserved.

C:\Users\preuss>_

This is the presentation home directory.

Entering the following command
cd %USERPROFILE%

8:24 PM
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o
K




-
Command Prompt

Microsoft Windows [Version 10.0.18362.449] 8
(c) 2019 Microsoft Corporation. All rights reserved.

C:\Users\preuss>cd AppData

The presentation enters the hidden directory "AppData”.

8:24 PM
A T de yomam0t0

- O Type here to search

o

.




=
Command Prompt

10/28/2019
10/28/2019
10/28/2019
©3/28/2019
111/14/2018
©8/01/2018
10/28/2019
©7/31/2018

08:
08:
08:
09:
01:
11:
08:
02:
19 File(s)
5 Dir(s)

05
05
05
22
44
25
13
16

PM
PM
PM
PM
PM
AM
PM
PM

22
22

22

22
4,404
49,152
1,640
0

S.gpg-agent.browser
S.gpg-agent.extra
S.gpg-agent.ssh
S.ulserver

swdb.lst

tofu.db

trustdb.gpg
trustdb.gpg.lock

81,986 bytes
37,526,540,288 bytes free

C:\Users\preuss\AppData\Roaming\gnupg>dir private-keys-vl.d\*

Volume in drive C has no label.

Volume Serial Number is BEB1-3CCO

Directory of C:\Users\preuss\AppData\Roaming\gnhupg\private-keys-vl.d

10/28/2019
10/28/2019
'10/28/2019
©7/31/2018
©7/31/2018
10/28/2019
10/28/2019
10/28/2019

08:
08.
08:
04.:
04.
08:
08:
08.

13
13
06
58
57
13
13
06

6 File(s)
2 Dir(s)

C:\UsersiireussiAiiDataiRoaming\gnupg>

m

—l © Type here to search

PM
PM
PM
PM
PM
PM
PM
PM

<DIR>
<DIR>

977
2,070
2,070
331
339
977

253D17AA4B6FCF6AEGEDCEES8A20204/7F05953D8B.

3AEB2C746BOAECDB2C32E3EDA/DE261484F536CD
8BE899371A994664896(C4848333FD428717203F6
937155B4B6BA35133FE7287AA3CO7/6ECFAEG4EFC

6,764 bytes
37,526,736,896 bytes free

key

.key
.key
.key
C6183F8F488450FCAA1A6171/7B6DBAEDES317D6C.
D53DD1DF77F60CS2EBFBOF8757622DF3A4F511F4.

key
key

A T de yomamor0



Command Prompt

10/28/2019
©3/28/2019
11/14/2018
08/01/2018
110/28/2019
©7/31/2018

08.
09:
01:
11:
08:
02:

05
22
44
25

PM
PM
PM
AM
13 PM
:16 PM
19 File(s)
5 Dir(s)

22
22
4,404

S.gpg-agent.ssh
S.ulserver
swdb. lst

49,152 tofu.db
1,640 trustdb.gpg
@ trustdb.gpg.lock
81,986 bytes
37,526,540,288 bytes free

C:\Users\preuss\AppData\Roaming\gnhupg>dir private-keys-vl.d\*

Volume in drive C has no label.

Volume Serial Number is BEB1-3CC®

Directory of C:\Users\preuss\AppData\Roaming\gnhupg\private-keys-vl.d

10/28/2019
10/28/2019
10/28/2019
©7/31/2018
'07/31/2018
10/28/2019
10/28/2019
10/28/2019

C:\Users\preuss\AppData\Roaming\gnupg>type private-keys-v1l.d\3AEB2C746BOAECDB2C32E3EDA7DE261484F536CD.key
(21:protected-private-key(3:rsa(l:n513:

C:\Users\preuss\AppData\Roaming\gnupg>_
1l © Type here to search '

m

08.
08:
08:
04.
04 :
08:
08.
08:

13
13
06
58
57
13

PM
PM
PM
PM
PM
PM
13 PM
06 PM
6 File(s)
2 Dir(s)

<DIR>
<DIR>

=]

977
2,070
2,070
331
339
977

253D17AA4B6FCF6AEGEDCEES8A20204/7F05953D8B.
3AEB2C/746BOAECDB2C32E3EDA/DE261484F536CD.
8BE899371A994664896(C4848333FD428/17203F6.

937155B4B6BA35133FE7287AA3CO7/6ECFAEG4EFC
C6183F8F488450FCAA1A6171/7B6DBAEDES317D6C
D53DD1DF77F60CO2EBFBOF8757622DF3A4F511F4

6,764 bytes
37,526,736,896 bytes free

F<um&&s : A, Dy

key
key
key

.key
.key
.key

A T de yomam0r0



	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

