Docker non-root, starting and client address setting
The presentation uses the class Linux image with Docker pre-installed. The presentation configures Docker to run as non-root. The presentation starts Docker and configures auto start. The
presentation sets the client vm IP addresses.
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The IPuvb OPT1 address has been set to Z2881:db8:abba:288: :68/64

Press <ENTER> to continue.

UMware Uirtual Machine - Netgate Device ID: 7839827b1{f5fB8489dd7a

*x% llelcome to pfSense 2.4.4-RELEASE-p3 (amdb4) on pfSense xxx

WAN (wan) -> emB -> v4/DHCP4: 192.168.117.163/24
LAN (lan) -> emMml -> v4: 192.168.188.58/24

vb: 2881:db8:abba:188::58/b64
OPT1 (optl) -> emM2 -> vd4: 172.16.288.68/24

vb: 2881:db8:abba:2808: :68/64

B) Logout (3SH only)

1) Assign Interfaces

2) Set interface(s) IP address

3) Reset webConfigurator password
4) Reset to factory defaults

9) Reboot system

6) Halt system

7) Ping host

8) Shell

Enter an option: |}

9) pfTop

18) Filter Logs

11) Restart webConfigurator

12) PHP shell + pfSense tools
13) Update from console

14) Enable Secure Shell (sshd)
15) Restore recent configuration
16) Restart PHP-FPM

This is the router configuration for this presentation. The
directions for setup is found in "routerQ1_build.pdf”.




| D router01

linux_demo

State: Powered Off
0S: OpenSUSE 64-bit
Version: Workstation 11.x virtual machine
RAM: 4 GB

> Play virtual machine

r[' Edit virtual machine settings

The presentation selects the class Linux image "Edit
virtual machine settings”.
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Home

b 4

File Edit View Bookmarks Settings Help

albatross01@linux-s2020:~> su

Password:

Linux-s2020: /home/albatross01 # groupadd docker
groupadd: group 'docker' already exists

Linux-s2020:/home/albatross01 # usermod -aG docker albatross0i]j

g - albatross01 : bash — Konsole

albatross01 : bash — Konsole NVIVN @

As root, the presentation creates a group named "docker”,
then adds the "albatross01" account to the group.

2 B ENiId a11:14 AM =



Home

b 4 albatross01 : bash — Konsole NVIVN @

File Edit View Bookmarks Settings Help

Linux-s2020: /home/albatross01 # i1d albatross01
uld=1002(albatross01) gid=1001(albatross01) groups=454(docker),100(users),1001(albatross0l)
Linux-s2020:/home/albatrossol # |

The albatross01 account is a member of "docker".

g - albatross01 : bash — Konsole X BeniJd - 1115 AM =



3

Home Trash

b 4 albatross01 : systemctl — Konsole v ~ D

File Edit View Bookmarks Settings Help

Linux-s2020:/home/albatross01 # systemctl enable docker
Created symlink /etc/systemd/system/multi-user.target.wants/docker.service = /usr/lib/systemd/system/docker.service.
Linux-s2020:/home/albatross01 # systemctl start docker
Linux-s2020:/home/albatross01 # systemctl status docker
e docker.service - Docker Application Container Engine i s e e i B e el e
Loaded: loaded (/usr/lib/systemd/system/docker.service; enabled; vendor preset: disablec The presentation starts Docker. ‘
ACtive: active (running) SiﬂCQ Sat 2020-03-07 11:16:16 CST: bs agO Thepresentationveriﬁes Dockeris running_
Docs: http://docs.docker.com
Main PID: 5032 (dockerd)
Tasks: 21
CGroup: /system.slice/docker.service
5032 /usr/bin/dockerd --add-runtime oci=/usr/sbin/docker-runc
5039 docker-containerd --config /var/run/docker/containerd/containerd.toml --

lar 07 11:16:15 linux-s2020 systemd[1]: Starting Docker Application Container Engine..

lar 07 11:16:15 linux-s2020 dockerd[5032]: time="2020-03-07T11:16:15.635117614-06:00" leve
lar 07 11:16:15 linux-s2020 dockerd[5032]: time="2020-03-07T11:16:15.635457460-06:00" leve
lar 07 11:16:15 1inux-s2020 dockerd[5032]: time="2020-03-07T11:16:15.635512117-06:00" level — ,
lar 07 11:16:15 linux-s52020 dockerd[5032]: time="2020-03-07T11:16:15.678722750-06:00" level=warning msg="Your kernel does not support
lar 07 11:16:15 1linux-s52020 dockerd[5032]: time="2020-03-07T11:16:15.678765659-06:00" level=warning msg="Your kernel does not support
lar 07 11:16:15 linux-s52020 dockerd[5032]: time="2020-03-07T11:16:15.678772084-06:00" level=warning msg="Your kernel does not support
Mar 07 11:16:16 linux-s2020 systemd[1]: Started Docker Application Container Engine.

lines 1-18/18 (END)

) - albatross01 : systemctl — Konsole X B ENidd a 11:16 AM =



Home

b 4 albatross01 : bash — Konsole v A @

File Edit View Bookmarks Settings Help

Linux-s2020:/home/albatross01 # /sbin/ip addr add 192.168.100.25/24 dev ethi}

The presentation sets the IPv4 address on eth1.

@ - albatross01 : bash — Konsole X B eniJd a 11:20 AM =



Home

b 4 albatross01 : bash — Konsole v A @

File Edit View Bookmarks Settings Help
Linux-s2020:/home/albatross01 # /sbin/ip link set ethl up}j

The presentation enables interface eth1. Sometimes it may
be better to enable the link, then set the IPv4 address.

@ - albatross01 : bash — Konsole X B eniJd a 11:22 AM =



Home

b 4 albatross01 : bash — Konsole v A @

File Edit View Bookmarks Settings Help
Linux-s2020:/home/albatross01 # /sbin/ip link set eth2 up}j

The presentation enables interface eth2. Sometimes it may
be better to enable the link, then set the IPv4 address.

@ - albatross01 : bash — Konsole X B enidd a 11:23AM =



Home

b 4 albatross01 : bash — Konsole v A @

File Edit View Bookmarks Settings Help

Linux-s2020:/home/albatross0l # /sbin/ip addr add 172.16.200.30/24 dev eth2]]

The presentation sets the IPv4 address on eth2.

@ - albatross01 : bash — Konsole X B enidd a 11:24 AM =



3

Home Trash

b 4 albatross01 : bash — Konsole v A @

File Edit View Bookmarks Settings Help

Linux-s2020:/home/albatross01 # /sbin/ip addr add 172.16.200.30/24 dev eth2
Linux-s2020: /home/albatross01 # /sbin/ip a sh
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
Link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
tnet 127.0.0.1/8 scope host lo
valid_1ft forever preferred 1ft forever The IPv4 addresses are correctly set.
tnet6 ::1/128 scope host
valid_Lft forever preferred_Lft forever
2: eth@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group defau
link/ether 00:0c:29:2c:05:ca brd ff:ff:ff:ff:ff:ff
tnet 192.168.117.168/24 brd 192.168.117.255 scope global noprefixroute dynamic eth0®
valid_1ft 1283sec preferred_Lft 1283sec
tnet6 fe80::961b:d807:fffc:3529/64 scope link noprefixroute
valid_Lft forever preferred_Lft forever
3: ethl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group defau
link/ether 00:0c:29:2c:05:d4 brd ff:ff:ff:ff:ff:ff
tnet 192.168.100.25/24 scope global ethl
valid_Lft forever preferred_Lft forever
4: eth2: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group defaulT qlen 1000
link/ether 00:0c:29:2c:05:de brd ff:ff:ff:ff:ff:ff
tnet 172.16.200.30/24 scope global eth2
valid_Lft forever preferred_Lft forever
5: docker@: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc noqueue state DOWN group default
link/ether 02:42:d2:56:f5:c2 brd ff:ff:ff:ff:ff:ff
tnet 172.17.0.1/16 brd 172.17.255.255 scope global docker®
valid_Lft forever preferred_Lft forever
Linux-s2020:/home/albatrossol # |

) - albatross01 : bash — Konsole X B ENiJd a 11:25 AM =



Player « “ v @ [Dj &

1) Assign Interfaces 18) Filter Logs

2) Set interface(s) IP address 11) Restart webConfigurator

3) Reset weblConfigurator password 12) PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

9) Reboot system 14) Enable Secure Shell (sshd)

6) Halt system 15) Restore recent configuration

g; g}llggl'lhogt 167 Restart PHP-FEM The router successfully pings the client system eth1 IP

address.

Enter an option: 7

Enter a host name or IP address: 192.168.188.25

PING 192.168.1688.25 (192.168.188.25): 56 data bytes

64 bytes from 192.168.188.25: icmp_seq=8 ttl=64 time=8.545 mMs
64 bytes from 192.168.188.25: icmp_seq=1 ttl=64 time=8.932 ms
64 bytes from 192.168.188.25: icmp_seq=2 ttl=64 time=8B.413 mMs

———192.168.188.25 ping statistics ——
3 packets transmitted, 3 packets received, B.8% packet loss
round-trip Min/avg/max/stddev = 8.413/78.638/8.932/8. 228 mMs

Press ENTER to continue.



Player « “ v @ [Dj &

1) Assign Interfaces 18) Filter Logs

2) Set interface(s) IP address 11) Restart webConfigurator

3) Reset weblConfigurator password 12) PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

9) Reboot system 14) Enable Secure Shell (sshd)

6) Halt system 15) Restore recent configuration

g; g}llggl'lhogt 167 Restart PHP-FEM The router successfully pings the client system eth2 IP

address.

Enter an option: 7

Enter a host name or IP address: 172.16.288. 38

PING 172.16.2808.38 (172.16.288.38): 56 data bytes

64 bytes from 172.16.2088.38: icmp_seq=8 ttl=64 time=8.527 mMs
b4 bytes from 172.16.288.38: icmp_seq=1 ttl=64 time=8.473 mMs
b4 bytes from 172.16.288.38: icmp_seq=2 ttl=64 time=08.381 mMs

——— 172.16.288.38 ping statistics ——-
3 packets transmitted, 3 packets received, B.8% packet loss
round-trip Min/avg/max/stddev = 8.381/8.434/8.527/8.896 mMs

Press ENTER to continue.



Home Trash

b 4 albatross01 : bash — Konsole

File Edit View Bookmarks Settings Help

Linux-s2020:/home/albatross01 # /sbin/1p route

default via 192.168.117.2 dev eth@ proto dhcp metric 102

172.16.200.0/24 dev eth2 proto kernel scope link src 172.16.200.30
172.17.0.0/16 dev dockerQ proto kernel scope link src 172.17.0.1 linkdown
192.168.100.0/24 dev ethl proto kernel scope link src 192.168.100.25

192.168.117.0/24 dev ethO® proto kernel scope link src 192.168.117.168 metric 102
Linux-s2020:/home/albatrossol # |

The presentation verifies the routing table.

@ - albatross01 : bash — Konsole

X B ENFdd a 11:28 AM =



o

Home Trash

b 4 albatross01 : bash — Konsole NVN @

File Edit View Bookmarks Settings Help

Linux-s2020: /home/albatross01 # /sbin/1p addr add 2001:db8:abba:100::25/64 dev ethl
Linux-s2020: /home/albatross01 # /sbin/ip addr add 2001:db8:abba:200::30/64 dev eth2
Linux-s2020:/home/albatrossol # |

The presentation sets the IPv6 addresses.

@ - albatross01 : bash — Konsole X B enidd a 11:30 AM =
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b 4 albatross01 : bash — Konsole v A e

File Edit View Bookmarks Settings Help

tnet6 ::1/128 scope host
valid_L1ft forever preferred_Lft forever
2: ethO®: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default glen 1000
link/ether 00:0c:29:2c:05:ca brd ff:ff:ff:ff:ff:ff
tnet 192.168.117.168/24 brd 192.168.117.255 scope global noprefixroute dynamic eth®
valid_1ft 1783sec preferred_Lft 1783sec
tnet6 fe80::961b:d807:fffc:3529/64 scope link noprefixroute
valid_L1ft forever preferred_Lft forever
3: ethl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default
link/ether 00:0c:29:2c:05:d4 brd ff:ff:ff:ff:ff:ff
tnet 192.168.100.25/24 scope global ethl
valid_L1ft forever preferred_Lft forever
tnet6 2001:db8:abba:100::25/64 scope global
valid_L1ft forever preferred_Lft forever
inet6 fe80::c32c:7441:f3d4:73bc/64 scope link
valid_L1ft forever preferred_Lft forever
4: eth2: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default
link/ether 00:0c:29:2c:05:de brd ff:ff:ff:ff:ff:ff
tnet 172.16.200.30/24 scope global eth2
valid_L1ft forever preferred_Lft forever
tnet6 2001:db8:abba:200::30/64 scope global
valid_L1ft forever preferred_Lft forever
inet6 fe80::c09f:37b1:1bad:9599/64 scope link
valid_L1ft forever preferred_Lft forever
5: docker@: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN group default
link/ether 02:42:d2:56:f5:c2 brd ff:ff:ff:ff:ff:ff
tnet 172.17.0.1/16 brd 172.17.255.255 scope global docker®
valid_L1ft forever preferred_Lft forever
Linux-s2020:/home/albatrossol # |

The presentation verifies the address settings.

) - albatross01 : bash — Konsole X B ENniJd a 11:30 AM =
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Home Trash

b 4 albatross01 : bash — Konsole NVN @

File Edit View Bookmarks Settings Help
Linux-s2020:/home/albatross01 # reboot]}

The presentation reboots the system.

Remeber to reapply the IP addressing after reboot.

@ - albatross01 : bash — Konsole X B enidd a 11:30 AM =



	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

