CIFS Mount Example

This presentation creates two shares on a Windows 10 system. The presentation uses CentOS 7 to mount one of the shares on the Windows 10 system. The presentation creates a shell script to
test if the share is read only or read write.
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Microsoft Windows [Version 10.06.18362.449]
[. (c) 2019 Microsoft Corporation. All rights reserved.
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The presentation right clicks on the "data0O1" folder to
get this menu.
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The presentation selects the "Properties” option.
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The presentation selects the "Sharing" tab.
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Advanced Sharing

Set custom pemissions, cre
advanced sharing options.

‘ &) Advanced Sharing...

Password Protection

People must have a user account and password for this
computer to access shared folders.

To change this setting, use the Network and Sharing Center.
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User Account Control

Do you want to allow this app to make
changes to your device?

o Windows File Sharing

Verified publisher: Microsoft Windows

To continue, enter an admin user name and password.

Student

WIN10-LEGO-S201\Student

The presentation provides the administration password.
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Permissions for data01
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X

v O Search Documents
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82 Everyone

82 Administrators (WIN10-LEGO-5201\Administrators)
& albatross01 (WIN10-LEGO-5201\albatross01)
& albatross02 (WIN10-LEGO-5201\albatross02)

<I’I—1

Pemissions for Administrators

Full Control
Change
Read

The presentation adds the group and logons as
shown. The presentation sets the share permissions
appropriately.

The presentation selects "OK" to finish.
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data01 Properties

General Sharing Security Previous Versions Customize

Network File and Folder Sharing

datal1
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X folder
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Network Path:
\WWIN10-LEGO-S201\data01

Share...

Advanced Sharing

Set custom pemissions, create multiple sha
advanced sharing options.

@Advanced Sharing...

Password Protection

People must have a user account and pasq
computer to access shared folders.

To change this setting, use the Network ar]

This is the UNC for the share. The presentation
documents this fact.

The presentation selects "Close" to continue.

The presentation repeats this operation for the data02
folder.
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The presentation logs into CentOS 7.

1irash

CentOS 7/ x86-64

BRE N 1
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preuss@red-vm:~
Home
File Edit View Search Terminal Help

[preuss@red-vm ~]$ ping -c 4 192.168.74.137
— PING 192.168.74.137 (192.168.74.137) 56(84) bytes of data.
64 bytes from 192.168.74.137: icmp seqg=1 ttl=128 time=0.675
64 bytes from 192.168.74.137: icmp seq=2 ttl=128 time=0.413
64 bytes from 192.168.74.137: icmp seq=3 ttl=128 time=0.386
64 bytes from 192.168.74.137: icmp seq=4 ttl=128 time=0.405

1rash
--- 192.168.74.137 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3001ms
rtt min/avg/max/mdev = 0.386/0.469/0.675/0.121 ms
[preuss@red-vm ~]$

Cent@s 7/ x86 264
The presentation pings the Windows 10 machine. This must

be successful to continue.

—
preuss@red-vm:~
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Payer v | || ~ = O § >0 O % 9 B = ) B
+* Applications Places  Terminal Fri Oct 25, 16:380 o) O©

preuss@red-vm:/home/preuss
Home

File Edit View Search Terminal Help
[root@red-vm preuss]# ls /mnt/
= hgfs
[root@red-vm preuss]#

1irash

: 7
CENLOSIMEOR0E The presentation, now as "root", checks the contents of

/mnt.

preuss@red-vm:/home/preuss
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preuss@red-vm:/home/preuss

Home
File Edit View Search Terminal Help
[root@red-vm preuss]# ls /mnt/

s hgfs

[root@red-vm preuss]# mkdir /mnt/dataol

[root@red-vm preuss]# mkdir /mnt/data02

[root@red-vm preuss]# ls /mnt/

data®l data®2 hgfs

Irash [root@red-vm preuss]#

CentOsyxeta62 The presentation creates two mount points also known as
folders in CentOS7.

preuss@red-vm:/home/preuss
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%% Applications Places  Terminal Fri Oct 25, 16:440 o) O

preuss@red-vm:/home/preuss

File Edit View Search Terminal Help
[root@red-vm preuss]# mount -t cifs -o vers=2.0,sec=ntlmv2,username=albatross0l //192.168.74.137/data®l /mnt/datadl

The presentation issues the mount command as shown to

connect to the Windows 10 share data01.
Cent@s 7 x8orb6a

Bl [preuss@red-vm:/home/preuss] H preuss@red-vm:/home/preuss LA
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%% Applications Places  Terminal Fri Oct 25, 16:440 o) O

preuss@red-vm:/home/preuss

File Edit View Search Terminal Help

[root@red-vm preuss]# mount -t cifs -o vers=2.0,sec=ntlmv2,username=albatross0l //192.168.74.137/data®l /mnt/datadl
Password for albatross01@//192.168.74.137/data0Ol:

The presentation provides the password for the albatross01
account on the Windows 10.

CentOS 7/ x86-64

Bl [preuss@red-vm:/home/preuss] H preuss@red-vm:/home/preuss LA
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"ﬂ red_vm - VMware Workstation 15 Player (Non-commercial use only)

Player « " v @ KI:I] &

a* Applications Places  Terminal

preuss@red-vm:/home/preuss

File Edit View Search Terminal Help

[root@red-vm preuss]# mount -t cifs -o vers=2.0,sec=ntlmv2,username=albatross0l //192.168.74.137/data®l /mnt/datadl
Password for albatross01@//192.168.74.137/datafl: HFHFdddksk*k

[root@red-vm preuss]# ls /mnt/datadl

data@l. txt
[root@red-vm preuss]# I

The presentation checks the connection. The presentation

sees in /mnt/data01 a file on the Windows 10 share data01.
Cent@s Vxeo 64 This is a successful mount.

Bl [preuss@red-vm:/home/preuss] H preuss@red-vm:/home/preuss LA
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"ﬂ red_vm - VMware Workstation 15 Player (Non-commercial use only)

Player « " v l% KI:E &

a* Applications Places  Terminal

preuss@red-vm:/home/preuss

File Edit View Search Terminal Help

[root@red-vm preuss]# mount -t cifs -o vers=2.0,sec=ntlmv2,username=albatross0l //192.168.74.137/data®l /mnt/datadl
Password for albatross01@//192.168.74.137/datafl: HFHFdddksk*k

[root@red-vm preuss]# ls /mnt/datadl

data@l. txt
[root@red-vm preuss]# umount //192.168.74.137/data0l

The presentation issues the command to unmount the share
as shown.

CentOS 7/ x86-64

Bl [preuss@red-vm:/home/preuss] H preuss@red-vm:/home/preuss LA
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preuss@red-vm:/home/preuss

File Edit View Search Terminal Help

[root@red-vm
Password for
[root@red-vm
data@l. txt

[root@red-vm
[root@red-vm
[root@red-vm

CentOS 7/ x86-64

preuss]# mount -t cifs -0 vers=2.0,sec=ntlmv2,username=albatross0l //192.168.74.137/data®l /mnt/datafl
albatross01@//192.168.74.137/datafl: FH¥¥rtttit¥
preuss]# ls /mnt/data0l

preuss]# umount //192.168.74.137/data@l
preuss]# ls /mnt/data0l
preuss]#

The share data0O1 is no longer mounted.

Bl [preuss@red-vm:/home/preuss] H preuss@red-vm:/home/preuss LA
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cifs_test.sh * SciTE -

File }File Edit Search View Tools Options Lanquage Buffers Help

[ rooté 1 cifs_test.sh *

r

cifs '
data® #!/bin/bash
[root
[root@ — # This script will mount two different cifs shares on a Windows machine.
Passw # The script attempt to read and write a file on each share
Passw # www.ss64.com and several web sites dealing with smb update
M This # Preuss 10/25/2019
umoun
[root@ # Note: This script must be run as root !
[root(

# This section mounts two different shares as two different logons
mount -t cifs -0 vers=2.0,sec=ntimv2,username=albatross01 //192.168.74.137/data0l1l /mnt/data0l

# This section tries reading and writing a file on the share.

cat /mnt/dataOl/dataOl.txt

echo "This is the output of data@l.txt using Albatross0l logon." >> /home/preuss/cifs_rptOl.txt
cat /mnt/data0l/data0l.txt >> /home/preuss/cifs_rptOl.txt

echo "This is new data from red vm." >> /mnt/dataOl.txt
echo "This is the output of data®l.txt using Albatross@l logon. This should be modified from red vm" >> /home/preuss/cifs_rptOl.txt
cat /mnt/data0l/data0l.txt >> /home/preuss/cifs_rptOl.txt

# This will unmount the drives
umount //192.168.74.137/data0l

# You may now mount the second share

{ N
The presentation creates the script shown to automate
testing the share and NTFS permissions.

‘ preuss@red-vm:/home/preuss ’ @ cifs_test.sh * SciTE

E | [preuss@red-vm:/home/preuss]
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preuss@red-vm:/home/preuss

File Edit View Search Terminal Help

[root@red-vm preuss]# ls

cifs test.sh Desktop Downloads happy file.txt judly.txt output Public script@l.sh Templates
data@l. txt Documents ending@l.sh happy judly.txt Music Pictures report some.txt smb.txt Videos
i[root@red-vm preuss]# chmod 740 cifs test.sh

[root@red-vm preuss]# |

(
The presentation makes the script executable as shown.

Bl [preuss@red-vm:/home/preuss] H preuss@red-vm:/home/preuss @ [cifs_test.sh - SciTE]
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preuss@red-vm:/home/preuss

File Edit View Search Terminal Help

[root@red-vm preuss]# ls

cifs test.sh Desktop Downloads happy file.txt judly.txt output Public script@l.sh Templates
data@l. txt Documents ending@l.sh happy judly.txt Music Pictures report some.txt smb.txt Videos
i[root@red-vm preuss]# chmod 740 cifs test.sh

[root@red-vm preuss]# ./cifs test.sh

(
The presentation runs the script as shown.

Bl [preuss@red-vm:/home/preuss] H preuss@red-vm:/home/preuss @ [cifs_test.sh - SciTE]
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a* Applications Places Terminal

preuss@red-vm:/home/preuss

File Edit View Search Terminal Help

[root@red-vm preuss]# ls
cifs test.sh Desktop Downloads happy file.txt judly.txt output Public script@l.sh Templates

data@l. txt Documents ending@l.sh happy judly.txt Music Pictures report some.txt smb.txt Videos
i[root@red-vm preuss]# chmod 740 cifs test.sh

[root@red-vm preuss]# ./cifs test.sh

Password for albatross01@//192.168.74.137/data0Ol: I

4 A
The presentation provides the albatross01 password to allow
the script to continue.

Bl [preuss@red-vm:/home/preuss] H preuss@red-vm:/home/preuss @ [cifs_test.sh - SciTE]
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preuss@red-vm:/home/preuss

=

File Edit View Search Terminal Help

[root@red-vm preuss]# ls
cifs test.sh Desktop Downloads happy file.txt judly.txt output Public script@l.sh smb.txt Videos

data0l. txt Documents ending@l.sh happy judly.txt Music Pictures report some.txt silly.txt Templates
[root@red-vm preuss]# chmod 740 cifs test.sh

[root@red-vm preuss]# ./cifs test.sh

Password for albatross01@//192.168.74.137/databfl: Hiiddtirdks

This is the data®l test document.[root@red-vm preuss]# 1ls
ycifs rptol.txt data@l.txt Documents ending@l.sh happy judly.txt Music Pictures report some.txt silly.txt Templates

jcifs test.sh Desktop Downloads happy file.txt judly.txt output Public scriptel.sh smb.txt Videos
I[root@red-vm preuss]# less cifs_rptol.txt

(
The presentation reviews the results as shown.

Bl [preuss@red-vm:/home/preuss] H preuss@red-vm:/home/preuss @ [cifs_test.sh - SciTE]
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