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Chapter 1. standard file permissions

This chapter contains details about basic file security through file ownership and file
permissions.




standard file permissions

1.1. file ownership

1.1.1. user owner and group owner

The users and groups of a system can be locally managed in /etc/passwd and /etc/group,
or they can bein aNIS, LDAP, or Samba domain. These users and groups can own files.
Actualy, every file has auser owner and agroup owner, as can be seen in the following
screenshot.

paul @ hel 65: ~/ owners$ Is -1h

total 636K

-rwr--r--. 1 paul snooker 1.1K Apr 8 18:47 data. odt
-rwr--r--. 1 paul paul 626K Apr 8 18:46 filel
-rwr--r--. 1 root tennis 185 Apr 8 18:46 file2
-rwrwr--. 1 root root 0 Apr 8 18:47 stuff.txt

paul @ hel 65: ~/ owner s$

User paul owns three files; filel has paul as user owner and has the group paul as group
owner, data.odt is group owned by the group snooker, file2 by the group tennis.

Thelast fileis called stuff.txt and is owned by the root user and the root group.

.1.2. listing user accounts

Y ou can use the following command to list al local user accounts.

paul @ebi an7~$ cut -d: -f1 /etc/passwd | colum

r oot ntp sam bert naom
daenon mysql tom rino mat t hi as2
bi n paul wout er ant oni o bram

sys maarten r obr echt si non fabrice
sync kevin bi |l al sven chi mene
ganes yuri dimtri wout er 2 messagebus
man william ahned tarik roger

Ip yves dyl an jan frank

mai | kris robin i an toon

news ham d mat t hi as i van rinus
uucp vliadimr ben azeddi ne eddy

pr oxy abiy m ke eric br an?
www- dat a davi d kevi n2 kanel keith
backup chahi d kenzo i scha j esse
list st ef aar on bart frederick
irc joeri | orenzo omner hans
gnats gl enn jens kurt dries
nobody yanni ck ruben steve steve2

l'i buuid chri st of jelle constantin t omas

Debi an- exi m geor ge st ef aan san? j ohan
statd j oost mar c bj orn tonR

sshd arno t homas ronal d
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1.1.3. chgrp

Y ou can change the group owner of afile using the chgrp command.

root @ hel 65: / hone/ paul / owners# |s -1 file2
-rwr--r--. 1 root tennis 185 Apr 8 18:46 file2
root @ hel 65: / hone/ paul / owner s# chgrp snooker file2
root @ hel 65: / hone/ paul / owners# |s -1 file2
-rwr--r--. 1 root snooker 185 Apr 8 18:46 file2
root @ hel 65: / honme/ paul / owner s#

1.1.4. chown

The user owner of afile can be changed with chown command.

root @ ai ka: / hone/ paul # |'s -1 Fil eFor Paul

-rwr--r-- 1 root paul O 2008-08-06 14:11 Fil eFor Paul
root @ ai ka: / hone/ paul # chown paul Fil eFor Paul

root @ai ka: / hone/ paul # |'s -1 Fil eFor Paul

-rwr--r-- 1 paul paul O 2008-08-06 14:11 Fil eFor Paul

Y ou can aso use chown to change both the user owner and the group owner.

root @ai ka: / hone/ paul # |'s -1 Fil eFor Paul

-rwr--r-- 1 paul paul 0 2008-08-06 14:11 Fil eFor Paul

root @ ai ka: / hone/ paul # chown root: proj ect42 Fil eFor Paul
root @ai ka: / hone/ paul # |'s -1 Fil eFor Paul

-rwr--r-- 1 root project42 0 2008-08-06 14:11 Fil eFor Paul
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1.2. list of special files

When you usels-|, for each file you can see ten characters before the user and group owner.
Thefirst character tellsusthe type of file. Regular filesget a-, directories get ad, symbolic
links are shown with an |, pipesget ap, character devicesac, block devicesab, and sockets
ans.

Table 1.1. Unix special files

first character filetype

- normal file
d directory
I symbolic link

named pipe

block device

character device
socket

nw| o |T|T

Below a screenshot of a character device (the console) and a block device (the hard disk).

paul @lebi an6lt~$ I's -1d /dev/consol e /dev/sda
Crw------ 1 root root 5, 1 Mar 15 12:45 /dev/consol e
brwrw--- 1 root disk 8, 0 Mar 15 12:45 /dev/sda

And here you can see adirectory, aregular file and a symbolic link.

paul @ebi an6lt~$ Is -1d /etc /etc/hosts /etc/notd

drwxr-xr-x 128 root root 12288 Mar 15 18:34 /etc

STWr--r-- 1 root root 372 Dec 10 17:36 /etc/hosts

| rwxr wxr wx 1 root root 13 Dec 5 10:36 /etc/motd -> /var/run/notd
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1.3. permissions

1.3.1. rwx

The nine characters following the file type denote the permissions in three triplets. A
permission can ber for read access, w for write access, and x for execute. Y ou need the r
permission to list (Is) the contents of adirectory. Y ou need the x permission to enter (cd) a
directory. Y ou need the w permission to create files in or remove files from a directory.

Table 1.2. standard Unix file permissions

permission on afile on adirectory
r (read) read file contents (cat) read directory contents (Is)
w (write) change file contents (vi) create filesin (touch)
X (execute) execute the file enter the directory (cd)

1.3.2. three sets of rwx

We aready know that the output of Is -I starts with ten characters for each file. This
screenshot shows aregular file (because the first character isa- ).

paul @GRHELv4u4: ~/test$ |'s -1 proc42. bash
-rwxr-xr-- 1 paul proj 984 Feb 6 12:01 proc42. bash

Below is atable describing the function of all ten characters.

Table 1.3. Unix file permissions position

position characters function
1 - thisisaregular file
2-4 rwx permissions for the user owner
5-7 r-x permissions for the group owner
8-10 r-- permissions for others

When you arethe user owner of afile, then the user owner permissions apply to you. The
rest of the permissions have no influence on your access to thefile.

When you belong to the group that is the group owner of afile, then the group owner
per missions apply to you. The rest of the permissions have no influence on your accessto
thefile.

When you are not the user owner of afile and you do not belong to the group owner, then
the other s per missions apply to you. The rest of the permissions have no influence on your
accessto thefile.
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1.3.3. permission examples

Some example combinations on files and directories are seen in this screenshot. The name
of the file explains the permissions.

paul @ ai ka: ~/ perms$ |Is -1h

total 12K

drwxr-xr-x 2 paul paul 4.0K 2007-02-07 22:26 Al Enter_UserCreateDel ete
-rwxrwxrwx 1 paul paul 0 2007-02-07 22:21 EveryoneFul | Control . txt
“r--r----- 1 paul paul 0 2007-02-07 22:21 Onl yOmner sRead. t xt
-rwxrwx--- 1 paul paul 0 2007-02-07 22:21 OanersAll _Rest Not hi ng. t xt
dr-xr-x--- 2 paul paul 4.0K 2007-02-07 22:25 User AndG oupEnt er
dr-x------ 2 paul paul 4.0K 2007-02-07 22:25 Onl yUser Ent er

paul @ ai ka: ~/ per ns$

To summarise, the first rwx triplet represents the permissions for the user owner. The
second triplet corresponds to the group owner; it specifies permissions for all members
of that group. The third triplet defines permissions for all other users that are not the user
owner and are not a member of the group owner.
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1.3.4. setting permissions (chmod)

Permissions can be changed with chmod. The first example gives the user owner execute
permissions.

paul @ ai ka: ~/ perns$ |s -1 perm ssions.txt

-rwr--r-- 1 paul paul 0 2007-02-07 22:34 perm ssions.txt
paul @ ai ka: ~/ perns$ chnpd u+x perm ssions.txt

paul @ ai ka: ~/ perns$ Is -1 perm ssions.txt

-rwxr--r-- 1 paul paul 0 2007-02-07 22:34 perm ssions.txt

This example removes the group owners read permission.

paul @ ai ka: ~/ perns$ chnod g-r perm ssions.txt
paul @ ai ka: ~/ perns$ |s -1 perm ssions.txt
-rwx---r-- 1 paul paul 0 2007-02-07 22:34 perm ssions.txt

This example removes the others read permission.

paul @ ai ka: ~/ perns$ chnod o-r perm ssions.txt
paul @ ai ka: ~/ perns$ |Is -1 perm ssions.txt
S PWK------ 1 paul paul 0 2007-02-07 22: 34 perm ssions.txt

This example gives all of them the write permission.

paul @ ai ka: ~/ perns$ chnod a+w perm ssi ons. t xt
paul @ ai ka: ~/ perns$ |s -1 perm ssions.txt
-rwx-w-w 1 paul paul 0 2007-02-07 22:34 perm ssions.txt

Y ou don't even have to type the a.

paul @ ai ka: ~/ perns$ chnod +x perm ssions. t xt
paul @ ai ka: ~/ perns$ |Is -1 perm ssions.txt
-rwx-wx-wx 1 paul paul 0 2007-02-07 22: 34 permi ssions. txt

Y ou can also set explicit permissions.

paul @ ai ka: ~/ perns$ chnod u=rw perni ssi ons. t xt
paul @ ai ka: ~/ perns$ |s -1 perm ssions.txt
-rw-wx-wx 1 paul paul O 2007-02-07 22:34 perm ssions.txt

Feel free to make any kind of combination.

paul @ ai ka: ~/ per m8$ chnod u=rw, g=rw, o=r perm ssions.txt
paul @ ai ka: ~/ perns$ |Is -1 perm ssions.txt
-rwrwr-- 1 paul paul 0 2007-02-07 22: 34 permi ssions. txt

Even fishy combinations are accepted by chmod.

paul @ ai ka: ~/ perns$ chnod u=rwx, ug+rw, o=r perm ssi ons. t xt
paul @ ai ka: ~/ perns$ |s -1 perm ssions.txt
-rwxrwr-- 1 paul paul O 2007-02-07 22:34 perm ssions.txt
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1.3.5. setting octal permissions

Most Unix administrators will use the old school octal system to talk about and set
permissions. Look at the triplet bitwise, equating r to 4, w to 2, and x to 1.

Table 1.4. Octal permissions

binary octal permission
000 0
001 1 ==X
010 2 -w-
011 3 -WX
100 4 r--
101 5 r-x
110 6 rw-
111 7 rwx

Thismakes 777 equal to rwxrwxrwx and by the samelogic, 654 mean rw-r-xr-- . Thechmod
command will accept these numbers.

paul @ ai ka: ~/ perm8$ chnod 777 perm ssions. t xt

paul @ ai ka: ~/ perms$ |s -1 perm ssions.txt

-rwxrwxrwx 1 paul paul 0 2007-02-07 22:34 perm ssions.txt
paul @ ai ka: ~/ per m8$ chnod 664 perm ssions. t xt

paul @ ai ka: ~/ perms$ |s -1 perm ssions.txt

-rwrwr-- 1 paul paul 0 2007-02-07 22:34 perm ssions.txt
paul @ ai ka: ~/ perm8$ chnod 750 perm ssions. txt

paul @ ai ka: ~/ perms$ |s -1 perm ssions.txt

-rwxr-x--- 1 paul paul 0 2007-02-07 22:34 perm ssions.txt

10
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1.3.6. umask

When creating a file or directory, a set of default permissions are applied. These default
permissions are determined by the umask. The umask specifies permissions that you do
not want set on by default. Y ou can display the umask with the umask command.

[ Harry@RHEL4b ~]$ umask

0002

[Harry@RHEL4b ~]1$ touch test

[Harry@RHEL4b ~]1$ Is -1 test

-rwrwr-- 1 Harry Harry O Jul 24 06:03 test
[Harry@RHEL4b ~] $

As you can aso see, the file is also not executable by default. This is a general security
feature among Unixes, newly created files are never executable by default. Y ou have to
explicitly do a chmod +x to make a file executable. This also means that the 1 bit in the
umask has no meaning--aumask of 0022 is the same as 0033.

1.3.7. mkdir -m

When creating directories with mkdir you can use the -m option to set the mode. This
screenshot explains.

paul @ebi an5~$% nkdir -m 700 MyDir

paul @ebi an5~$ nkdir -m 777 Public

paul @ebi an5~$ I's -dl MyDir/ Public/

drwx------ 2 paul paul 4096 2011-10-16 19:16 MyDir/
drwxrwxrwx 2 paul paul 4096 2011-10-16 19:16 Public/

1.3.8.cp -p

To preserve permissions and time stamps from source files, use cp -p.

paul @ ai ka: ~/ pernms$ cp file* cp
paul @ ai ka: ~/ pernms$ cp -p file* cpp
paul @ ai ka: ~/ perms$ || *

S TWK---- - - 1 paul paul 0 2008-08-25 13:26 file33
-rwxr-x--- 1 paul paul 0 2008-08-25 13:26 file4d2
cp:

total 0O

S TWK---- - - 1 paul paul 0 2008-08-25 13:34 file33
-rwxr-x--- 1 paul paul 0 2008-08-25 13:34 file42
cpp:

total 0O

S TWK---- - - 1 paul paul 0 2008-08-25 13:26 file33

-rwxr-x--- 1 paul paul 0 2008-08-25 13:26 file42

11
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1.4. practice: standard file permissions

1. Asnormal user, create adirectory ~/permissions. Create afile owned by yourself in there.
2. Copy afile owned by root from /etc/ to your permissions dir, who ownsthis file now ?
3. Asroot, create afilein the users ~/permissions directory.

4. Asnormal user, look at who owns thisfile created by root.

5. Change the ownership of al filesin ~/permissionsto yourself.

6. Make sure you have al rights to these files, and others can only read.

7. With chmod, is 770 the same as rwxrwx--- ?

8. With chmod, is 664 the same as r-xr-xr-- ?

9. With chmod, is 400 the same as r-------- ?

10. With chmod, is 734 the same as rwxr-xr-- ?

11a. Display the umask in octal and in symbolic form.

11b. Set the umask to 077, but use the symbolic format to set it. Verify that this works.

12. Create afile as root, give only read to others. Can a normal user read this file ? Test
writing to thisfile with vi.

13a. Create afile asnormal user, give only read to others. Can another normal user read this
file ? Test writing to thisfile with vi.

13b. Can root read this file ? Can root write to this file with vi ?

14. Create a directory that belongs to a group, where every member of that group can read
and writeto files, and create files. Make sure that people can only delete their own files.

12
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1.5. solution: standard file permissions

1. Asnormal user, create adirectory ~/permissions. Create afile owned by yourself in there.

nkdir ~/ perm ssions ; touch ~/perm ssions/nyfile.txt

2. Copy afile owned by root from /etc/ to your permissions dir, who owns this file now ?

cp /etc/hosts ~/ perm ssions/
The copy is owned by you.

3. Asroot, create afilein the users ~/permissions directory.

(becone root)# touch /hone/usernane/ perm ssions/rootfile

4. Asnormal user, look at who owns thisfile created by root.

I's -1 ~/perm ssions
The file created by root is owned by root.

5. Change the ownership of al filesin ~/permissionsto yourself.

chown user ~/perm ssions/*
Y ou cannot become owner of the file that belongs to root.

6. Make sure you have al rights to these files, and others can only read.
chrmod 644 (on files)

chnod 755 (on directories)
7. With chmod, is 770 the same as rwxrwx--- ?
yes

8. With chmod, is 664 the same as r-xr-xr-- ?
No

9. With chmod, is 400 the same as r-------- ?
yes

10. With chmod, is 734 the same as rwxr-xr-- ?
no

11a. Display the umask in octal and in symbolic form.

umask ; umask -S

11b. Set the umask to 077, but use the symbolic format to set it. Verify that this works.

umask -S u=rwx, go=

13
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12. Create afile as root, give only read to others. Can a normal user read this file ? Test
writing to thisfile with vi.

(becone root)

# echo hello > /home/usernane/root. txt
# chnmod 744 /hone/ user nane/ r oot . t xt
(becone user)

vi ~/root.txt

13a Create afile asnormal user, give only read to others. Can another normal user read this
file ? Test writing to thisfile with vi.

echo hello > file ; chnod 744 file

Y es, others can read thisfile

13b. Can root read thisfile ? Can root write to thisfile with vi ?

Y es, root can read and write to this file. Permissions do not apply to root.

14. Create a directory that belongs to a group, where every member of that group can read
and write to files, and create files. Make sure that people can only delete their own files.

nmkdi r /home/ proj ect42 ; groupadd project42

chgrp project42 /hone/projectd42 ; chnod 775 /hone/ proj ect 42

Y ou can not yet do the last part of this exercise...

14
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2.1. sticky bit on directory

Y ou can set the sticky bit on a directory to prevent users from removing files that they do
not own asauser owner. The sticky bit isdisplayed at the same location as the x permission
for others. The sticky bit is represented by at (meaning x is also there) or aT (when there
isno x for others).

r oot @RHELv4u4: ~# nkdir /project55

root @RHELv4u4: ~# |s -1d /project55

drwxr-xr-x 2 root root 4096 Feb 7 17:38 /project55
r oot @RHELv4u4: ~# chnod +t /proj ect 55/

root @RHELv4u4: ~# |s -1d /project55

drwxr-xr-t 2 root root 4096 Feb 7 17:38 /project55
r oot @GRHELv4u4: ~#

The sticky bit can also be set with octal permissions, itisbinary 1 inthefirst of four triplets.

r oot @RHELv4u4: ~# chnod 1775 / proj ect 55/

root @RHELv4u4: ~# |s -1d /project55

drwxrwxr-t 2 root root 4096 Feb 7 17:38 /project55
r oot @GRHELv4u4: ~#

You will typically find the sticky bit on the /tmp directory.

root @arry:~# Is -1d /tnp
drwxrwxrwt 6 root root 4096 2009-06-04 19:02 /tnp

2.2. setgid bit on directory

setgid can be used on directories to make sure that all files inside the directory are owned
by the group owner of the directory. The setgid bit isdisplayed at the same location as the x
permission for group owner. The setgid bit is represented by an s (meaning x is aso there)
or a S (when thereis no x for the group owner). As this example shows, even though r oot
does not belong to the group proj55, the files created by root in /project55 will belong to
proj55 since the setgid is set.

r oot @GRHELv4u4: ~# groupadd proj 55

r oot @RHELv4u4: ~# chown root: proj 55 /project55/

r oot @RHELv4u4: ~# chnod 2775 / project 55/

r oot @RHELv4u4: ~# touch /project55/fronroot.txt

root @RHELv4u4: ~# |s -1d /project55/

drwxrwsr-x 2 root proj55 4096 Feb 7 17:45 /project55/
root @RHELv4u4: ~# |s -1 /project55/

total 4

-rwr--r-- 1 root proj55 0 Feb 7 17:45 fronroot.txt

r oot @RHELv4u4: ~#

Y ou can use the find command to find all setgid directories.

paul @ai ka: ~$ find / -type d -perm-2000 2> /dev/null
[var /| og/ nmysql

[var /| og/ news

/var/| ocal

16
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2.3. setgid and setuid on regular files

These two permissions cause an executable file to be executed with the permissions of the
file owner instead of the executing owner. This meansthat if any user executes a program
that belongs to the root user, and the setuid bit is set on that program, then the program
runs asroot. This can be dangerous, but sometimes thisis good for security.

Take the example of passwords; they are stored in /etc/shadow which is only readable by
root. (Theroot user never needs permissions anyway.)

root @RHELv4u4: ~# |s -1 [etc/shadow
Bl R 1 root root 1260 Jan 21 07:49 /etc/shadow

Changing your password requires an update of this file, so how can normal non-root users
do this? Let'stake alook at the permissions on the /usr/bin/passwd.

root @RHELv4u4: ~# |s -1 /usr/bin/passwd
-r-s--x--x 1 root root 21200 Jun 17 2005 /usr/bin/passwd

When running the passwd program, you are executing it with root credentials.

Y ou can use the find command to find all setuid programs.

paul @ai ka: ~$ find /usr/bin -type f -perm -04000
[ usr/ bi n/ ar pi ng

[ usr/bin/ kgrantpty

[ usr/ bi n/ newgr p

[usr/bin/chfn

[ usr/ bi n/ sudo

[ usr/ bin/fping6

[ usr/ bi n/ passwd

[ usr/ bi n/ gpasswd

In most cases, setting the setuid bit on executables is sufficient. Setting the setgid bit will
result in these programs to run with the credentials of their group owner.

2.4. setuid on sudo

The sudo binary hasthe setuid bit set, so any user can run it with the effective userid of root.

paul @hel 65: ~$ I's -1 $(which sudo)
---8--X--X. 1 root root 123832 Cct 7 2013 /usr/bin/sudo
paul @ hel 65: ~$

17



advanced file permissions

2.5. practice: sticky, setuid and setgid bits

la. Set up adirectory, owned by the group sports.

1b. Members of the sports group should be able to create files in this directory.
1c. All files created in this directory should be group-owned by the sports group.
1d. Users should be able to delete only their own user-owned files.

le. Test that this works!

2. Verify the permissions on /usr/bin/passwd. Remove the setuid, then try changing your
password as anormal user. Reset the permissions back and try again.

3. If time permits (or if you are waiting for other studentsto finish this practice), read about
file attributes in the man page of chattr and |sattr. Try setting the i attribute on a file and
test that it works.

18
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2.6. solution: sticky, setuid and setgid bits

la. Set up adirectory, owned by the group sports.
groupadd sports
nkdi r /hone/ sports

chown root:sports /home/sports

1b. Members of the sports group should be able to create files in this directory.

chnod 770 /hone/ sports

1c. All files created in this directory should be group-owned by the sports group.

chnod 2770 / home/ sports

1d. Users should be able to delete only their own user-owned files.

chmod +t /hone/sports
le. Test that this works!

Log in with different users (group members and others and root), create files and watch the
permissions. Try changing and deleting files...

2. Verify the permissions on /usr/bin/passwd. Remove the setuid, then try changing your
password as anormal user. Reset the permissions back and try again.

r oot @eb503: ~# |s -1 /usr/bin/passwd

-rwsr-xr-x 1 root root 31704 2009-11-14 15:41 /usr/bin/passwd
r oot @eb503: ~# chnod 755 /usr/ bi n/ passwd

r oot @eb503: ~# |s -1 /usr/bin/passwd

-rwxr-xr-x 1 root root 31704 2009-11-14 15:41 /usr/bin/passwd

A normal user cannot change password now.

r oot @eb503: ~# chnod 4755 /usr/ bi n/ passwd
root @eb503: ~# |s -1 /usr/bin/passwd
-rwsr-xr-x 1 root root 31704 2009-11-14 15:41 /usr/bin/ passwd

3. If time permits (or if you are waiting for other studentsto finish this practice), read about
file attributes in the man page of chattr and Isattr. Try setting the i attribute on a file and
test that it works.

paul @ ai ka: ~$ sudo su -

[ sudo] password for paul:

root @ai ka: ~# nkdir attr

root @ai ka: ~# cd attr/

root @ai ka: ~/attr# touch file42
root @ai ka: ~/attr# |sattr
------------------ filed2

root @ai ka: ~/attr# chattr +i file42
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root @ ai ka:

root @ ai ka:

rm cannot

root @ ai ka:
root @ ai ka:
root @ ai ka:

~/attr# |sattr

------- Ifiled2

~/[attr# rm-rf filed2

renove filed42': Operation not pernmitted
~/attr# chattr -i filed2

~[attr# rm-rf filed2

~lattr#

20



Chapter 3. access control lists

Standard Unix permissions might not be enough for some organisations. This chapter
introduces access control listsor acl's to further protect files and directories.

21
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3.1. acl in /etc/fstab

File systems that support access control lists, or acls, have to be mounted with the acl
option listed in /etc/fstab. In the example below, you can see that the root file system has
acl support, whereas /home/data does not.

root @ai ka: ~# tail -4 /etc/fstab

/ dev/ sdal / ext 3 acl,relatinme 0 1
/ dev/ sdb2 / hone/ dat a auto noacl ,defaults 0 O
pasha: / hore/ r / hone/ pasha nfs defaul ts 0 0
wol f:/srv/data / home/ wol f nfs defaults 0 0

3.2. getfacl

Reading acls can be done with /usr/bin/getfacl. This screenshot shows how to read the acl
of file33 with getfacl.

paul @ai ka: ~/test$ getfacl file33
# file: file33

# owner: paul

# group: paul

user::rw

group::r--

mask: : rwx

other::r--

3.3. setfacl

Writing or changing acls can be done with /usr/bin/setfacl. These screenshots show how
to change the acl of file33 with setfacl.

First we add user sandra with octal permission 7 to the acl.

paul @ai ka: ~/test$ setfacl -mu:sandra:7 file33

Then we add the group tennis with octal permission 6 to the acl of the samefile.

paul @ai ka: ~/test$ setfacl -mg:tennis:6 file33

Theresult isvisible with getfacl.

paul @ ai ka: ~/test$ getfacl file33
# file: file33

# owner: paul

# group: paul

user::rw

user: sandra: r wx

group::r--

group:tennis:rw

mask: : rwx

other::r--
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3.4. remove an acl entry

The -x option of the setfacl command will remove an acl entry from the targeted file.

paul @ai ka: ~/test$ setfacl -mu:sandra:7 file33
paul @ai ka: ~/test$ getfacl file33 | grep sandra
user:sandra: r wx

paul @ai ka: ~/test$ setfacl -x sandra file33

paul @ai ka: ~/test$ getfacl file33 | grep sandra

Note that omitting the u or g when defining the acl for an account will default it to a user
account.

3.5. remove the complete acl

The -b option of the setfacl command will remove the acl from the targeted file.

paul @ai ka: ~/test$ setfacl -b file33
paul @ai ka: ~/test$ getfacl file33

# file: file33

# owner: paul

# group: paul

user: :rw
group::r--
other::r--

3.6. the acl mask

The acl mask defines the maximum effective permissions for any entry in the acl. This
mask is calculated every time you execute the setfacl or chmod commands.

Y ou can prevent the calculation by using the --no-mask switch.

paul @ai ka: ~/test$ setfacl --no-mask -mu:sandra:7 file33
paul @ai ka: ~/test$ getfacl file33

# file: file33

# owner: paul

# group: paul

user::rw

user: sandra: r wx #effective:rw

group::r--

mask: : rw

other::r--
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3.7. eiciel

Desktop users might want to use eiciel to manage acls with agraphical tool.

Basic |[Emblems Permissions | Open With | Notes | Access Control List

Access Conftrol List

Entry |Read Write Execution =
Qfraw ®w:m. 0
b=+ sandra: @ @ & @ @@ !
Lg;paul & O O
Bvask @ @ @
§ ﬂ:ﬂther =] O ] |§|

You will need to install eiciel and nautilus-actions to have an extra tab in nautilus to
manage acls.

paul @ ai ka: ~$ sudo aptitude install eiciel nautilus-actions
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Chapter 4. file links

An average computer using Linux has a file system with many hard links and symbolic
links.

To understand links in afile system, you first have to understand what an inodeis.
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4.1. inodes

4.1.1. inode contents

Aninodeisadatastructure that contains metadata about afile. When the file system stores
anew file on the hard disk, it stores not only the contents (data) of the file, but also extra
properties like the name of the file, the creation date, its permissions, the owner of thefile,
and more. All this information (except the name of the file and the contents of the file) is
stored in the inode of thefile.

Thels-I command will display some of the inode contents, as seen in this screenshot.

root @hel 53 ~# |s -1d /home/ proj ect 42/
drwxr-xr-x 4 root pro42 4.0K Mar 27 14:29 /home/ proj ect 42/

4.1.2. inode table

The inode table contains al of the inodes and is created when you create the file system
(with mkfs). You can use the df -i command to see how many inodes are used and free on
mounted file systems.

root @hel 53 ~# df -i
Fi | esystem | nodes | Used | Free | Use% Mounted on
/ dev/ mapper / Vol G- oup00- LogVol 00

4947968 115326 4832642 3%/

/ dev/ hdal 26104 45 26059 1% / boot

tnpf s 64417 1 64416 1% / dev/ shm

/ dev/ sdal 262144 2207 259937 1% / hone/ proj ect 42
/ dev/ sdbl 74400 5519 68881 8% / home/ pr oj ect 33
/ dev/ sdb5 0 0 0 - /home/ sal es

/ dev/ sdb6 100744 11 100733 1% / hone/ resear ch

In the df -i screenshot above you can see the inode usage for several mounted file systems.
Y ou don't see numbers for /dev/sdb5 becauseit isafat file system.

4.1.3. inode number

Each inode has a unique number (the inode number). Y ou can see the inode numbers with
thels-li command.

paul @GRHELv4u4: ~/test$ touch filel

paul @RHELv4u4: ~/test$ touch file2

paul @RHELv4u4: ~/test$ touch file3

paul @GRHELv4u4: ~/test$ I's -1li

total 12

817266 -rwrwr-- 1 paul paul O Feb 5 15:38 filel
817267 -rwrwr-- 1 paul paul O Feb 5 15:38 file2
817268 -rwrwr-- 1 paul paul O Feb 5 15:38 file3
paul @RHELv4u4: ~/ t est $

These three files were created one after the other and got three different inodes (the first
column). All the information you see with this Is command resides in the inode, except for
the filename (which is contained in the directory).
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4.1.4. inode and file contents

Let's put some data in one of thefiles.

paul @RHELv4u4: ~/test$ Is -1i

t ot al

817266
817270
817268

paul @GRHELv4u4: ~/test$ cat file2
It is winter nowand it is very cold.

16
STWTWAT - -
STWTWAT - -

STWTIWT--

1 paul
1 paul

1 paul

paul 0 Feb
paul 92 Feb
paul 0 Feb

5 15:38 filel
5 15:42 file2
5 15:38 file3

We do not like the cold, we prefer hot sumrer nights.
paul @GRHELv4u4: ~/ t est $

The data that is displayed by the cat command is not in the inode, but somewhere else on
the disk. The inode contains a pointer to that data.

4.2. about directories

4.2.1. a directory is a table

A directory isaspecia kind of file that contains a table which maps filenames to inodes.
Listing our current directory with Is -ali will display the contents of the directory file.

paul @GRHELv4u4: ~/ test $
total 32

817262
800768

817266 -
817270 -

817268

dr wxr wxr - x

STWTWT--

paul @GRHELv4u4: ~/ t est $

4.2.2..

and ..

I's

paul
paul
paul
paul
paul

-al

paul 4096
paul 4096

paul
paul
paul

0
92
0

Feb
Feb
Feb
Feb
Feb

5 15:42 .
5 15:42 ..
5 15:38 filel
5 15:42 file2
5 15:38 file3

Y ou can seefive names, and the mapping to their fiveinodes. Thedot . isamapping to itself,
and the dotdot .. is a mapping to the parent directory. The three other names are mappings
to different inodes.
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4.3. hard links

4.3.1. creating hard links

When we create ahard link to afilewith In, an extraentry isadded in the directory. A new
file name is mapped to an existing inode.

paul @RHELv4u4: ~/test$ In file2 hardlink_to_file2

paul @GRHELv4u4: ~/test$ |s -

total 24

817266 -rwrwr-- 1 paul
817270 -rwrwr-- 2 paul
817268 -rwrwr-- 1 paul
817270 -rwrwr-- 2 paul
paul @GRHELv4u4: ~/test $

paul
paul
paul
paul

0O Feb 5 15:38 filel
92 Feb 5 15:42 file2
0O Feb 5 15:38 file3
92 Feb 5 15:42 hardlink_to file2

Both files have the sameinode, so they will always have the same permissions and the same
owner. Both files will have the same content. Actually, both files are equal now, meaning
you can safely remove the origindl file, the hardlinked file will remain. The inode contains
acounter, counting the number of hard links to itself. When the counter drops to zero, then

theinode is emptied.

4.3.2. finding hard links

Y ou can use the find command to look for files with a certain inode. The screenshot bel ow
shows how to search for al filenames that point to inode 817270. Remember that an inode
number is unique to its partition.

paul @GRHELv4u4: ~/test$ find /

[ horre/ paul /test/fil e2

-inum 817270 2> /dev/ null

/ hone/ paul /test/hardlink_to_file2
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4.4. symbolic links

Symbolic links (sometimes called soft links) do not link to inodes, but create a name to
name mapping. Symbolic links are created with In -s. Asyou can see below, the symbolic
link gets an inode of its own.

paul @RHELv4u4: ~/test$ In -s file2 symink_to_file2

paul @GRHELv4u4: ~/test$ Is -1i
total 32

817273 -rwWrwr-- paul paul 13 Feb 17:06 filel
817270 -rwWrwr-- paul paul 106 Feb 17:04 file2
15:38 file3

817270 -rwWrwr-- paul paul 106 Feb
817267 | rwxr wxr wx paul paul 5 Feb
paul @GRHELv4u4: ~/test $

17: 04 hardlink _to file2
16:55 symink_to file2 -> file2

(62162 I, N, ISy

1
2
817268 -rwrwr-- 1 paul paul 0 Feb
2
1
t

Permissions on a symbolic link have no meaning, since the permissions of the target apply.
Hard links are limited to their own partition (because they point to an inode), symboalic links
can link anywhere (other file systems, even networked).

4.5. removing links

Links can be removed with rm.

paul @ ai ka: ~$ touch data. t xt

paul @ai ka: ~$ In -s data.txt sl_data.txt
paul @ai ka: ~$ I n data.txt hl_data.txt
paul @ai ka: ~$ rm sl _data.txt

paul @ai ka: ~$ rm hl _data. t xt

29



filelinks

4.6. practice : links

1. Create two files named winter.txt and summer.txt, put some text in them.

2. Create a hard link to winter.txt named hlwinter.txt.

3. Display the inode numbers of these threefiles, the hard links should have the same inode.
4. Use the find command to list the two hardlinked files

5. Everything about afileisin the inode, except two things : name them!

6. Create a symbolic link to summer.txt called slsummer.txt.

7. Find al files with inode number 2. What does this information tell you ?

8. Look at the directories /etc/init.d/ /etc/rc2.d/ /etc/rc3.d/ ... do you see the links ?

9. Look in/libwithls-I...

10. Usefind to look inyour homedirectory for regular filesthat do not(!) have one hard link.
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4.7. solution : links

1. Create two files named winter.txt and summer.txt, put some text in them.

echo cold > winter.txt ; echo hot > sumrer.txt

2. Create a hard link to winter.txt named hlwinter.txt.

In winter.txt hlw nter.txt

3. Display the inode numbers of these threefiles, the hard links should have the same inode.

I's -li winter.txt sumrer.txt hlw nter.txt

4. Use the find command to list the two hardlinked files

find . -inumxyz #replace xyz with the inode nunber
5. Everything about afileisin the inode, except two things : name them!
The name of the file isin adirectory, and the contents is somewhere on the disk.

6. Create a symbolic link to summer.txt called slsummer.txt.

In -s sumrer.txt slsunmmer.txt

7. Find all files with inode number 2. What does this information tell you ?

It tells you there is more than one inode table (one for every formatted partition + virtual
file systems)

8. Look at the directories /etc/init.d/ /etc/rc.d/ /etc/rc3.d/ ... do you see the links ?

ls -1 /etc/init.d
Is -1 /etc/rc2.d

Ils -1 /etc/rc3.d
9. Look in/libwithIs-l...
Is -1 /lib

10. Usefind tolook in your homedirectory for regular filesthat do not(!) have one hard link.

find ~! -links 1 -type f

31



Part Il. disk management




Table of Contents

B dISK TBVICES ...ttt bbb bbb e e et e bt bbbt bbb 35
5.1, TOIMINOIOOY ..eveueetieetereetere ettt ettt b et b e b e bt ekt se bt e bt sb et b et e b et e b e e e b e neebeseebeneebe e 36
5.2, TEVICE NAIMING ...veiitiieeiiriee ettt ettt b et e et bbbt b et b et b e se b se b e seene e nenn e 38
5.3. diSCOVEIING diSK UEVICES .....c.eiuiiitiiitereete ettt ettt b e e b e et e n e sn e ne e 39
5.4, €raSing @ Nard diSK .....ccooeiieiiieiee e bbb 44
5.5. advanced hard disk SEIINGS .......coeieiiiiiiiere e b e e s b e 45
5.6. practice: hard diSk GEVICES ........coiiiiieiee bbb 46
5.7. solution: hard diSk JEVICES ...t 47
B. dISK PAITITIONS ..ottt et et b e e b et b et b et b et b e se b se b e e b e seebeseenennene 49
6.1, ADOUL PAITITIONS .....cveeetiieeiiieeiert ettt ettt b et b et b et b et eb e ek se bt seebe e enennenea 50
6.2. diSCOVENTNG PAITITIONS ....veeitiieiiieeiiiie ettt ettt b et b e e b et se b seene e 51
6.3. PAtItioNING NEW TISKS ..ottt bbb bbb 53
6.4. about the Partition TADIE ... b 55
6.5. GUID Partition TADIE ......c.ciueiiieirieeitereete ettt e b e e b e nnene 56
6.6. 18DEITING WIth PAITEH .....ceiieeeiicee bbbt b e e bbb sr st e 56
6.7, PraCtiCe; PAITITIONS ....c.eiveuerieeirtiirtee ettt bbbt b et b et bt b e b e ne e n s 58
6.8. SOIULION: PAITITIONS ....veecviieeiieeiere ettt ettt b e b e e b e b e b naene e 59
7. THE SYSLEIMS .ttt b e bt b e et et bt bbb e e bt b b e bt een e ne e 60
7.1, ADOUL FIE SYSLEIMIS ...ttt b e e b e e eb e e bt e b sn e nnene 61
7.2. COMMON TIl@ SYSLEIMS ...ttt b e e b e ebe e 62
7.3. putting a file system 0N @ Partition ..o 65
7.4, 1UNING 8 FIl@ SYSIEIM .ottt sttt 66
7.5. Checking @ fil@ SYSIEM ...ttt b e e ebe e 67
7.6. PractiCe: file SYSIEIMS ....cuiiiciiiectire ettt b et b e bbb e b e ene e 68
7.7. SOIULTON: TIl@ SYSLEIMS ...ttt b e e b e b 69
S 101010 o (] oo [T OO STO TSP ST PSPPSR 70
8.1. mounting 10Cal fil@ SYSLEMS ......cuciiiiiieeee e e bbb 71
8.2. displaying mounted fil@ SYSIEMS ......cociiiiiee e 72
8.3, Trom Start 10 FINISN ....cvieiiiice s 74
8.4. PEIMANENT MOUNES ...ttt ettt r e e e b e e et e b e sr e s besneerenrenneas 75
8.5, SECUMNG IMOUNLS .....etiaitieeteeet ettt ettt e bbbt bbb e e b e et b et b et bt b 76
8.6. MouNting remOote fil€ SYSIEIMS .......ouiiiiiieeire e et 77
8.7. practice: mounting file SYSIEMS ..o 78
8.8. solution: MOUNEiNG fil@ SYSLEMS .......eciiiiriee e 79
9. trOUDIESNOOLING TOOIS ......eiiiiitiiiteet ettt e bbb b s b s b neens 81
LN T o TSSOSO PO TP PP 82
0.2, FUSET ettt h R R R R R e R e R R Rt R Rt bRt Rt bt b 83
9.3. CHIMOOL ...ttt bbb e bt e bt bR e e b e e b e e b e e bt ne b e e Rt e bt e e r e ere e 84
LS T o s - OSSOSO 85
1S ST o) (o o RO PSSO PR PTRPPRPN 86
0.6, VIMSEAL ...ttt R e e e erenrs 87
9.7. practice: troubleShoOtiNG TOOIS ........c.iiieiirieiriere e 88
9.8. solution: troublEShOOLING tOOIS .........ccvitirieiircirere e 89
10. INTrOQUCTION 1O UUIA'S ..ottt e ettt e e bbb en e e 90
10.1. 8bOUL UNIQUE ODJECES ....c.ecviiciiieeeerect ettt ettt bbb b e e ebe e 91
10.2. TUNEZES ..ttt b bbbt bbbt e b b s bRt e e bt e bt e b s b et n e st nn s 91
FO.3. UUID ettt b bbb e bt e b R bR h R R Rt bR s bt nen e nens 91
10.4. UL TN JEICHSIAID ..veeeeecee s 92
10.5. UUId 8S 8 D00 EVICE .....cvieciieeteret ettt ettt eb e 93
10.6. practice: uuid and FIIESYSIEIMS .......ooviiriiiriiere e 94
10.7. solution: uuid and filESYSIEMS ......cceciriiiiee e 95
11, iNtrOQUCTION TO FAID ..ueieeiieiieeiiet ettt bbb ettt sttt st 96
11.1. NArAWEre OF SOFEWAIE .....cuieieiieeiereeie ettt bbbt bbb b 96
L1.2. 1A TEVELS ..ottt e bbb bbb bbb 97
11.3. building & SOftWare raidh @ITAY .........ccceveeirieirieesieese ettt bt 99

33



disk management

T o o (o= - o 102
ST o 1U 1o B - T OSSR 103
12. logical VOIUME MANAGEMENT ......coiitiiiiiiiteete ettt b e see b b et et b e e e e e e et neenis 104
V2 I g1 oo (8ot (o Lq TR 1o 10 Y/ o OO 105
2 AV 4 130 (=011 ) oo 106
12.3. eXaMPIE USING IVIM oottt sttt et e e e neeaeeneeneerenrens 107
12.4. example: extend alogiCal VOIUME ........ccoueieiciceceeese et sn 109
12.5. example: resize a phySiCal VOIUME ....c.ocuviiiiieie ettt et 111
12.6. example: mirror alogical VOIUME ..o et 113
12.7. example: snapshot alogical VOIUME ......cc.ccveicicicieeeecece et 114
12.8. verifying existing PhySICal VOIUMES ......cc.coveieiieieieeee ettt re e 115
12.9. verifying existing VOIUME QIOUPS ......cccovcirireeeseriestestesteseestesaeseeeeseseesessessessessessessessessenseseens 117
12.10. verifying existing 10gical VOIUMES .......ccccvciriiiieci ettt s 118
12.11. manage PhySICal VOIUIMES ........ccccociiiiiiisieie ettt st a e ese e nesreene s 119
12.12. MAENAGE VOIUME GIOUPS ...veveveeeeeseeeeseeseesessessessessessessessessessassessessessssssssssessessessessessessessensessens 121
12.13. manage 10giCal VOIUMES ........cccciiiiiiiriesieeieseeeeee ettt st e sttt e e ne e neereens 123
2 o o 1 oY L o S 125
12.15. SOIULION & IVITE oottt sttt be e 126
SR S 0 = Y =TSRSS 130
13.1. iSCSI tEMMINOIOQY ...eeveuiriieiiitieieie st e st e e e e et e et esre s b e s besre st e besee st ensesse e esseseeneeneerennes 131
13.2. iSCSI Target in RHEL/CENLOS .......cooeiiiiriiirieisiies et st s 131
13.3. iSCSI Initiator in RHEL/CENLOS ........ccoiieiieirieisiesesie sttt seese s sse e ssenessesessesens 133
13.4. iSCSI target 0N DEDIAN .....cceiviiiiciie et st sttt e e e e e enenneeneens 135
13.5. iSCSI target setup With dd fil€S ..cveieeeccec e e 136
13.6. ISCSI iNItIAtOr ON UDUMEU ....o.veviieeiietiriecsiecsiecsieesees ettt st snne 138
13.7. USING ISCSI UEVICES ..c.viieeeieececeeteee ettt st e et ae st et s re s be s besaestente e e e eneeneeneans 140
13.8. iISCSI Target RHEL7/CENLOST ......cccviueuirieiirieisieisieestees e esssse s st et e st e st et nessesessnssnns 141
13.9. iSCSI Initiator RHEL7/CENLOST .....c.ooeiriiiriiirienisisie sttt snns 143
13.10. PractiCe: ISCSI HEVICES .....ccieieeieieicieeee sttt see et e e e e e e sresbesaesrestesresrestenteseens 145
13.11. SOIULION: ISCSI UEVICES ...cueveieiieirieeeteree ettt ettt et sttt 146
14. introduction tO MUITIPALNING ..ocueiuiiiiee e b b e sre s 150
14.1. install MUITIPEEN .....oveeee e st r e b e e e e e s 151
14.2. configure MUITIPAEN ....cccveicececee et e e e e e e ese e e neerens 151
I T 0 1= 111 o OSSO 152
7 v g 0 o= g To =T o SR 152
I 42101 ] 7= 1 T 154
14.6. USING thE HEVICE ....cuveeeeeceeceee et st st s r et et se e e ese e e e seereetesaeerenras 155
14.7. practices MUILIPAENING ..o.veieecececee et st et e e eneeae e 156
14.8. solution: MUITIPAENING .......cvieiicice e e s re st sre e nan 157




Chapter 5. disk devices

This chapter teaches you how to locate and recognise hard disk devices. This prepares you
for the next chapter, where we put partitions on these devices.
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5.1. terminology

5.1.1. platter, head, track, cylinder, sector

Data is commonly stored on magnetic or optical disk platters. The platters are rotated (at
high speeds). Dataisread by heads, which arevery closeto the surface of the platter, without
touching it! The heads are mounted on an arm (sometimes called a comb or afork).

Data is written in concentric circles called tracks. Track zero is (usually) on the outside.
The time it takes to position the head over a certain track is called the seek time. Often
the platters are stacked on top of each other, hence the set of tracks accessible at a certain
position of the comb forms a cylinder. Tracks are divided into 512 byte sector s, with more
unused space (gap) between the sectors on the outside of the platter.

When you break down the advertised accesstime of ahard drive, you will notice that most
of that time is taken by movement of the heads (about 65%) and rotational latency (about
30%).

5.1.2. ide or scsi

Actualy, thetitle should be ata or scsi, sinceideisan ata compatible device. Most desktops
use ata devices, most servers use scsi.

5.1.3. ata

An ata controller allows two devices per bus, one master and one dave. Unless your
controller and devices support cable select, you have to set this manually with jumpers.

With the introduction of sata (serial ata), the origina ata was renamed to parallel ata.
Optical drives often use atapi, which isan ATA interface using the SCSI communication
protocol.

5.1.4. scsi

A scsi controller alowsmorethan two devices. When using SCSI (small computer system
interface), each device getsaunique scsi id. The scsi controller also needsascsi id, do not
usethisid for a scsi-attached device.

Older 8-bit SCSI is now called narrow, whereas 16-bit is wide. When the bus speeds was
doubled to 10Mhz, this was known as fast SCSI. Doubling to 20Mhz made it ultra SCSI.
Take alook at http://en.wikipedia.org/wiki/SCSI for more SCSI standards.
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5.1.5. block device

Random access hard disk devices have an abstraction layer called block device to enable
formatting in fixed-size (usually 512 bytes) blocks. Blocks can be accessed independent of
access to other blocks.

[root @entos65 ~]# | sblk

NANMVE MAJ: MN RM  SI ZE RO TYPE MOUNTPO NT
sda 8:0 0 40G O disk
--sdal 8:1 0 500M O part /boot
--sda2 8:2 0 39.5G 0 part

--Vol G oup-lv_root (dmO0) 253:0 0 38.6G 0O Ivm /

--Vol Goup-lv_swap (dm1l) 253:1 0 928M 0 lvm [SWAP]
sdb 8:16 0 72G 0 disk
sdc 8:32 0 144G 0 disk

A block device has the letter b to denote the file type in the output of Is-I.

[root @entos65 ~]# |s -1 /dev/sd*

brwrw---. 1 root disk 8 0 Apr 19 10:12 /dev/sda
brwrw---. 1 root disk 8, 1 Apr 19 10:12 /dev/sdal
brwrw---. 1 root disk 8, 2 Apr 19 10:12 /dev/sda2
brwrw---. 1 root disk 8, 16 Apr 19 10:12 /dev/sdb
brwrw---. 1 root disk 8, 32 Apr 19 10:12 /dev/sdc

Note that acharacter deviceisaconstant stream of characters, being denoted by acinls-
|. Note also that the | SO 9660 standard for cdrom uses a 2048 byte block size.

Old hard disks (and floppy disks) use cylinder-head-sector addressing to access a sector
on the disk. Most current disksuse L BA (L ogical Block Addressing).

5.1.6. solid state drive

A solid statedrive or ssd isablock device without moving parts. It is comparable to flash
memory. Anssd ismore expensive than ahard disk, but it typically hasamuch faster access
time.

In this book we will use the following pictograms for spindle disks (in brown) and solid
state disks (in blue).

37



disk devices

5.2. device naming

5.2.1. ata (ide) device naming

All ata drives on your system will start with /dev/hd followed by a unit letter. The master
hdd on the first ata controller is/dev/hda, the Slave is/dev/hdb. For the second controller,
the names of the devices are /dev/hdc and /dev/hdd.

Tableb5.1. ide device naming

controller connection device name
) master /dev/hda
ide0
slave /dev/hdb
) master /dev/hdc
idel
dave /dev/hdd

It is possible to have only /dev/hda and /dev/hdd. Thefirst oneisasingle ata hard disk, the
second oneis the cdrom (by default configured as slave).

5.2.2. scsi device naming

scsi drives follow a similar scheme, but all start with /dev/sd. When you run out of letters
(after /dev/sdz), you can continue with /dev/sdaa and /dev/sdab and so on. (Wewill seelater
on that lvm volumes are commonly seen as/dev/md0, /dev/md1l etc.)

Below a sample of how scsi devices on a Linux can be named. Adding a scsi disk or raid
controller with alower scsi address will change the naming scheme (shifting the higher scsi
addresses one | etter further in the alphabet).

Table 5.2. scsi device naming

device scsiid device name

disk 0 0 /dev/sda

disk 1 1 /dev/sdb
raid controller O 5 /dev/sdc
raid controller 1 6 /dev/sdd

A modern Linux system will use /dev/sd* for scsi and sata devices, and also for sd-cards,
usb-sticks, (legacy) ATA/IDE devices and solid state drives.
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5.3. discovering disk devices
5.3.1. fdisk

You can start by using /sbin/fdisk to find out what kind of disks are seen by the kernel.
Below the result on old Debian desktop, with two ata-ide disks present.

root @arry: ~# fdisk -1 | grep Disk
Di sk /dev/hda: 60.0 GB, 60022480896 bytes
Di sk /dev/hdb: 81.9 GB, 81964302336 bytes

And here an example of sata and scsi disks on a server with CentOS. Remember that sata
disks are also presented to you with the scsi /dev/sd* notation.

[root @entos65 ~]# fdisk -1 | grep 'Disk /dev/sd
Di sk /dev/sda: 42.9 GB, 42949672960 bytes

Di sk /dev/sdb: 77.3 GB, 77309411328 bytes

Di sk /dev/sdc: 154.6 GB, 154618822656 bytes

Di sk /dev/sdd: 154.6 GB, 154618822656 bytes

Here is an overview of disks on a RHEL4u3 server with two real 72GB scsi disks. This
server is attached to aNAS with four NAS disks of half aterabyte. On the NAS disks, four
LVM (/dev/mdx) software RAID devices are configured.

[root@svtl1l ~]# fdisk -1 | grep Disk

Di sk /dev/sda: 73.4 GB, 73407488000 bytes
Di sk /dev/sdh: 73.4 GB, 73407488000 bytes
Di sk /dev/sdc: 499.0 GB, 499036192768 bytes
Di sk /dev/sdd: 499.0 GB, 499036192768 bytes
Di sk /dev/sde: 499.0 GB, 499036192768 bytes
Di sk /dev/sdf: 499.0 GB, 499036192768 bytes
Di sk /dev/nd0: 271 MB, 271319040 bytes

Di sk /dev/nd2: 21.4 GB, 21476081664 bytes
Di sk /dev/nd3: 21.4 GB, 21467889664 bytes
Di sk /dev/ndl: 21.4 GB, 21476081664 bytes

Y ou can also use fdisk to obtain information about one specific hard disk device.
[root @entos65 ~]# fdisk -1 /dev/sdc

Di sk /dev/sdc: 154.6 GB, 154618822656 bytes

255 heads, 63 sectors/track, 18798 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
I/O size (mninmumoptimal): 512 bytes / 512 bytes

Di sk identifier: 0x00000000

Later we will use fdisk to do dangerous stuff like creating and deleting partitions.
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5.3.2. dmesg

Kernel boot messages can be seen after boot with dmesg. Since hard disk devices are
detected by the kernel during boot, you can also use dmesg to find information about disk
devices.

[root @entos65 ~]# dnesg | grep 'sd[a-z]' | head

sd 0:0:0:0: [sda] 83886080 512-byte |ogical blocks: (42.9 GB/40.0 G B)

sd 0:0:0:0: [sda] Wite Protect is off

sd 0:0:0:0: [sda] Mdde Sense: 00 3a 00 00

sd 0:0:0:0: [sda] Wite cache: enabled, read cache: enabled, doesn't support \
DPO or FUA

sda: sdal sda2

sd 0:0:0:0: [sda] Attached SCSI disk

sd 3:0:0:0: [sdb] 150994944 512-byte |ogical blocks: (77.3 GB/72.0 G B)

sd 3:0:0:0: [sdb] Wite Protect is off

sd 3:0:0:0: [sdb] Mdde Sense: 00 3a 00 00

sd 3:0:0:0: [sdb] Wite cache: enabled, read cache: enabled, doesn't support \
DPO or FUA

Here is another example of dmesg on a computer with a 200GB ata disk.

paul @arry: ~$ dnesg | grep -i "ata disk"

[ 2.624149] hda: ST360021A, ATA DI SK drive

[ 2.904150] hdb: Maxtor 6Y080LO, ATA DI SK drive

[ 3.472148] hdd: WDC WD2000BB- 98DWAO, ATA DI SK dri ve

Third and last example of dmesg running on RHEL5.3.

root @hel 53 ~# dnmesg | grep -i "scsi disk"
sd 0:0:2:0: Attached scsi disk sda
sd 0:0:3:0: Attached scsi disk sdb
sd 0:0:6:0: Attached scsi disk sdc
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5.3.3. /sbin/lshw

Thelshw tool will list har dwar e. With the right options Ishw can show alot of information
about disks (and partitions).

Below atruncated screenshot on Debian 6:

root @ebi an6~# | shw -cl ass volume | grep -Al -B2 scs
description: Linux raid autodetect partition
physical id: 1
bus info: scsi@:0.0.0,1
| ogi cal nane: /dev/sdbl

description: Linux raid autodetect partition
physical id: 1

bus info: scsi@:0.0.0,1

| ogi cal nane: /dev/sdcl

description: Linux raid autodetect partition
physical id: 1

bus info: scsi@:0.0.0,1

| ogi cal nane: /dev/sddl

description: Linux raid autodetect partition
physical id: 1

bus info: scsi@:0.0.0,1

| ogi cal nane: /dev/sdel

vendor: Li nux

physical id: 1

bus info: scsi@:0.0.0,1
| ogi cal nane: /dev/sdal

vendor: Li nux

physical id: 2

bus info: scsi@:0.0.0,2
| ogi cal nane: /dev/sda2

description: Extended partition
physical id: 3

bus info: scsi @:0.0.0,3

| ogi cal nane: /dev/sda3

Redhat and CentOS do not have thistool (unless you add arepository).
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5.3.4. /sbin/lsscsi

Thelsscs command provides a nice readable output of all scsi (and scsi emulated devices).
Thisfirst screenshot shows Isscs on a SPARC system.

r oot @haka: ~# | sscsi

[0:0:0:0] di sk Adaptec RAI D5 V1.0 /dev/sda
[1:0:0:0] di sk SEAGATE ST336605FSUN36G 0438 /dev/sdb
r oot @haka: ~#

Below a screenshot of Isscsi on a QNAP NAS (which has four 750GB disks and boots from
ausb stick).

| r oot @ebi an6~# | sscsi

[0:0:0: 0] di sk SanDi sk Cruzer Edge 1.19 /dev/sda
[1:0:0:0] di sk ATA ST3750330AS SD04 /dev/ sdb
[2:0:0:0] di sk ATA ST3750330AS SD04 /dev/sdc
[3:0:0:0] di sk ATA ST3750330AS SD04 /dev/sdd
[4:0:0:0] di sk ATA ST3750330AS SD04 /dev/ sde

This screenshot shows the classic output of Isscsi.

r oot @ebi an6~# | sscsi -c
Attached devi ces:
Host: scsi O Channel: 00 Target: 00 Lun: 00

Vendor: SanDi sk Mdel: Cruzer Edge Rev: 1.19

Type: Di rect - Access ANSI SCSI revision: 02
Host: scsil Channel: 00 Target: 00 Lun: 00

Vendor: ATA Model : ST3750330AS Rev: SD04

Type: Di rect - Access ANSI SCSI revision: 05
Host: scsi2 Channel: 00 Target: 00 Lun: 00

Vendor: ATA Model : ST3750330AS Rev: SD04

Type: Di rect - Access ANSI SCSI revision: 05
Host: scsi 3 Channel: 00 Target: 00 Lun: 00

Vendor: ATA Model : ST3750330AS Rev: SD04

Type: Di rect - Access ANSI SCSI revision: 05
Host: scsi4 Channel: 00 Target: 00 Lun: 00

Vendor: ATA Model : ST3750330AS Rev: SD04

Type: Di rect - Access ANSI SCSI revision: 05
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5.3.5. /proc/scsi/scsi

Another way to locate scsi (or sd) devicesisvia/proc/scsi/scsi.

This screenshot is from a spar c computer with adaptec RAIDS.

root @haka: ~# cat /proc/scsi/scsi
Att ached devi ces:
Host: scsi O Channel: 00 Id: 00 Lun: 00

Vendor: Adaptec Model: RAID5 Rev: V1.0

Type: Di rect - Access ANSI SCSI revision: 02
Host: scsil Channel: 00 Id: 00 Lun: 00

Vendor: SEAGATE Mbdel: ST336605FSUN36G Rev: 0438

Type: Di rect - Access ANSI SCSI revision: 03
root @haka: ~#

Here we run cat /proc/scsi/scsi on the QNAP from above (with Debian Linux).

r oot @lebi an6~# cat /proc/scsi/scsi
Att ached devi ces:
Host: scsi O Channel: 00 Id: 00 Lun: 00

Vendor: SanDi sk Model: Cruzer Edge Rev: 1.19

Type: Di rect - Access ANSI  SCSI revision: 02
Host: scsil Channel: 00 Id: 00 Lun: 00

Vendor: ATA Model : ST3750330AS Rev: SD04

Type: Di rect - Access ANSI  SCSI revision: 05
Host: scsi2 Channel: 00 Id: 00 Lun: 00

Vendor: ATA Model : ST3750330AS Rev: SD04

Type: Di rect - Access ANSI  SCSI revision: 05
Host: scsi 3 Channel: 00 Id: 00 Lun: 00

Vendor: ATA Model : ST3750330AS Rev: SD04

Type: Di rect - Access ANSI  SCSI revision: 05
Host: scsi4 Channel: 00 Id: 00 Lun: 00

Vendor: ATA Model : ST3750330AS Rev: SD04

Type: Di rect - Access ANSI  SCSI revision: 05

Note that some recent versions of Debian have this disabled in the kernel. Y ou can enable
it (after akernel compile) using this entry:

# CONFlI G_SCSI _PROC FS is not set

Redhat and CentOS have this by default (if there are scsi devices present).

[root @entos65 ~]# cat /proc/scsi/scsi
Att ached devi ces:
Host: scsi O Channel: 00 Id: 00 Lun: 00

Vendor: ATA Model : VBOX HARDDI SK Rev: 1.0

Type: Di rect - Access ANSI  SCSI revision: 05
Host: scsi 3 Channel: 00 Id: 00 Lun: 00

Vendor: ATA Model : VBOX HARDDI SK Rev: 1.0

Type: Di rect - Access ANSI  SCSI revision: 05
Host: scsi4 Channel: 00 Id: 00 Lun: 00

Vendor: ATA Model : VBOX HARDDI SK Rev: 1.0

Type: Di rect - Access ANSI  SCSI revision: 05
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5.4. erasing a hard disk

Before selling your old hard disk on theinternet, it may be agood ideato eraseit. By smply
repartitioning, or by using the Microsoft Windows format utility, or even after an mkfs
command, some people will still be able to read most of the data on the disk.

root @ebi an6~# aptitude search forenpst autopsy sleuthkit | tr -s '
p autopsy - graphical interface to SleuthKit

p forenost - Forensics application to recover data

p sleuthkit - collection of tools for forensics analysis

Although technically the /shin/badblocks tool is meant to ook for bad blocks, you can use
it to completely erase all datafrom adisk. Since thisisreally writing to every sector of the
disk, it can take along time!

r oot @RHELv4u?2: ~# badbl ocks -ws /dev/ sdb
Testing with pattern Oxaa: done

Readi ng and conparing: done

Testing with pattern 0x55: done

Readi ng and conparing: done

Testing with pattern Oxff: done

Readi ng and conparing: done

Testing with pattern 0x00: done

Readi ng and conparing: done

The previous screenshot overwrites every sector of the disk four times. Erasing once with
atool like dd is enough to destroy all data.

Warning, this screenshot shows how to permanently destroy all data on a block device.

[root @hel 65 ~]# dd if=/dev/zero of =/ dev/ sdb
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5.5. advanced hard disk settings

Tweaking of hard disk settings (dma, gap, ...) are not covered in this course. Several tools
exists, hdparm and sdparm are two of them.

hdpar m can be used to display or set information and parameters about an ATA (or SATA)
hard disk device. The -i and -I options will give you even more information about the
physical properties of the device.

root @ ai ka: ~# hdparm /dev/sdb

/ dev/ sdb:

1 O_support = 0 (default 16-bit)

readonl y = 0 (off)

r eadahead = 256 (on)

geonetry = 12161/ 255/ 63, sectors = 195371568, start =0

Below hdpar m info about a 200GB IDE disk.

root @arry: ~# hdparm /dev/ hdd

/ dev/ hdd:

mul t count = 0 (off)

1 O_support = 0 (default)

unmaski r g = 0 (off)

usi ng_dma = 1 (on)

keepsettings = 0 (off)

readonly = 0 (off)

r eadahead = 256 (on)

geonetry = 24321/ 255/ 63, sectors = 390721968, start =0

Here a screenshot of sdpar m on Ubuntu 10.10.
r oot @Qbul010: ~# aptitude install sdparm
root @bul010: ~# sdparm /dev/sda | head -1

/ dev/ sda: ATA FUJI TSU MJIA2160B 0081
root @Qbul010: ~# man sdparm

Use hdparm and sdparm with care.
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5.6. practice: hard disk devices

About thislab: To practice working with hard disks, you will need some hard disks. When
thereareno physical hard disk available, you can usevirtual disksinvmwareor Virtual Box.
The teacher will help you in attaching a couple of ATA and/or SCSI disks to a virtual
machine. The results of this lab can be used in the next three labs (partitions, file systems,
mounting).

It isadviced to attach three 1GB disks and three 2GB disks to the virtual machine. Thiswill
allow for some freedom in the practices of this chapter as well as the next chapters (raid,
Ilvm, iSCSI).

1. Use dmesg to make alist of hard disk devices detected at boot-up.
2. Usefdisk to find the total size of all hard disk devices on your system.

3. Stop avirtual machine, add three virtual 1 gigabyte scsi hard disk devices and one virtual
400 megabyte ide hard disk device. If possible, also add another virtual 400 megabyte ide
disk.

4. Use dmesg to verify that all the new disks are properly detected at boot-up.
5. Verify that you can see the disk devicesin /dev.

6. Usefdisk (with grep and /dev/null) to display the total size of the new disks.
7. Use badblocks to completely erase one of the smaller hard disks.

8. Look at /proc/scsi/scsi.

9. If possible, install Isscsi, Ishw and use them to list the disks.
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5.7. solution: hard disk devices

1. Usedmesg to make alist of hard disk devices detected at boot-up.
Sone possi bl e answers. ..

dmesg | grep -i disk

Looki ng for ATA disks: dmesg | grep hd[abcd]

Looki ng for ATA disks: dnesg | grep -i "ata disk"

Looki ng for SCSI disks: dnesg | grep sd[a-f]

Looki ng for SCSI disks: dnesg | grep -i "scsi disk"

2. Usefdisk to find the total size of all hard disk devices on your system.

fdisk -1

3. Stop avirtual machine, add three virtual 1 gigabyte scsi hard disk devices and one virtual
400 megabyte ide hard disk device. If possible, also add another virtual 400 megabyte ide
disk.

Thi s exerci se happens in the settings of vmware or Virtual Box.

4. Use dmesg to verify that all the new disks are properly detected at boot-up.

See 1.

5. Verify that you can see the disk devicesin /dev.
SCSI +SATA: |s -1 /dev/sd*

ATA. |s -1 /dev/hd*

6. Usefdisk (with grep and /dev/null) to display the total size of the new disks.

root @hel 53 ~# fdisk -1 2>/dev/null | grep [MGT]B
Di sk /dev/hda: 21.4 GB, 21474836480 bytes

Di sk /dev/ hdb: 1073 MB, 1073741824 bytes

Di sk /dev/sda: 2147 MB, 2147483648 bytes

Di sk /dev/sdb: 2147 MB, 2147483648 bytes

Di sk /dev/sdc: 2147 MB, 2147483648 bytes

7. Use badblocks to completely erase one of the smaller hard disks.

#Verify the device (/dev/sdc??) you want to erase before typing this.
#

root @ hel 53 ~# badbl ocks -ws /dev/sdc
Testing with pattern Oxaa: done

Readi ng and conparing: done

Testing with pattern 0x55: done

Readi ng and conparing: done

Testing with pattern Oxff: done

Readi ng and conparing: done

Testing with pattern 0x00: done

Readi ng and conparing: done

8. Look at /proc/scsi/scsi.

root @hel 53 ~# cat /proc/scsi/scsi
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Attached devi ces:

Host: scsi O Channel: 00 Id: 02 Lun:
Vendor: VBOX Model : HARDDI SK
Type: Di rect - Access

Host: scsi O Channel: 00 Id: 03 Lun:
Vendor: VBOX Model : HARDDI SK
Type: Di rect - Access

Host: scsi O Channel: 00 Id: 06 Lun:
Vendor: VBOX Model : HARDDI SK
Type: Di rect - Access

00

Rev:
ANSI

00

Rev:
ANSI

00

Rev:
ANSI

1.0
SCSI

1.0
SCSI

1.0
SCSI

9. If possible, install Isscsi, Ishw and use them to list the disks.

Debi an, Ubuntu: aptitude install |sscsi |shw
Fedora: yuminstall I|sscsi |shw

root @hel 53 ~# | sscsi

[0:0:2:0] di sk VBOX HARDDI SK
[0:0:3:0] di sk VBOX HARDDI SK

[0: 0: 6:0] di sk VBOX HARDDI SK

/ dev/ sda
/ dev/ sdb

1.0
1.0
1.0 / dev/ sdc

revision:

revision:

revision:

05

05

05
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Chapter 6. disk partitions

This chapter continues on the hard disk devices from the previous one. Here we will put
partitions on those devices.

This chapter prepares you for the next chapter, where we put file systems on our partitions.
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6.1. about partitions

6.1.1. primary, extended and logical

Linux requires you to create one or more partitions. The next paragraphs will explain how
to create and use partitions.

A partition's geometry and size is usualy defined by a starting and ending cylinder
(sometimes by sector). Partitions can be of type primary (maximum four), extended
(maximum one) or logical (contained within the extended partition). Each partition has a
type field that contains a code. This determines the computers operating system or the
partitions file system.

Table6.1. primary, extended and logical partitions

Partition Type naming
Primary (max 4) 1-4
Extended (max 1) 1-4
Logical 5

6.1.2. partition naming

We saw before that hard disk devices are named /dev/hdx or /dev/sdx with x depending on
the hardware configuration. Next is the partition number, starting the count at 1. Hence the
four (possible) primary partitions are numbered 1 to 4. Logical partition counting aways
starts at 5. Thus /dev/hda2 is the second partition on the first ATA hard disk device, and /
dev/hdb5 isthefirst logical partition on the second ATA hard disk device. Same for SCSI, /
dev/sdb3 is the third partition on the second SCSI disk.

Table 6.2. Partition naming

partition device

/dev/hdal first primary partition on /dev/hda
/dev/hda2 second primary or extended partition on /dev/hda
/dev/sdab first logical drive on /dev/sda
/dev/sdb6 second logical on /dev/sdb

The picture below showstwo (spindle) disks with partitions. Note that an extended partition
isacontainer holding logical drives.

b
.
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6.2. discovering partitions
6.2.1. fdisk -l

In the fdisk -I example below you can see that two partitions exist on /dev/sdb. The first
partition spans 31 cylinders and contains a Linux swap partition. The second partition is
much bigger.

root @ai ka: ~# fdisk -1 /dev/sdb

Di sk /dev/sdb: 100.0 GB, 100030242816 bytes
255 heads, 63 sectors/track, 12161 cylinders
Units = cylinders of 16065 * 512 = 8225280 bytes

Devi ce Boot Start End Bl ocks Id System
/ dev/ sdbl 1 31 248976 82 Linux swap / Solaris
/ dev/ sdb2 32 12161 97434225 83 Linux

root @ ai ka: ~#

6.2.2. /[proc/partitions

The /proc/partitions file contains a table with major and minor number of partitioned
devices, their number of blocks and the device name in /dev. Verify with /proc/devices to
link the major number to the proper device.

paul @RHELv4u4: ~$ cat /proc/partitions
maj or m nor #bl ocks nane

3 0 524288 hda
3 64 734003 hdb
8 0 8388608 sda
8 1 104391 sdal
8 2 8281507 sda2
8 16 1048576 sdb
8 32 1048576 sdc
8 48 1048576 sdd
253 0 7176192 dmO
253 1 1048576 dm 1

The major number corresponds to the device type (or driver) and can be found in /proc/
devices. In this case 3 corresponds to ide and 8 to sd. The major number determines the
device driver to be used with this device.

The minor number is a unique identification of an instance of this device type. The
devices.txt filein the kernel tree contains afull list of major and minor numbers.
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6.2.3. parted and others

Y ou may beinterested in alternativesto fdisk like parted, cfdisk, sfdisk and gparted. This
course mainly uses fdisk to partition hard disks.

parted is recommended by some Linux distributions for handling storage with gpt instead
of mbr.

Below a screenshot of parted on CentOS.

[root @entos65 ~]# rpm-q parted
parted-2.1-21. el 6. x86_64

[root @entos65 ~]# parted /dev/sda

G\U Parted 2.1

Usi ng / dev/sda

Wel cone to GNU Parted! Type 'help' to view a list of conmands.
(parted) print

Mbdel : ATA VBOX HARDDI SK (scsi)

Di sk /dev/sda: 42.9GB

Sector size (logical/physical): 512B/512B
Partition Table: nsdos

Nurmber Start End Si ze Type File system Flags
1 1049kB 525MB  524MB  primary ext4 boot
2 525MB  42.9GB 42.4GB primary I vm

(parted)
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6.3. partitioning new disks

In the example below, we bought a new disk for our system. After the new hardware is
properly attached, you can use fdisk and parted to create the necessary partition(s). This
example uses fdisk, but there is nothing wrong with using parted.

6.3.1. recognising the disk
First, we check with fdisk -1 whether Linux can see the new disk. Y esit does, the new disk
is seen as/dev/sdb, but it does not have any partitions yet.
r oot @GRHELv4u2:; ~# fdisk -1
Di sk /dev/sda: 12.8 GB, 12884901888 bytes

255 heads, 63 sectors/track, 1566 cylinders
Units = cylinders of 16065 * 512 = 8225280 bytes

Devi ce Boot Start End Bl ocks Id System
/ dev/ sdal * 1 13 104391 83 Li nux
/ dev/ sda2 14 1566 12474472+ 8e Linux LVM

Di sk /dev/sdb: 1073 MB, 1073741824 bytes
255 heads, 63 sectors/track, 130 cylinders
Units = cylinders of 16065 * 512 = 8225280 bytes

Di sk /dev/sdb doesn't contain a valid partition table

6.3.2. opening the disk with fdisk

Then we create a partition with fdisk on /dev/sdb. First we start the fdisk tool with /dev/sdb
as argument. Be very very careful not to partition the wrong disk!!

root @RHELv4u?2: ~# fdi sk /dev/sdb

Devi ce contains neither a valid DOS partition table, nor Sun, SA...
Bui | di ng a new DOS di skl abel . Changes will remain in nenory only,
until you decide to wite them After that, of course, the previous
content won't be recoverable.

Warning: invalid flag Ox0000 of partition table 4 will be corrected...

6.3.3. empty partition table

Inside the fdisk tool, we can issue the p command to see the current disks partition table.
Command (m for help): p

Di sk /dev/sdb: 1073 MB, 1073741824 bytes

255 heads, 63 sectors/track, 130 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes

Devi ce Boot Start End Bl ocks Id System
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6.3.4. create a new partition

No partitions exist yet, so we issue n to create a new partition. We choose p for primary, 1
for the partition number, 1 for the start cylinder and 14 for the end cylinder.

Command (m for help): n

Comrand acti on

e extended

p primary partition (1-4)

p

Partition number (1-4): 1

First cylinder (1-130, default 1):

Using default value 1

Last cylinder or +size or +sizeMor +sizeK (1-130, default 130): 14

We can now issue p again to verify our changes, but they are not yet written to disk. This
means we can still cancel this operation! But it looks good, so we use w to write the changes
to disk, and then quit the fdisk tool.

Conmand (mfor help): p

Di sk /dev/sdb: 1073 MB, 1073741824 bytes
255 heads, 63 sectors/track, 130 cylinders
Units = cylinders of 16065 * 512 = 8225280 bytes

Devi ce Boot Start End Bl ocks ld System
/ dev/ sdbl 1 14 112423+ 83 Linux

Conmand (mfor help): w
The partition table has been altered!

Calling ioctl() to re-read partition table.

Synci ng di sks.
r oot @GRHELv4u?2: ~#

6.3.5. display the new partition

Let's verify again with fdisk -l to make sure reality fits our dreams. Indeed, the screenshot
below now shows a partition on /dev/sdb.

r oot @GRHELv4u2; ~# fdisk -1

Di sk /dev/sda: 12.8 GB, 12884901888 bytes
255 heads, 63 sectors/track, 1566 cylinders
Units = cylinders of 16065 * 512 = 8225280 bytes

Devi ce Boot Start End Bl ocks Id System
/dev/sdal * 1 13 104391 83 Li nux
/ dev/ sda2 14 1566 12474472+ 8e Linux LVM

Di sk /dev/sdb: 1073 MB, 1073741824 bytes
255 heads, 63 sectors/track, 130 cylinders
Units = cylinders of 16065 * 512 = 8225280 bytes

Devi ce Boot Start End Bl ocks Id System
/ dev/ sdbl 1 14 112423+ 83 Linux
r oot GRHELv4u2; ~#
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6.4. about the partition table

6.4.1. master boot record

The partition table information (primary and extended partitions) is written in the master
boot record or mbr. You can use dd to copy the mbr to afile.

This exampl e copies the master boot record from the first SCSI hard disk.

dd i f=/dev/sda of =/ SCSI di sk. mbr bs=512 count =1

The same tool can also be used to wipe out all information about partitions on adisk. This
example writes zeroes over the master boot record.

dd i f=/dev/zero of=/dev/sda bs=512 count=1

Or to wipe out the whole partition or disk.

dd i f=/dev/zero of =/ dev/ sda

6.4.2. partprobe

Don't forget that after restoring a master boot record with dd, that you need to force the
kernel to reread the partition table with partprobe. After running partprobe, the partitions
can be used again.

[ root @RHELS5 ~]# part probe
[ root @GRHELS ~] #

6.4.3. logical drives

The partition table does not contain information about logical drives. So the dd backup
of the mbr only works for primary and extended partitions. To backup the partition table
including the logical drives, you can use sfdisk.

This example shows how to backup all partition and logical drive information to afile.

sfdisk -d /dev/sda > parttabl e. sda. sfdi sk

The following example copies the mbr and all logical driveinfo from /dev/sdato /dev/sdb.

sfdisk -d /dev/sda | sfdisk /dev/sdb
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6.5. GUID partition table

gpt was developed because of the limitations of the 1980s mbr partitioning scheme (for
example only four partitions can be defined, and they have a maximum size two terabytes).

Since 2010 gpt isa part of the uefi specification, but it is also used on bios systems.

Newer versions of fdisk work fine with gpt, but most production servers today (mid 2015)
still have an older fdisk.. You can use parted instead.

6.6. labeling with parted

parted is an interactive tool, just like fdisk. Type help in parted for alist of commands
and options.

This screenshot shows how to start parted to manage partitions on /dev/sdb.

[root@hel 71 ~]# parted /dev/sdb

G\U Parted 3.1

Usi ng /dev/ sdb

Wel come to GNU Parted! Type 'help' to view a list of conmands.
(parted)

Each command also has built-in help. For example help mklabel will list all supported
labels. Note that we only discussed mbr (msdos) and gpt in this book.

(parted) hel p nkl abel
nkl abel , nkt abl e LABEL- TYPE create a new di skl abel (partition table)

LABEL- TYPE is one of: aix, amiga, bsd, dvh, gpt, mac, nsdos, pc98, sun, |oop
(parted)

We create an mbr labdl.

(parted) nkl abel nsdos>

Warni ng: The existing disk |abel on /dev/sdb will be destroyed and all data on
this disk will be lost. Do you want to continue?

Yes/ No? yes

(parted) nklabel gpt

Warni ng: The existing disk |abel on /dev/sdb will be destroyed and all data on
this disk will be lost. Do you want to continue?

Yes/ No? Y

(parted)
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6.6.1. partitioning with parted

Once labeled it is easy to create partitions with parted. This screenshot starts with an
unpartitioned (but gpt labeled) disk.

(parted) print

Mbdel : ATA VBOX HARDDI SK (scsi)

Di sk /dev/sdb: 8590MB

Sector size (logical/physical): 512B/512B
Partition Table: gpt

Di sk Fl ags:

Number Start End Size File system Nane Flags

(parted)

This example shows how to create two primary partitions of equal size.

(parted) nkpart primary O 50%

Warning: The resulting partition is not properly aligned for best perfornance.
I gnor e/ Cancel ? 1

(parted) nkpart primary 50% 100%

(parted)

Verify with print and exit with quit. Since parted works directly on the disk, thereis no
need to w(rite) likein fdisk.

(parted) print

Mbdel : ATA VBOX HARDDI SK (scsi)

Di sk /dev/sdb: 8590MB

Sector size (logical/physical): 512B/512B
Partition Table: gpt

Di sk Fl ags:

Nurmber Start End Si ze File system Nane FI ags
1 17. 4kB 4295MB 4295MB primary
2 4295MB 8589MB  4294MB primry

(parted) quit
Information: You may need to update /etc/fstab.

[root@hel 71 ~] #
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6.7. practice: partitions

1. Usefdisk -l to display existing partitions and sizes.

2. Use df -h to display existing partitions and sizes.

3. Compare the output of fdisk and df.

4. Create a 200MB primary partition on asmall disk.

5. Create a400MB primary partition and two 300MB logical driveson abig disk.

6. Use df -h and fdisk -I to verify your work.

7. Comparethe output again of fdisk and df. Do both commands display the new partitions ?
8. Create a backup with dd of the mbr that contains your 200MB primary partition.

9. Take abackup of the partition table containing your 400MB primary and 300MB logical
drives. Make sure the logical drives are in the backup.

10. (optional) Remove all your partitions with fdisk. Then restore your backups.
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6.8. solution: partitions

1. Usefdisk -l to display existing partitions and sizes.

as root: # fdisk -I

2. Use df -h to display existing partitions and sizes.

df -h

3. Compare the output of fdisk and df.

Sone partitions will be listed in both outputs (maybe /dev/sdal or /dev/hdal).

4. Create a 200MB primary partition on asmall disk.

Choose one of the disks you added (this exanple uses /dev/sdc).
root @hel 53 ~# fdi sk /dev/sdc

Conmand (mfor help): n
Command acti on
e ext ended
p primary partition (1-4)
p
Partition number (1-4): 1
First cylinder (1-261, default 1): 1
Last cylinder or +size or +sizeM or +sizeK (1-261, default 261): +200m
Conmand (m for help): w
The partition table has been altered!
Calling ioctl() to re-read partition table.
Synci ng di sks.

5. Create a400MB primary partition and two 300MB logical driveson abig disk.

Choose one of the disks you added (this exanple uses /dev/sdb)
fdi sk /dev/sdb

inside fdisk : n p 1 +400menter --- n e 2 enter enter --- n | +300m (tw ce)

6. Use df -h and fdisk -I to verify your work.

fdisk -1 ; df -h

7. Comparethe output again of fdisk and df. Do both commands display the new partitions ?
The newy created partitions are visible with fdisk.

But they are not displayed by df.

8. Create a backup with dd of the mbr that contains your 200MB primary partition.

dd i f=/dev/sdc of =boot sector.sdc.dd count=1 bs=512

9. Take abackup of the partition table containing your 400MB primary and 300MB logical
drives. Make sure the logical drives are in the backup.

sfdisk -d /dev/sdb > parttable. sdb. sfdi sk
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Chapter 7. file systems

When you are finished partitioning the hard disk, you can put afile system on each partition.

This chapter builds on the partitions from the previous chapter, and prepares you for the
next one where we will mount the filesystems.
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7.1. about file systems

A file system isaway of organizing files on your partition. Besides file-based storage, file
systemsusually include dir ectories and access control, and contain metainformation about
files like access times, modification times and file ownership.

The properties (length, character set, ...) of filenames are determined by the file system you
choose. Directories are usually implemented as files, you will have to learn how this is
implemented! Accesscontrol infilesystemsistracked by user ownership (and group owner-
and membership) in combination with one or more access control lists.

7.1.1. man fs

The manual page about filesystemsis accessed by typing man fs.

[root@hel 65 ~]# nan fs
7.1.2. [proc/filesystems

The Linux kernel will inform you about currently loaded file system drivers in /proc/
filesystems.

root @hel 53 ~# cat /proc/filesystens | grep -v nodev

ext 2

i s09660
ext 3

7.1.3. /etc/filesystems

The /etc/filesystems file contains a list of autodetected filesystems (in case the mount
command is used without the -t option.

Help for thisfileis provided by man mount.

[root @hel 65 ~]# man nount
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7.2. common file systems
7.2.1. ext2 and ext3

Once the most common Linux file systemsis the ext2 (the second extended) file system. A
disadvantage is that file system checks on ext2 can take along time.

ext2 was being replaced by ext3 on most Linux machines. They are essentially the same,
except for the journaling which is only present in ext3.

Journaling means that changes are first written to a journal on the disk. The journa is
flushed regularly, writing the changes in the file system. Journaling keeps the file system
in a consistent state, so you don't need a file system check after an unclean shutdown or
power failure.

7.2.2. creating ext2 and ext3

You can create these file systems with the /sbin/mkfs or /sbin/mke2fs commands. Use
mke2fs -j to create an ext3 file system.

Y ou can convert an ext2 to ext3 with tune2fs -j. Y ou can mount an ext3 file system as ext2,
but then you lose the journaling. Do not forget to run mkinitrd if you are booting from this
device.

7.2.3. ext4

The newest incarnation of the ext file system is named ext4 and is available in the Linux
kernel since 2008. ext4 supports larger files (up to 16 terabyte) and larger file systems than
ext3 (and many more features).

Devel opment started by making ext3 fully capablefor 64-bit. When it turned out the changes
were significant, the devel opers decided to name it ext4.

7.2.4. xfs

Redhat Enterprise Linux 7 will have XFS asthe default file system. Thisisahighly scalable
high-performance file system.

xfswascreated for I rix and for acouple of yearsit wasalso used in FreeBSD. It issupported
by the Linux kernel, but rarely used in dsitributions outside of the Redhat/CentOS realm.
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7.2.5. vfat

Thevfat filesystem existsin acouple of forms: fat12 for floppy disks, fat16 on ms-dos, and
fat32 for larger disks. The Linux vfat implementation supports al of these, but vfat lacks a
lot of features like security and links. fat disks can be read by every operating system, and
are used alot for digital cameras, usb sticks and to exchange data between different OS'ses
on a home user's computer.

7.2.6.1s0 9660

150 9660 is the standard format for cdroms. Chances are you will encounter thisfile system
also on your hard disk in the form of images of cdroms (often with the .iso extension). The
150 9660 standard limitsfilenamesto the 8.3 format. The Unix world didn't likethis, and thus
added therock ridge extensions, which allowsfor filenames up to 255 characters and Unix-
style file-modes, ownership and symbolic links. Another extensions to iso 9660 is joliet,
which adds 64 unicode characters to the filename. The el torito standard extends iso 9660
to be able to boot from CD-ROM's.

7.2.7. udf

Most optical mediatoday (including cd's and dvd's) use udf, the Universal Disk Format.
7.2.8. swap

All things considered, swap is not afile system. But to use a partition as a swap partition
it must be formatted and mounted as swap space.

7.2.9. gfs

Linux clusters often use a dedicated cluster filesystem like GFS, GFS2, ClusterFs, ...

7.2.10. and more...

You may encounter reiserfs on older Linux systems. Maybe you will see Sun's zfs or the
open source btrfs. Thislast one requires a chapter on itself.
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7.2.11. /proc/filesystems

The /proc/filesystemsfile displays alist of supported file systems. When you mount afile
system without explicitly defining one, then mount will first try to probe /etc/filesystems
and then probe /proc/filesystems for al the filesystems without the nodev label. If /etc/
filesystems ends with aline containing only an asterisk (*) then both files are probed.

paul @GRHELv4u4: ~$ cat /proc/fil esystens
nodev sysfs
nodev rootfs
nodev bdev
nodev proc
nodev sockfs
nodev bi nfnt _m sc
nodev usbfs
nodev usbdevf s
nodev futexfs
nodev tnpfs
nodev pi pefs
nodev eventpol | fs
nodev devpt s
ext 2
nodev ranfs
nodev huget | bf s
i 09660
nodev rel ayfs
nodev ngueue
nodev sel i nuxfs
ext 3
nodev rpc_pi pefs
nodev vmnar e- hgf s
nodev aut of s
paul @GRHELv4u4: ~$
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7.3. putting a file system on a partition

We now have afresh partition. The system binariesto makefile systemscan befound with|s.

[root @RHEL4b ~]# |Is -1S /sbin/nk*

-rwxr-xr-x 3 root root 34832 Apr 24 2006 /sbin/nke2fs
-rwxr-xr-x 3 root root 34832 Apr 24 2006 /sbin/nkfs.ext2
-rwxr-xr-x 3 root root 34832 Apr 24 2006 /sbin/nkfs.ext3
-rwWxr-xr-x 3 root root 28484 Cct 13 2004 /sbin/nkdosfs
-rwxr-xr-x 3 root root 28484 COct 13 2004 /sbin/nkfs. msdos
-rwWxr-xr-x 3 root root 28484 Cct 13 2004 /sbhin/nkfs. vfat
-rwxr-xr-x 1 root root 20313 Apr 10 2006 /shin/nkinitrd
-rwxr-x--- 1 root root 15444 Oct 5 2004 /sbhin/nkzonedb
-rwxr-xr-x 1 root root 15300 May 24 2006 /sbin/nkfs.cranfs
-rwxr-xr-x 1 root root 13036 May 24 2006 /sbi n/ nkswap
-rwxr-xr-x 1 root root 6912 May 24 2006 /sbhin/nkfs
-rwxr-xr-x 1 root root 5905 Aug 3 2004 /sbin/nkbootdi sk

[ root @GRHEL4b ~] #

It is time for you to read the manual pages of mkfs and mke2fs. In the example below,
you see the creation of an ext2 file system on /dev/sdbl. Inread life, you might want to use
options like -m0 and -j.

root @RHELv4u?2: ~# nke2fs /dev/sdbl

nke2fs 1.35 (28-Feb-2004)

Fi | esystem | abel =

CS type: Linux

Bl ock size=1024 (| og=0)

Fragnent size=1024 (| og=0)

28112 i nodes, 112420 bl ocks

5621 bl ocks (5.00% reserved for the super user
First data bl ock=1

Maxi mum fil esyst em bl ocks=67371008

14 bl ock groups

8192 bl ocks per group, 8192 fragments per group
2008 i nodes per group

Super bl ock backups stored on bl ocks:

8193, 24577, 40961, 57345, 73729

Witing inode tables: done
Witing superbl ocks and fil esystem accounting information: done

This filesystemw || be automatically checked every 37 nounts or
180 days, whichever comes first. Use tune2fs -c or -i to override
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7.4.tuning a file system

Y ou can usetune2fstolist and set file system settings. Thefirst screenshot liststhe reserved
space for root (which is set at five percent).

[root@hel 4 ~]# tune2fs -1 /dev/sdal | grep -i "block count"
Bl ock count: 104388
Reserved bl ock count: 5219

[root@hel 4 ~]#

This example changes this value to ten percent. Y ou can use tune2fs while the file system
isactive, eveniif it istheroot file system (asin this example).

[root @hel 4 ~]# tune2fs -nl0 /dev/sdal
tune2fs 1. 35 (28-Feb-2004)
Setting reserved bl ocks percentage to 10 (10430 bl ocks)

[root@hel 4 ~]# tune2fs -1 /dev/sdal | grep -i "block count”
Bl ock count: 104388
Reserved bl ock count: 10430

[root@hel 4 ~]#
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7.5. checking a file system

The fsck command is afront end tool used to check afile system for errors.

[root @RHEL4b ~]# |s /shin/*fsck*

/ sbi n/ dosfsck /sbhin/fsck / sbin/fsck.ext2 [/sbhin/fsck.nsdos
/ sbi n/ e2f sck /sbin/fsck.cranfs /sbin/fsck.ext3 /sbhin/fsck.vfat

[ root @GRHEL4b ~] #

The last column in /etc/fstab is used to determine whether afile system should be checked
at boot-up.

[ paul @RHEL4b ~]$ grep ext /etc/fstab

/ dev/ Vol G- oup00/ LogVol 00 / ext 3 defaul ts
LABEL=/ boot / boot ext3 defaults
[ paul @GRHEL4b ~] $

S
N

Manually checking a mounted file system results in a warning from fsck.

[root @RHEL4b ~]# fsck /boot
fsck 1.35 (28-Feb-2004)
e2fsck 1.35 (28-Feb-2004)

/ dev/ sdal i s nounted.

WARNI NG !'!  Runni ng e2fsck on a nounted fil esystem nay cause
SEVERE fil esyst em danage.

Do you really want to continue (y/n)? no

check abort ed.

But after unmounting fsck and e2fsck can be used to check an ext2 file system.

[root @RHEL4b ~]# fsck /boot

fsck 1.35 (28-Feb-2004)

e2fsck 1.35 (28-Feb-2004)

/ boot: clean, 44/26104 files, 17598/ 104388 bl ocks
[root @RHEL4b ~]# fsck -p /boot

fsck 1.35 (28-Feb-2004)

/ boot: clean, 44/26104 files, 17598/ 104388 bl ocks
[root @RHEL4b ~]# e2fsck -p /dev/sdal

/ boot: clean, 44/26104 files, 17598/ 104388 bl ocks
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7.6. practice: file systems

1. List the filesystems that are known by your system.

2. Create an ext2 filesystem on the 200MB partition.

3. Create an ext3 filesystem on one of the 300MB logical drives.

4. Create an ext4 on the 400MB partition.

5. Set the reserved space for root on the ext3 filesystem to O percent.
6. Verify your work with fdisk and df.

7. Perform afile system check on all the new file systems.
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7.7. solution: file systems

1. List the filesystems that are known by your system.

man fs
cat /proc/fil esystens

cat /etc/filesystens (not on all Linux distributions)

2. Create an ext2 filesystem on the 200M B partition.

nmke2fs /dev/sdcl (replace sdcl with the correct partition)

3. Create an ext3 filesystem on one of the 300MB logical drives.

nke2fs -j /dev/sdb5 (replace sdb5 with the correct partition)

4. Create an ext4 on the 400MB partition.

nkfs. ext4 /dev/sdbl (replace sdbl with the correct partition)

5. Set the reserved space for root on the ext3 filesystem to O percent.

tune2fs -m O /dev/sdb5

6. Verify your work with fdisk and df.

nkfs (nke2fs) makes no difference in the output of these commuands

The big change is in the next topic: nmounting

7. Perform afile system check on all the new file systems.

fsck /dev/sdbl
fsck /dev/sdcl
fsck /dev/sdb5
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Chapter 8. mounting

Once you've put a file system on a partition, you can mount it. Mounting a file system
makes it available for use, usually as a directory. We say mounting a file system instead
of mounting a partition because we will see later that we can a'so mount file systems that
do not exists on partitions.

On al Unix systems, every file and every directory is part of one big file tree. To access
afile, you need to know the full path starting from the root directory. When adding a file
system to your computer, you need to make it available somewhere in the file tree. The
directory where you make afile system available is called amount point.
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8.1. mounting local file systems
8.1.1. mkdir

This example shows how to create a new mount point with mkdir.

r oot @GRHELv4u2: ~# nkdir /hone/ project42
8.1.2. mount

When the mount point is created, and afile system is present on the partition, then mount
can mount the file system on the mount point directory.

root @RHELv4u2: ~# nount -t ext2 /dev/sdbl /hone/ project42/

Once mounted, the new file system is accessible to users.
8.1.3. /etc/filesystems

Actualy the explicit -t ext2 option to set the file system isnot aways necessary. The mount
command is able to automatically detect alot of file systems.

When mounting afile system without specifying explicitly the file system, then mount will
first probe /etc/filesystems. Mount will skip lines with the nodev directive.

paul @GRHELv4u4: ~$ cat /etc/fil esystens
ext3

ext 2

nodev proc

nodev devpts

i S09660

vf at

hf s

8.1.4. /proc/filesystems

When /etc/filesystems does not exist, or ends with a single * on the last line, then mount
will read /proc/filesystems.
[root @RHEL52 ~]# cat /proc/filesystens | grep -v “nodev

ext 2

i s09660
ext 3

8.1.5. umount

Y ou can unmount a mounted file system using the umount command.

r oot @asha: ~# unount /hone/reet

71



mounting

8.2. displaying mounted file systems

To display all mounted file systems, issue the mount command. Or look at the files /proc/
mounts and /etc/mtab.

8.2.1. mount
The simplest and most common way to view all mounts is by issuing the mount command
without any arguments.

r oot @RHELv4u2: ~# nount | grep /dev/sdb
/ dev/ sdbl on /home/project42 type ext2 (rw

8.2.2. /[proc/mounts

The kernel providestheinfo in/proc/mountsin file form, but /proc/mounts does not exist
as afile on any hard disk. Looking at /proc/mountsis looking at information that comes
directly from the kernel.

root @RHELv4u2: ~# cat /proc/ mounts | grep /dev/sdb
/ dev/ sdbl / hone/ project42 ext2 rwO0 O

8.2.3. /etc/mtab

The /etc/mtab fileis not updated by the kernel, but is maintained by the mount command.
Do not edit /etc/mtab manually.

root @RHELv4u2: ~# cat /etc/nmtab | grep /dev/sdb
/ dev/ sdbl /hone/ project42 ext2 rw 0 0
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8.2.4. df

A more user friendly way to look at mounted file systemsisdf. The df (diskfree) command
has the added benefit of showing you the free space on each mounted disk. Like a lot of
Linux commands, df supports the -h switch to make the output more human readable.

r oot @RHELv4u?2: ~# df

Fil esystem 1K- bl ocks Used Avail abl e Use% Mount ed on
/ dev/ mapper/ Vol G oup00- LogVol 00

11707972 6366996 4746240 58%/

/ dev/ sdal 101086 9300 86567 10% / boot

none 127988 0 127988 0% /dev/shm

/ dev/ sdbl 108865 1550 101694 2%/ hone/ proj ect 42
r oot @RHELv4u?2: ~# df -h

Fil esystem Size Used Avail Use% Mounted on

/ dev/ mapper/ Vol G oup00- LogVol 00
12G 6.1G 4.6G 58%/

/ dev/ sdal 99M 9.1M 85M 10% / boot
none 125M 0 125M 0% /dev/shm
/ dev/ sdbl 107M 1.6M 100M 2%/ hone/ proj ect 42

In the df -h example below you can see the size, free space, used gigabytes and percentage
and mount point of a partition.

root @ai ka: ~# df -h | egrep -e "(sdb2|File)"

Fi | esystem Si ze Used Avail Use% Mounted on
/ dev/ sdb2 92G 83G 8.6G 91%/ nedi a/ sdb2
8.2.6. du

The du command can summarize disk usage for files and directories. By using du on a
mount point you effectively get the disk space used on afile system.

While du can go display each subdirectory recursively, the -s option will give you a total
summary for the parent directory. This option is often used together with -h. Thismeans du
-sh on amount point gives the total amount used by the file system in that partition.

r oot @ebi an6~# du -sh /boot /srv/wolf
6. 2M / boot
1.1T /srv/wol f
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8.3. from start to finish

Below isascreenshot that show a summary roadmap starting with detection of the hardware
(/dev/sdb) up until mounting on /mnt.

[root @entos65 ~]# dnesg | grep '\[sdb\]'
sd 3:0:0:0: [sdb] 150994944 512-byte | ogical blocks: (77.3 GB/72.0 G B)
sd 3:0:0:0: [sdb] Wite Protect is off

sd 3:0:0:0: [sdb] Modde Sense: 00 3a 00 00

sd 3:0:0:0: [sdb] Wite cache: enabl ed, read cache: enabled, doesn't support \
DPO or FUA

sd 3:0:0:0: [sdb] Attached SCSI di sk

[root @entos65 ~]# parted /dev/sdb

(parted) nklabel nsdos

(parted) nkpart primary ext4 1 77000
(parted) print

Mbdel : ATA VBOX HARDDI SK (scsi)

Di sk /dev/sdb: 77.3GB

Sector size (logical/physical): 512B/512B
Partition Tabl e: nsdos

Nunber Start End Si ze Type File system Flags
1 1049kB 77.0GB 77.0GB primary

(parted) quit

[root @entos65 ~]# nkfs.ext4 /dev/sdbl

mke2fs 1.41.12 (17- May-2010)

Fi |l esystem | abel =

CS type: Linux

Bl ock size=4096 (| og=2)

Fragnent size=4096 (| og=2)

Stride=0 bl ocks, Stripe w dth=0 bl ocks

4702208 i nodes, 18798592 bl ocks

939929 bl ocks (5.00% reserved for the super user
First data bl ock=0

Maxi mum fil esyst em bl ocks=4294967296

574 bl ock groups

32768 bl ocks per group, 32768 fragnents per group
8192 i nodes per group

( output truncated )

[ root @ent os65 ~]# nount /dev/sdbl /mt
[root @ent 0s65 ~]# mount | grep mmt
/dev/sdbl on /mt type ext4 (rw)

[root @entos65 ~]# df -h | grep mmt

/ dev/ sdbl 71G 180M 67G 1%/ mt
[root @entos65 ~]# du -sh /mt
20K / mt

[ root @ent 0os65 ~]# unount /mt
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8.4. permanent mounts

Until now, we performed all mounts manually. This works nice, until the next reboot.
Luckily there is a way to tell your computer to automatically mount certain file systems
during boot.

8.4.1. /etc/fstab

The file system table located in /etc/fstab contains alist of file systems, with an option to
automtically mount each of them at boot time.

Below isasample /etc/fstab file.

r oot @RHELv4u?2: ~# cat /etc/fstab

/ dev/ Vol Gr oup00/ LogVol 00 / ext 3 defaul ts 11
LABEL=/ boot / boot ext3 defaults 12
none [ dev/ pts devpts @i d=5, node=620 0 O
none / dev/ shm tnpfs defaults 00
none / proc proc defaul ts 00
none / sys sysfs defaul ts 00
/ dev/ Vol Gr oup00/ LogVol 01 swap swap defaults 00

By adding the following line, we can automate the mounting of afile system.

/ dev/ sdbl / hone/ proj ect 42 ext 2 defaul ts 00

8.4.2. mount /mountpoint

Adding an entry to /etc/fstab has the added advantage that you can simplify the mount
command. The command in the screenshot below forces mount to look for the partition
infoin /etc/fstab.

root @ hel 65: ~# nount /homne/ proj ect 42
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8.5. securing mounts
File systems can be secured with severa mount options. Here are some examples.
8.5.1.r0

Thero option will mount afile system as read only, preventing anyone from writing.

root @hel 53 ~# nmount -t ext2 -o ro /dev/hdbl /hone/ project42
root @hel 53 ~# touch /hone/projectd2/testwite
touch: cannot touch “/hone/projectd42/testwite': Read-only file system

8.5.2. noexec

The noexec option will prevent the execution of binaries and scripts on the mounted file
system.

root @hel 53 ~# nmount -t ext2 -o noexec /dev/hdbl /home/ project42
root @hel 53 ~# cp /bin/cat /home/ project42

root @hel 53 ~# / home/ proj ect 42/ cat /etc/hosts

-bash: /home/ project42/cat: Perm ssion denied

root @ hel 53 ~# echo echo hello > /hone/ project 42/ hel | oscri pt

root @hel 53 ~# chnod +x /hone/ proj ect 42/ hel | oscri pt

root @ hel 53 ~# / hone/ proj ect 42/ hel | oscri pt

-bash: /home/ proj ect42/ helloscript: Perm ssion denied

8.5.3. nosuid

The nosuid option will ignore setuid bit set binaries on the mounted file system.

Note that you can still set the setuid bit on files.

root @ hel 53 ~# nmount -o nosuid /dev/hdbl /home/ project42

root @hel 53 ~# cp / bin/sleep /hone/ project 42/

root @ hel 53 ~# chnod 4555 /home/ proj ect 42/ sl eep

root @hel 53 ~# |s -1 /hone/ project42/sl eep

-r-sr-xr-x 1 root root 19564 Jun 24 17:57 /hone/ project42/sl eep

But users cannot exploit the setuid feature.

root @hel 53 ~# su - paul
[ paul @ hel 53 ~]$ /hone/ proj ect 42/ sl eep 500 &

[1] 2876
[ paul @hel 53 ~]$ ps -f 2876
u D PID PPID C STIME TTY STAT TIME C\VD
paul 2876 2853 0 17:58 pts/0 S 0: 00 / hone/ proj ect 42/ sl eep 500
[ paul @ hel 53 ~1$
8.5.4. noacl

To prevent cluttering permissions with acl's, use the noacl option.

root @hel 53 ~# nount -o noacl /dev/hdbl /hone/ project42

More mount options can be found in the manual page of mount.
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8.6. mounting remote file systems
8.6.1. smb/cifs

The Samba team (samba.org) has a Unix/Linux service that is compatible with the SMB/
CIFS protocol. This protocol is mainly used by networked Microsoft Windows computers.

Connecting to a Samba server (or to a Microsoft computer) is also done with the mount
command.

This example shows how to connect to the 10.0.0.42 server, to a share named data2.

[root @entos65 ~]# nmount -t cifs -o user=paul //10.0.0.42/data2 /hone/data2
Passwor d:

[root @ent0os65 ~]# nmount | grep cifs

/110.0.0.42/data2 on /hone/data2 type cifs (rw

The above requires yum install cifs-client.

8.6.2. nfs

Unix serversoften use nfs(akathe network file system) to share directories over the network.
Setting up an nfs server is discussed later. Connecting as a client to an nfs server is done
with mount, and is very similar to connecting to local storage.

This command shows how to connect to the nfs server named server 42, which is sharing
the directory /srv/data. The mount point at the end of the command (/home/data) must
aready exist.

[root @entos65 ~]# nmount -t nfs server42:/srv/data /home/data
[root @ent 0s65 ~] #

If this server42 has ip-address 10.0.0.42 then you can aso write:

[root @ent0os65 ~]# nmount -t nfs 10.0.0.42:/srv/data /hone/ data

[root @ent0os65 ~]# mount | grep data

10.0.0.42:/srv/data on /honme/data type nfs (rw, vers=4, addr=10.0.0. 42, cli ent a\
ddr =10. 0. 0. 33)

8.6.3. nfs specific mount options

bg If nount fails, retry in background.

fg (default)!f mount fails, retry in foreground
soft Stop trying to nount after X attenpts.
hard (default)Continue trying to nount.

The soft+bg options combined guarantee the fastest client boot if there are NFS problems.

retrans=X Try X times to connect (over udp).
tcp Force tcp (default and support ed)
udp Force udp (unsupported)
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8.7. practice: mounting file systems

1. Mount the small 200MB partition on /home/project22.

2. Mount the big 400MB primary partition on /mnt, the copy somefilestoit (everythingin/
etc). Then umount, and mount the file system as read only on /srv/nfs/salesnumbers. Where
arethefilesyou copied ?

3. Verify your work with fdisk, df and mount. Also look in /etc/mtab and /proc/mounts.
4. Make both mounts permanent, test that it works.

5. What happens when you mount afile system on a directory that contains some files ?
6. What happens when you mount two file systems on the same mount point ?

7. (optional) Describe the difference between these commands: find, locate, updatedb,
makewhatis, whereis, apropos, which and type.

8. (optional) Perform afile system check on the partition mounted at /srv/nfs/salesnumbers.
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8.8. solution: mounting file systems

1. Mount the small 200MB partition on /home/project22.

nkdi r /hone/ proj ect 22
mount /dev/sdcl /hone/ project22

2. Mount the big 400M B primary partition on /mnt, the copy somefilesto it (everythingin/
etc). Then umount, and mount the file system as read only on /srv/nfs/salesnumbers. Where
are thefiles you copied ?

mount /dev/sdbl /mt
cp -r /etc /mt
Is -1 /mt

umount / mt
Is -1 /mt

nkdir -p /srv/nfs/sal esnunbers
mount /dev/sdbl /srv/nfs/sal esnunbers

You see the files in /srv/nfs/sal enunbers now. ..

But physically they are on ext3 on partition /dev/sdbl

3. Verify your work with fdisk, df and mount. Also look in /etc/mtab and /proc/mounts.
fdisk -I

df -h
mount

Al'l three the above commands shoul d show your mounted partitions.

grep project22 /etc/ntab
grep project22 /proc/ nmounts

4. Make both mounts permanent, test that it works.
add the following lines to /etc/fstab

/ dev/ sdcl / hone/ project22 auto defaults 0 0
/ dev/ sdbl /srv/nfs/sal esnunbers auto defaults 0 O

5. What happens when you mount afile system on a directory that contains some files ?

The files are hidden until unount.

6. What happens when you mount two file systems on the same mount point ?

Only the last nounted fs is visible.
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7. (optional) Describe the difference between these commands: find, locate, updatedb,
makewhatis, whereis, apropos, which and type.

man find
man | ocate

8. (optional) Perform afile system check on the partition mounted at /srv/nfs/salesnumbers.

# umount /srv/ nfs/sal esnunbers (optional but recommended)
# fsck /dev/sdbl
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Chapter 9. troubleshooting tools

This chapter introduces some tools that go beyond df -h and du -sh. Tools that will enable
you to troubleshoot a variety of issues with file systems and storage.
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9.1. Isof

List open files with |sof.

When invoked without options, Isof will list al open files. Y ou can see the command (initin
this case), its PID (1) and the user (root) has openend the root directory and /shbin/init. The
FD (file descriptor) columns showsthat / is both the root directory (rtd) and current working
directory (cwd) for the /sbin/init command. The FD column displaysrtd for root directory,
cwd for current directory and txt for text (both including data and code).

root @ebi an7: ~# | sof | head -4

COWAND PID TID USER FD TYPE DEVI CE S| ZE/ OFF NODE NAME

init 1 root cwd DR 254, 0 4096 2/

init 1 root rtd DR 254, 0 4096 2/

init 1 root txt REG 254, 0 36992 130856 /shin/init

Other optionsin the FD column besidesw for writing, arer for reading and u for both reading
and writing. You can look at open files for aprocessid by typing Isof -p PID. For init this
would look like this:

Isof -p 1

The screenshot below shows basic use of Isof to prove that vi keeps a.swp file open (even
when stopped in background) on our freshly mounted file system.

[root @GRHEL65 ~]# df -h | grep sdb

/ dev/ sdbl 541M 17M 497M 4%/ srv/ proj ect 33
[root @RHEL65 ~]# vi [/srv/project33/busyfile.txt
[1]+ Stopped vi /srv/project33/ busyfile.txt

[root @RHEL65 ~]# | sof /srv/*
COWAND PID USER FD TYPE DEVI CE S| ZE/ OFF NODE NAME
Vi 3243 root 3u REG 8,17 4096 12 /srv/ project33/.busyfile.txt.sw

Here we see that r syslog has a couple of log files open for writing (the FD column).

root @lebi an7: ~# | sof /var/log/*

COWAND PID USER FD TYPE DEVI CE Sl ZE/ OFF NCDE NAME

rsysl ogd 2013 root 1w REG 254,0 454297 1308187 /var/ | og/sysl og
rsysl ogd 2013 root 2w REG 254,0 419328 1308189 /var/l og/ kern.| og
rsysl ogd 2013 root 5w REG 254,0 116725 1308200 /var/ | og/ debug
rsysl ogd 2013 root 6w REG 254,0 309847 1308201 /var/ | og/ messages
rsysl ogd 2013 root 7w REG 254,0 17591 1308188 /var/| og/ daenon. | og
rsysl ogd 2013 root 8w REG 254,0 101768 1308186 /var/ |l og/ auth.| og

You can specify a specific user with Isof -u. This example shows the current working
directory for a couple of command line programs.

[ paul GRHEL65 ~]$ | sof -u paul | grep hone

bash 3302 paul cwd DIR 253,0 4096 788024 / hone/ paul
| sof 3329 paul cwd DIR 253,0 4096 788024 / hone/ paul
grep 3330 paul cwd DIR 253,0 4096 788024 / hone/ paul
| sof 3331 paul cwd DIR 253,0 4096 788024 / hone/ paul

The -u switch of |sof also supports the * character meaning 'not’. To see all open files, but
not those open by root:

| sof -u”root
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9.2. fuser

The fuser command will display the 'user’ of afile system.

In thisexample we still have avi processin background and we use fuser to find the process
id of the process using thisfile system.

[ root @GRHEL65 ~]# | obs

[1]+ Stopped vi /srv/project33/ busyfile.txt
[ root @RHEL65 ~]# fuser -m/srv/project33/
[ srv/ project33/: 3243

Adding the -u switch will also display the user name.

[ root @RHEL65 ~]# fuser -m-u /srv/project33/
[ srv/ project33/: 3243(root)

You can quickly kill all processes that are using a specific file (or directory) with the -k
switch.

[root @RHEL65 ~]# fuser -m-k -u /srv/project33/

[ srv/ project33/: 3243(root)

[1]+ Killed vi /srv/project33/ busyfile.txt
[root @RHEL65 ~]# fuser -m-u /srv/project33/

[ root @GRHEL65 ~] #

This example shows all processes that are using the current directory (bash and vi in this
case).

root @ebi an7: ~/test42# vi file42

[1]+ Stopped vi file42
root @ebi an7: ~/ t est 42# fuser -v .

USER Pl D ACCESS COVMAND
/root/test42: r oot 2909 ..c.. bash

r oot 3113 ..c.. vi

This example shows that the vi command actually accesses /usr/bin/vim.basic as an
executablefile.

root @ebi an7: ~/ t est 42# fuser -v $(which vi)

USER Pl D ACCESS COMVAND
/usr/bin/vimbasic: root 3113 ...e. vi

The last example shows how to find the process that is accessing a specific file.

[root @RHEL65 ~]# vi /srv/project33/busyfile.txt

[1]+ Stopped vi /srv/project33/ busyfile.txt
[root @RHEL65 ~]# fuser -v -m/srv/project33/busyfile.txt
USER PI D ACCESS COMVAND
[ srv/project33/busyfile.txt:
root 13938 F.... vi
[root @RHEL65 ~]# ps -fp 13938
u D PID PPID C STIME TTY TI ME C\VD
r oot 13938 3110 0 15:47 pts/O 00: 00: 00 vi /srv/project33/busyfile.txt
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9.3. chroot

The chroot command creates a shell with an alternate root directory. It effectively hides
anything outside of this directory.

In the example below we assume that our system refuses to start (maybe because thereis a
problem with /etc/fstab or the mounting of the root file system).

We start alive system (booted from cd/dvd/usb) to troubleshoot our server. Thelive system
will not use our main hard disk as root device

root @ivecd: ~# df -h | grep root

rootfs 186M 11M 175M 6%/

/ dev/ | oopO 807M 807M 0 100%/lib/live/ mount/rootfs/filesystem squashfs
root @i vecd: ~# nount | grep root

/dev/1 o0op0 on /lib/livel/mount/rootfs/filesystem squashfs type squashfs (ro)

We create some test file on the current rootfs.

root @i vecd: ~# touch /file42
root @i vecd: ~# nkdir /dir42
root @i vecd: ~# |s /

bi n dir42 hone |ib64 opt run Srv usr
boot etc initrd.img media proc shin sys var
dev filed2 1Iib mmt root selinux tnp vninuz

First we mount the root file system from the disk (which is on lvm so we use /dev/mapper
instead of /dev/sdab).

root @i vecd: ~# nount /dev/ mapper/ packer--debi an--7-root /mt

We are now ready to chroot into the rootfs on disk.

root @i vecd: ~# cd / mt
root @i vecd: / mt# chroot /mt
root @ivecd: /# |s [/

bi n dev initrd.img |ost+found opt run Srv usr vm i nuz
boot etc lib medi a proc sbin sys vagrant
data home |ib64 mmt root selinux tnp var

Our test files (filed2 and dir42) are not visible because they are out of the chrooted
environment.

Note that the hostname of the chrooted environment isidentical to the existing hostname.

To exit the chrooted file system:

root @i vecd: / # exit

exit

root @i vecd: ~# |s /

bin dir42 hone |ib64 opt run Srv usr
boot etc initrd.ing media proc shin sys var

dev filed2 1lib mmt root selinux tnp vninuz
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9.4. iostat

iostat reports 10 statitics every given period of time. It aso includes a small cpu usage
summary. Thisexample showsiostat running every ten secondswith /dev/sdc and /dev/sde

showing alot of write activity.

[root @RHEL65 ~]# iostat 10 3

Li nux 2. 6.32-431. el 6. x86_64 (RHEL65)

06/ 16/ 2014

avg- cpu: Yuser %ice Y%system %owait Ustea
5.81 0. 00 3.15 0.18 0. 00
Devi ce: t ps Bl k_read/s Bl k_wtn/s
sda 42.08 1204. 10 1634. 88
sdb 1.20 7.69 45.78
sdc 0.92 5.30 45. 82
sdd 0.91 5.29 45.78
sde 1.04 6. 28 91. 49
sdf 0.70 3. 40 91. 46
sdg 0. 69 3. 40 91. 46
dm o0 191. 68 1045. 78 1362. 30
dm 1 49. 26 150. 54 243. 55
avg- cpu: Yuser %ice Y%system %owait Ustea
56. 11 0.00 16.83 0.10 0. 00
Devi ce: t ps Bl k_read/s Bl k_wtn/s
sda 257.01 10185. 97 76. 95
sdb 0.00 0. 00 0.00
sdc 3.81 1.60 2953. 11
sdd 0.00 0. 00 0. 00
sde 4.91 1.60 4813. 63
sdf 0.00 0. 00 0. 00
sdg 0.00 0. 00 0.00
dm o0 283. 77 10185. 97 76. 95
dm 1 0.00 0. 00 0. 00
avg- cpu: Yuser %ice Y%system %owait Ustea
67. 65 0.00 31.11 0.11 0. 00
Devi ce: t ps Bl k_read/s Bl k_wtn/s
sda 466. 86 26961. 09 178. 28
sdb 0.00 0. 00 0. 00
sdc 31. 45 0.90 24997. 29
sdd 0.00 0. 00 0. 00
sde 0. 34 0. 00 5.43
sdf 0.00 0. 00 0. 00
sdg 0.00 0. 00 0. 00
dm O 503. 62 26938. 46 178. 28
dm 1 2.83 22.62 0.00

[ root @GRHEL65 ~] #

Other options are to specify the disks you want to monitor (every 5 seconds here):

i ostat sdd sde sdf 5

Or to show statistics per partition:

iostat -p sde -p sdf 5

_X86_64_

% dl e
90. 85

Bl k_read
1743708
11134
7672
7656
9100
4918
4918
1514434
218000

% dl e
26. 95

Bl k_read
101656

0

16

0

16

0

0

101656

0

% dl e
1.13

Bl k_read
238336

OO OO mWwOo

238136
200

(1 cryY)

Bl k_wtn
2367530
66292
66348
66292
132496
132440
132440
1972808
352696

Bl k_wtn
768

0

29472

0

48040

0

0

768

0

Bl k_wtn
1576

0

220976

0

48

0

0

1576

0
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9.5. iotop

iotop works like the top command but orders processes by input/output instead of by CPU.

By default iotop will show all processes. This example uses iotop -0 to only display
processes with actual 1/0.

[ root @GRHEL65 ~]# iotop -0

Total DISK READ: 8.63 Ms | Total DISK WRITE: 0.00 B/s

TID PRRO USER DI SK READ DI SK WRITE SWAPI N 1O COMVAND
15000 be/ 4 root 2.43 Ms 0.00 B/'s 0.00 % 14.60 %tar cjf /srv/di...
25000 be/ 4 root 6.20 Ms 0.00 B/s 0.00 % 6.15 %tar czf /srv/di...
24988 be/ 4 root 0.00 B/'s 7.21 Ms 0.00 % 0.00 %gzip
25003 be/ 4 root 0.00 B/s 1591.19 K/'s 0.00 % 0.00 %gzip
25004 be/ 4 root 0.00 B/s 193.51 K/'s 0.00 % 0.00 % bzi p2

Use the -b switch to create alog of iotop output (instead of the default interactive view).

[ root @RHEL65 ~]# iotop -bod 10
Total DISK READ: 12.82 Ms | Total DISK WRITE: 5.69 Ms

TID PRIO USER DISK READ DI SK WRITE SWAPI N 10 COVMVAND
25153 be/ 4 root 2.05 Ms 0.00 B/'s 0.00 % 7.81 %tar cjf /srv/di...
25152 bel/ 4 root 10.77 Ms 0.00 B/'s 0.00 % 2.94 %tar czf /srv/di...
25144 bel/ 4 root 408.54 Bl/'s 0.00 B/s 0.00 % 0.05 % python /usr/sbi...
12516 be/ 3 root 0.00 B/s 1491.33 K/'s 0.00 % 0.04 %][]jbd2/sdcl-8]
12522 be/ 3 root 0.00 B/'s 45.48 KI's 0.00 % 0.01 %][]jbd2/sdel- 8]
25158 be/ 4 root 0.00 B/'s 0.00 B/s 0.00 % 0.00 %[ flush-8:64]
25155 be/ 4 root 0.00 B/s 493.12 K/s 0.00 % 0.00 % bzi p2
25156 be/ 4 root 0.00 B/'s 2.81 Ms 0.00 % 0.00 %gzip
25159 be/ 4 root 0.00 B/s 528.63 K/'s 0.00 % 0.00 %/[flush-8:32]

Thisisan example of iotop to track disk 1/0 every ten seconds for one user named vagr ant
(and only one process of this user, but this can be omitted). The -a switch accumulates 1/
O over time.

[root @RHEL65 ~]# iotop -q -a -u vagrant -b -p 5216 -d 10 -n 10
Total DISK READ: 0.00 B/s | Total DISK WRITE: 0.00 B/s

TID PRIO USER DI SK READ DI SK WRI TE SWAPI N 10 COMVAND

5216 be/ 4 vagrant 0.00 B 0.00 B 0.00 % 0.00 %gzip
Total DI SK READ: 818.22 B/s | Total DISK WRITE: 20.78 Ms

5216 be/ 4 vagrant 0.00 B 213.89 M 0.00 % 0.00 %gzip
Total DI SK READ: 2045.95 B/s | Total DISK WRITE: 23.16 Ms

5216 be/ 4 vagrant 0.00 B 430.70 M 0.00 % 0.00 % gzip
Total DI SK READ: 1227.50 B/s | Total DISK WRITE: 22.37 Ms

5216 be/ 4 vagrant 0.00 B 642.02 M 0.00 % 0.00 %gzip
Total DI SK READ: 818.35 B/s | Total DISK WVRITE: 16.44 Ms

5216 be/ 4 vagrant 0.00 B 834.09 M 0.00 % 0.00 %gzip
Total DISK READ: 6.95 Ms | Total DISK WRITE: 8.74 Ms

5216 be/ 4 vagrant 0.00 B 920.69 M 0.00 % 0.00 %gzip

Total DISK READ: 21.71 Ms | Total DISK WRITE: 11.99 Ms

86



troubleshooting tools

9.6. vmstat

While vmstat is mainly a memory monitoring tool, it is worth mentioning here for its
reporting on summary |/O data for block devices and swap space.

This example shows some disk activity (underneath the

swapping.

[root @RHEL65 ~]# vnstat 5
procs ---------- menory- - - -
r b swd free buf f
0 0 5420 9092 14020
2 0 5420 6104 13840
2 0 5420 10136 13696
0 0 5420 14160 13404
0 0 5420 14300 13420
0 0 5420 14300 13420

[ root @GRHEL65 ~] #

cache
340876
338176
336012
341552
341564
341564

bo
252
7812
14
9914
16

0

Y ou can benefit from vmstat's ability to display memory in
kibibytes and mebibytes using -S (followed by k K m or M).

[ root @RHEL65 ~] # vmrst at
procs ---------- nmenory- - - -
r b swd free buf f
0 o 5) 14 11
0 o 5) 14 11
0 o 5) 15 11
2 0 5) 6 11
2 0 5) 6 11
2 0 5) 13 11
2 0 5) 9 11
1 0 5) 14 11
0 o 5) 14 11
0 o 5) 14 11

[ root @GRHEL65 ~] #

vmestat is also discussed in other chapters.

-SM5 10

cache
334
334
334
336
336
330
334
336
336
336

[eNoNeolNoNoNelNoNoNo]

cNoNeolNoNoNeoNoNoNo]

----- io---- column), without

--system -
in cs us sy id wa
77 100 2 1 98

747 1887 38 12 50

1725 4036 76 24 O

1174 1924 67 15 18
28 18 0 0100 0 O
22 16 0 0100 0 O

st
0
0
0
0

kilobytes, megabytes or even

--system -
in cs
79 107
21 18
35 31

1378 2945

1662 3343

1419 2642

1504 2657

765 1384
28 24
20 15
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9.7. practice: troubleshooting tools

0. It is imperative that you practice these tools befor e trouble arises. It will help you get
familiar with the tools and allow you to create a base line of normal behaviour for your
systems.

1. Read the theory on fuser and explore its man page. Use this command to find files that
you open yourself.

2. Read the theory on Isof and explore its man page. Use this command to find files that
you open yourself.

3. Boot alive image on an existing computer (virtual or real) and chroot into to it.

4. Start one or more disk intensive jobs and monitor them with iostat and iotop (compare
to vmstat).
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9.8. solution: troubleshooting tools

0. It is imperative that you practice these tools befor e trouble arises. It will help you get
familiar with the tools and allow you to create a base line of normal behaviour for your
systems.

1. Read the theory on fuser and explore its man page. Use this command to find files that
you open yourself.

2. Read the theory on Isof and explore its man page. Use this command to find files that
you open yourself.

3. Boot alive image on an existing computer (virtual or real) and chroot into to it.

4. Start one or more disk intensive jobs and monitor them with iostat and iotop (compare
to vmstat).
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Chapter 10. introduction to uuid's

A uuid or universally unique identifier is used to uniquely identify objects. This 128bit
standard allows anyone to create a unique uuid.

This chapter takes a brief look at uuid's.
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10.1. about unique objects

Older versions of Linux have avol_id utility to display the uuid of afile system.

r oot @ebi an5: ~# vol _id --uuid /dev/sdal
193¢c3c9b- 2¢40- 9290-8b71- 4264ee4d4c82

Red Hat Enterprise Linux 5 putsvol_id in/lib/udev/vol_id, whichisnot inthe $PATH. The
syntax isalso abit different from Debian/Ubuntu/Mint.

root @hel 53 ~# /1ib/udev/vol _id -u /dev/hdal
48a6a316- 9ca9- 4214- b5c6- e7b33a77e860

This utility is not available in standard installations of RHEL6 or Debian6.

10.2. tune2fs

Use tune2fsto find the uuid of afile system.

[root @RHELS ~]# tune2fs -1 /dev/sdal | grep UU D

Fi | esystem UU D: 11cf c8bc- 07c0- 4c3f - 9f 64- 78422ef 1dd5c
[root @RHELS ~]# /lib/udev/vol _id -u /dev/sdal

11cfc8bc-07c0- 4c3f - 9f 64- 78422ef 1dd5¢c

10.3. uuid

There is more information in the manual of uuid, atool that can generate uuid's.

[root@hel 65 ~]# yuminstall uuid
(out put truncat ed)
[root @hel 65 ~]# man uuid
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10.4. uuid in /etc/fstab

Y ou can use the uuid to make sure that a volume is universally uniquely identified in /etc/
fstab. The device name can change depending on the disk devices that are present at boot
time, but auuid never changes.

First we use tune2fsto find the uuid.

[root @GRHEL5 ~]# tune2fs -1 /dev/sdcl | grep UU D
Fi | esystem UUl D: 7626d73a- 2bb6- 4937- 90ca- e451025d64e8

Then we check that it is properly added to /etc/fstab, the uuid replaces the variable
devicename /dev/sdcl.

[root @RHELS ~]# grep UUID /etc/fstab
UUI D=7626d73a- 2bb6- 4937- 90ca- e451025d64e8 / hone/ pro42 ext3 defaults 0 O

Now we can mount the volume using the mount point defined in /etc/fstab.
[ root @RHELS5 ~]# nount /home/ pro42

[root @GRHEL5 ~1# df -h | grep 42
/ dev/ sdcl 397M  11M 366M 3%/ hone/ pro42

The real test now, isto remove /dev/sdb from the system, reboot the machine and see what
happens. After the reboot, the disk previously known as/dev/sdc is now /dev/sdb.

[root @RHELS ~]# tune2fs -1 /dev/sdbl | grep UUI D
Fi |l esystem UUI D 7626d73a- 2bb6- 4937- 90ca- e451025d64e8

And thanksto the uuid in /etc/fstab, the mountpoint is mounted on the same disk as before.

[root @GRHEL5 ~1# df -h | grep sdb
/ dev/ sdbl 397M  11M 366M 3% / hone/ pro42
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10.5. uuid as a bhoot device

Recent Linux distributions (Debian, Ubuntu, ...) use grub with a uuid to identify the root
file system.

This example shows how aroot=/dev/sdal is replaced with auuid.

title Ubuntu 9. 10, kernel 2.6.31-19-generic

uui d f 001ba5d- 9077- 422a- 9634- 8d23d57e782a

ker nel /boot/vm i nuz-2.6.31-19-generic \

r oot =UUI D=f 001ba5d- 9077- 422a- 9634- 8d23d57e782a ro qui et spl ash
initrd /boot/initrd.ing-2.6.31-19-generic

The screenshot above contains only four lines. The line starting with root= is the
continuation of the kernel line.

RHEL and CentOS boot from LVM after a default install.
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10.6. practice: uuid and filesystems

1. Find the uuid of one of your ext3 partitions with tune2fs ( and vol_id if you are on
RHELS5).

2. Usethisuuid in /etc/fstab and test that it works with a simple mount.

3. (optional) Test it also by removing a disk (so the device name is changed). Y ou can edit
settings in vmware/Virtualbox to remove a hard disk.

4. Display the root= directive in /boot/grub/menu.lst. (We see later in the course how to
maintain thisfile.)

5. (optional on ubuntu) Replace the /dev/xxx in /boot/grub/menu.lst with a uuid (use an
extra stanzafor this). Test that it works.

94



introduction to uuid's

10.7. solution: uuid and filesystems

1. Find the uuid of one of your ext3 partitions with tune2fs ( and vol_id if you are on
RHELS5).

root @hel 55: ~# /i b/udev/vol _id -u /dev/hdal
60926898- 2¢78- 49b4- a71d- ¢c1d6310c87cc

root @bul004: ~# tune2fs -1 /dev/sda2 | grep UU D
Fi | esystem UU D: 3007b743- 1dce- 2d62- 9a59- cf 25f 85191b7

2. Use thisuuid in/etc/fstab and test that it works with asimple mount.

tail -1 /etc/fstab
UUI D=60926898- 2c78- 49b4- a71d- c1d6310c87cc / hone/ pro42 ext3 defaults 0 O

3. (optional) Test it also by removing a disk (so the device name is changed). Y ou can edit
settings in vmware/Virtualbox to remove a hard disk.

4. Display the root= directive in /boot/grub/menu.lst. (We see later in the course how to
maintain thisfile.)

paul @eb503: ~$ grep ~[~#] /boot/grub/nenu.lst | grep root=
ker nel /boot/vm i nuz-2.6.26-2-686 root=/dev/hdal ro selinux=1 quiet
ker nel /boot/vm i nuz-2.6.26-2-686 root=/dev/hdal ro selinux=1 single

5. (optional on ubuntu) Replace the /dev/xxx in /boot/grub/menu.lst with a uuid (use an
extra stanzafor this). Test that it works.
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11.1. hardware or software

Redundant Array of Independent (originally Inexpensive) Disksor RAID can beset up using
hardware or software. Hardware RAID is more expensive, but offers better performance.
Software RAID is cheaper and easier to manage, but it uses your CPU and your memory.

Where ten years ago nobody was arguing about the best choice being hardware RAID, this
has changed since technologies like mdadm, Ivm and even zfs focus more on managability.
The workload on the cpu for software RAID used to be high, but cpu's have gotten a lot
faster.
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11.2. raid levels

11.2.1.raid O

raid 0 usestwo or more disks, and is often called striping (or stripe set, or striped volume).
Data is divided in chunks, those chunks are evenly spread across every disk in the array.
The main advantage of raid O is that you can create larger drives. raid 0 isthe only raid
without redundancy.

11.2.2. jbod

jbod uses two or more disks, and is often called concatenating (spanning, spanned set, or
spanned volume). Datais written to the first disk, until it isfull. Then datais written to the
second disk... The main advantage of jbod (Just a Bunch of Disks) is that you can create
larger drives. JBOD offers no redundancy.

11.2.3. raid 1

raid 1 uses exactly two disks, and is often called mirroring (or mirror set, or mirrored
volume). All data written to the array is written on each disk. The main advantage of raid 1
isredundancy. The main disadvantage is that you lose at least half of your available disk
space (in other words, you at least double the cost).

11.2.4.raid 2,3 and 4 ?

raid 2 uses bit level striping, raid 3 byte level, and raid 4 isthe same asraid 5, but with a
dedicated parity disk. Thisis actually slower than raid 5, because every write would have
to write parity to this one (bottleneck) disk. It is unlikely that you will ever see these raid
levelsin production.

11.2.5.raid 5

raid 5 uses three or more disks, each divided into chunks. Every time chunks are written
to the array, one of the disks will receive a parity chunk. Unlike raid 4, the parity chunk
will alternate between all disks. The main advantage of thisisthat raid 5 will allow for full
data recovery in case of one hard disk failure.

11.2.6.raid 6

raid 6isvery similar toraid 5, but uses two parity chunks. raid 6 protects against two hard
disk failures. Oracle Solaris zfs calls thisraidz2 (and also had raidz3 with triple parity).
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11.2.7. raid 0+1

raid O+1isamirror(1) of stripes(0). This meansyou first create two raid O stripe sets, and
then you set them up as a mirror set. For example, when you have six 100GB disks, then
the stripe sets are each 300GB. Combined in a mirror, this makes 300GB total. raid 0+1
will survive one disk failure. It will only survive the second disk failureif thisdisk isin the
same stripe set as the previous failed disk.

11.2.8. raid 1+0

raid 1+0 is a stripe(0) of mirrors(1). For example, when you have six 100GB disks, then
you first create three mirrors of 100GB each. Y ou then stripe them together into a 300GB
drive. In this example, aslong as not all disks in the same mirror fail, it can survive up to
three hard disk failures.

11.2.9. raid 50

raid 5+0 is a stripe(0) of raid 5 arrays. Suppose you have nine disks of 100GB, then you
can create three raid 5 arrays of 200GB each. Y ou can then combine them into one large
stripe set.

11.2.10. many others

There are many other nested raid combinations, likeraid 30, 51, 60, 100, 150, ...
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11.3. building a software raid5 array

11.3.1. do we have three disks?

First, you haveto attach some disksto your computer. In this scenario, three brand new disks
of eight gigabyte each are added. Check with fdisk -I that they are connected.

[root@hel 6c ~]# fdisk -1 2> /dev/null | grep MB
Di sk /dev/sdh: 8589 MB, 8589934592 bytes
Di sk /dev/sdc: 8589 MB, 8589934592 bytes
Di sk /dev/sdd: 8589 MB, 8589934592 bytes

11.3.2. fd partition type

Thenext stepisto create apartition of typefd on every disk. Thefd typeisto set the partition
asLinux RAID autodetect. See this (truncated) screenshot:

[root @hel 6¢c ~]# fdisk /dev/sdd

Command (m for help): n
Comrand acti on
e ext ended
p primary partition (1-4)
p
Partition nunmber (1-4): 1
First cylinder (1-1044, default 1):
Using default value 1
Last cylinder, +cylinders or +size{K, MG (1-1044, default 1044):
Usi ng default val ue 1044

Command (m for help): t

Sel ected partition 1

Hex code (type L to list codes): fd

Changed systemtype of partition 1 to fd (Linux raid autodetect)

Command (m for help): w
The partition table has been altered!

Calling ioctl() to re-read partition table.
Synci ng di sks.

11.3.3. verify all three partitions

Now all three disks are ready for raid 5, so we have to tell the system what to do with these
disks.

[root@hel 6¢c ~]# fdisk -1 2> /dev/null | grep raid

/ dev/ sdb1l 1 1044 8385898+ fd Linux raid autodetect
/ dev/ sdcl 1 1044 8385898+ fd Linux raid autodetect
/ dev/ sdd1 1 1044 8385898+ fd Linux raid autodetect
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11.3.4. create the raid5

The next step used to be create the raid table in /etc/raidtab. Nowadays, you can just issue
the command mdadm with the correct parameters.

The command below is split on two linesto fit this print, but you should typeit on oneline,
without the backslash (\).

[root @hel 6¢c ~]# ndadm --create /dev/md0 --chunk=64 --1evel=5 --raid-\
devi ces=3 /dev/sdbl /dev/sdcl /dev/sddl

mdadm Defaulting to version 1.2 netadata

mdadm array /dev/nmd0 started.

Below a partial screenshot how fdisk -l seestheraid 5.
[root @hel 6¢c ~]# fdisk -1 /dev/ndO

Di sk /dev/nd0: 17.2 GB, 17172135936 bytes

2 heads, 4 sectors/track, 4192416 cylinders

Units = cylinders of 8 * 512 = 4096 bhytes

Sector size (logical/physical): 512 bytes / 512 bytes
I/O size (mninmun optinmal): 65536 bytes / 131072 bytes
Di sk identifier: 0x00000000

Di sk /dev/ nd0 doesn't contain a valid partition table

We could use this software raid 5 array in the next topic: lvm.
11.3.5. /proc/mdstat

The status of the raid devices can be seen in /proc/mdstat. This example shows araid 5
in the process of rebuilding.

[root @hel 6¢c ~]# cat /proc/ ndstat
Personalities : [raid6] [raid5] [raid4]
mdO : active raid5 sdd1[ 3] sdcl[1l] sdbl[O0]
16769664 bl ocks super 1.2 level 5, 64k chunk, algorithm2 [3/2] [UU]
[============> ... ... ] recovery = 62.8% (5266176/ 8384832) fi ni sh=0\
.3m n speed=139200K/ sec

This example shows an active softwareraid 5.

[root @hel 6c ~]# cat /proc/ ndstat
Personalities : [raid6] [raid5] [raid4]
nmdO : active raid5 sdd1[ 3] sdcl[1l] sdbl[O0]
16769664 bl ocks super 1.2 level 5, 64k chunk, algorithm2 [3/3] [UUY
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11.3.6. mdadm --detail

Use mdadm --detail to get information on araid device.

[root @hel 6¢c ~]# ndadm - -det ai

/ dev/ ndO:

Ver si on :
Creation Tine :

Rai d Leve

Array Size :
Used Dev Size :
Rai d Devi ces
Devi ces :
Per si st ence

Tot al

Update Tine :
State :
Active Devices
Wor ki ng Devi ces :
Fai | ed Devices :
Spar e Devi ces

Layout

Chunk Size :

Nare
Uul D :
Event s

Nunber
0 8
1 8
3 8

Maj or

/ dev/ nd0
1.2
Sun Jul 17 13:48:41 2011
rai d5

16769664 (15.99 G B 17.17 GB)
8384832 (8.00 G B 8.59 GB)

3

3

Super bl ock is persistent

Sun Jul 17 13:49:43 2011
cl ean
3
3
0
0
| eft-symretric
64K
rhel 6¢c:0 (local to host rhel 6c)
c10f d9c3: 08f 9a25f : be913027: 999c8elf
18
M nor Rai dDevi ce State

17 0 active sync
33 1 active sync
49 2 active sync

11.3.7. removing a software raid

/ dev/ sdbl
/ dev/ sdcl
/ dev/ sdd1l

The softwareraid isvisiblein /proc/mdstat when active. To remove the raid completely so
you can use the disks for other purposes, you stop (de-activate) it with mdadm.

[root @hel 6¢c ~]# ndadm --stop /dev/nd0
mdadm st opped /dev/ nd0

The disks can now be repartitioned.

11.3.8. further reading

Take alook at the man page of mdadm for more information. Below an example command
to add a new partition while removing afaulty one.

nmdadm / dev/ nd0 --add /dev/sddl --fai

/ dev/ sdbl --renove /dev/sdbl
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11.4. practice: raid

1. Add three virtual disks of 1GB each to avirtual machine.

2. Create a softwareraid 5 on the three disks. (It is not necessary to put afilesystem on it)
3. Verify with fdisk and in /proc that theraid 5 exists.

4. Stop and removetheraid 5.

5. Createaraid 1 to mirror two disks.
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11.5. solution: raid

1. Add three virtual disks of 1GB each to avirtual machine.

2. Create a softwareraid 5 on the three disks. (It is not necessary to put afilesystem on it)
3. Verify with fdisk and in /proc that theraid 5 exists.

4. Stop and removetheraid 5.

5. Createaraid 1 to mirror two disks.

[root @hel 6¢c ~]# ndadm --create /dev/nd0 --level =1 --raid-devices=2 \
/ dev/ sdbl /dev/sdcl
ndadm Defaulting to version 1.2 netadata
nmdadm array /dev/nd0 started.
[root @hel 6¢c ~]# cat /proc/ndstat
Personalities : [raid6] [raid5] [raid4] [raidl]
nmdO : active raidl sdcl[1] sdbl[ 0]
8384862 bl ocks super 1.2 [2/2] [W]]
[Z===>.. . ... ... ....... ] resync = 20.8% (1745152/ 8384862) \
fini sh=0.5m n speed=218144K/ sec
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Chapter 12. logical volume
management

Most lvm implementations support physical storage grouping, logical volume resizing
and data migration.

Physical storage grouping is afancy name for grouping multiple block devices (hard disks,
but also iISCSI etc) into alogical mass storage device. To enlarge this physical group, block
devices (including partitions) can be added at a later time.

The size of lvm volumes on this physical group isindependent of the individual size of the
components. The total size of the group is the limit.

One of the nice features of Ivm isthe logical volumeresizing. Y ou can increase the size of
an lvm volume, sometimes even without any downtime. Additionally, you can migrate data
away from afailing hard disk device, create mirrors and create snapshots.
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12.1. introduction to lvm

12.1.1. problems with standard partitions

There are some problems when working with hard disks and standard partitions. Consider
a system with a small and a large hard disk device, partitioned like this. The first disk (/
dev/sda) is partitioned in two, the second disk (/dev/sdb) has two partitions and some empty
space.

/dev/sda /dev/sdb
i/devlsdal ii /dev/sda2 i i /dev/sdbl ii /dev/sdb2 i

In the example above, consider the options when you want to enlarge the space available
for /srv/project42. What can you do ? The solution will always force you to unmount the
file system, take a backup of the data, remove and recreate partitions, and then restore the
data and remount the file system.

12.1.2. solution with Ivm

Using lvm will create a virtual layer between the mounted file systems and the hardware
devices. Thisvirtual layer will allow for an administrator to enlarge amounted file systemin
use. When Ivm isproperly used, then thereisno need to unmount thefile systemto enlargeit.

( /dev/sda ] { /dev/sdb J
\\ //

P

volume group

N
CE LT it | it
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12.2. lvm terminology
12.2.1. physical volume (pv)

A physical volumeisany block device (adisk, apartition, aRAID device or even aniSCS|
device). All these devices can become a member of avolume group.

The commands used to manage a physical volume start with pv.

[ root @ent os65 ~]# pv
pvchange pvck pvcreate pvdi splay pvnove pvrenove
pvresize pvs pvscan

12.2.2. volume group (vg)

A volume group is an abstraction layer between block devices and logical volumes.

The commands used to manage a volume group start with vg.

[root @ent os65 ~]# vg

vgcf gbackup vgconvert vgext end vgnknodes vgs
vgcfgrestore vgcreate vgi nport vgreduce vgscan
vgchange vgdi spl ay vgi nportclone vgrenove vgspl it
vgck vgexport vgrer ge vgr enane

12.2.3. logical volume (lv)

A logical volumeis created in avolume group. Logical volumesthat contain afile system
can be mounted. The use of logical volumes is similar to the use of partitions and is
accomplished with the same standard commands (mkfs, mount, fsck, df, ...).

The commands used to manage alogical volume start with Iv.

[root @entos65 ~]# |v

| vcehange | vext end | vidi skscan | vnsar | vresize
| vconvert I vm | vidunp | vr educe I vs

| vcreate | vimrchange | viret ad | vr enove | vscan

| vdi spl ay | virconf | vimsadc | vr enane
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12.3. example: using lvm

This example shows how you can use adevice (in this case /dev/sdc, but it could have been/
dev/sdb or any other disk or partition) with lvm, how to create avolume group (vg) and how
to create and use alogical volume (vg/lvol0).

First thing to do, is create physical volumes that can join the volume group with pvcr eate.
Thiscommand makesadisk or partition availablefor usein Volume Groups. The screenshot
shows how to present the SCSI Disk deviceto LVM.

r oot @GRHEL4: ~# pvcreate /dev/sdc
Physi cal vol unme "/dev/sdc" successfully created

Note: lvmwill work fine when using the compl ete device, but another operating systemonthe
same computer (or on the same SAN) will not recognize lvm and will mark the block device
as being empty! You can avoid this by creating a partition that spans the whole device, then
run pvcreate on the partition instead of the disk.

Then vgcr eate creates a volume group using one device. Note that more devices could be
added to the volume group.

r oot @GRHEL4: ~# vgcreate vg /dev/sdc
Vol ume group "vg" successfully created

The last step lvcr eate creates alogical volume.

root @RHEL4: ~# | vcreate --size 500m vg
Logi cal vol ume "Ivol 0" created
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Thelogical volume /dev/vg/lvol0 can now be formatted with ext3, and mounted for normal
use.

root @RHELv4u2: ~# nke2fs -nmD -j /dev/vg/lvol O
nke2fs 1.35 (28-Feb-2004)

Fi | esystem | abel =

CS type: Linux

Bl ock size=1024 (| og=0)

Fragnent size=1024 (| og=0)

128016 i nodes, 512000 bl ocks

0 bl ocks (0.00% reserved for the super user
First data bl ock=1

Maxi mum fil esyst em bl ocks=67633152

63 bl ock groups

8192 bl ocks per group, 8192 fragments per group
2032 inodes per group

Super bl ock backups stored on bl ocks:

8193, 24577, 40961, 57345, 73729, 204801, 221185, 401409

Witing inode tables: done
Creating journal (8192 bl ocks): done
Witing superbl ocks and fil esystem accounting information: done

This filesystemw ||l be automatically checked every 37 nounts or
180 days, whichever comes first. Use tune2fs -c or -i to override.
root @RHELv4u2: ~# nkdir /home/ proj ect 10

r oot @RHELv4u2: ~# nount /dev/vg/lvol O / home/ project 10/

root @RHELv4u2: ~# df -h | grep proj

[ dev/ mapper/vg-lvol0 485M 11M 474M 3%/ hone/ proj ect 10

A logical volume is very similar to a partition, it can be formatted with a file system, and
can be mounted so users can accessiit.
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12.4. example: extend a logical volume

A logica volume can be extended without unmounting the file system. Whether or not a
volume can be extended depends on the file system it uses. Volumes that are mounted as
vfat or ext2 cannot be extended, so in the example here we use the ext3 file system.

The fdisk command shows us newly added scsi-disks that will serve our lvm volume. This
volume will then be extended. First, take alook at these disks.

[root @RHELS5 ~]# fdisk -1 | grep sd[bc]

Di sk /dev/sdb doesn't contain a valid partition table
Di sk /dev/sdc doesn't contain a valid partition table
Di sk /dev/sdbh: 1181 MB, 1181115904 bytes

Di sk /dev/sdc: 429 MB, 429496320 bytes

You aready know how to partition a disk, below the first disk is partitioned (in one big
primary partition), the second disk isleft untouched.

[root @RHELS ~]# fdisk -1 | grep sd[bc]

Di sk /dev/sdc doesn't contain a valid partition table

Di sk /dev/sdb: 1181 MB, 1181115904 bytes

/ dev/ sdbl 1 143 1148616 83 Linux
Di sk /dev/sdc: 429 MB, 429496320 bytes

You aso know how to prepare disks for lvm with pvcreate, and how to create a volume
group with vgcreate. This example adds both the partitioned disk and the untouched disk
to the volume group named vg2.

[root @RHELS ~]# pvcreate /dev/sdbl

Physi cal volunme "/dev/sdbl" successfully created
[root @RHELS ~]# pvcreate /dev/sdc

Physi cal volunme "/dev/sdc" successfully created
[root @RHELS5 ~]# vgcreate vg2 /dev/sdbl /dev/sdc

Vol unme group "vg2" successfully created

Y ou can use pvdisplay to verify that both the disk and the partition belong to the volume
group.
[root @RHELS5 ~]# pvdisplay | grep -Bl vg2

PV Nane / dev/ sdb1l
VG Nane vg2

PV Nane / dev/ sdc
VG Nane vg2

And you are familiar both with the |vcr eate command to create a small logical volume and
the mke2fs command to put ext3 on it.

[root @RHELS ~]# | vcreate --size 200m vg2
Logi cal volume "lvol 0" created
[root @RHELS ~]# nke2fs -nR0 -j /dev/vg2/lvol0
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As you see, we end up with a mounted logical volume that according to df is almost 200
megabyte in size.

[root @RHELS ~]# nkdir /home/resizetest

[root @RHEL5 ~]# mount /dev/vg2/1vol O /home/resizetest/

[root @RHELS ~]# df -h | grep resizetest
194M 5.6M 149M 4%/ home/ resi zet est

Extending the volume is easy with Ivextend.

[root @RHELS5 ~]# | vextend -L +100 /dev/vg2/1lvol 0
Ext endi ng | ogi cal volune Ivol0 to 300.00 MB
Logi cal vol une |vol 0 successfully resized

But as you can see, there is a small problem: it appears that df is not able to display the
extended volume in itsfull size. Thisis because the filesystem isonly set for the size of the
volume before the extension was added.

[root @RHELS ~]# df -h | grep resizetest
194M 5.6M 149M 4%/ home/ resi zet est

With lvdisplay however we can see that the volume is indeed extended.

[root @GRHEL5 ~]# | vdisplay /dev/vg2/lvol0 | grep Size
LV Si ze 300. 00 MB

To finish the extension, you need resize2fs to span the filesystem over the full size of the
logical volume.

[root @RHELS ~]# resize2fs /dev/vg2/lvolO

resize2fs 1.39 (29-May-2006)

Fi |l esystem at /dev/vg2/lvol 0 is nounted on /hone/resizetest; on-line re\
si zing required

Perform ng an on-line resize of /dev/vg2/lvol0 to 307200 (1k) bl ocks.
The fil esystemon /dev/vg2/1vol0 is now 307200 bl ocks | ong.

Congratulations, you just successfully expanded alogical volume.

[root @RHELS ~]# df -h | grep resizetest
291M 6.1M 225M 3%/ hone/ resi zet est
[ root @GRHELS ~] #
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12.5. example: resize a physical Volume

This is a humble demonstration of how to resize a physical Volume with lvm (after you
resizeit with fdisk). The demonstration starts with a 100MB partition named /dev/sdel. We
used fdisk to createit, and to verify the size.

[root @RHEL5 ~]# fdisk -1 2>/dev/null | grep sdel
/ dev/ sdel 1 100 102384 83 Linux
[ root @GRHELS ~] #

Now we can use pvcreate to create the Physical Volume, followed by pvs to verify the
creation.

[ root @RHELS ~]# pvcreate /dev/sdel

Physi cal volume "/dev/sdel" successfully created
[root @RHELS ~]# pvs | grep sdel

/ dev/ sdel lvn2 -- 99. 98M 99. 98M
[ root @GRHELS ~] #

The next step isto use fdisk to enlarge the partition (actually deleting it and then recreating /
dev/sdel with more cylinders).

[root @RHELS ~]# fdisk /dev/sde
Conmand (mfor help): p

Di sk /dev/sde: 858 MB, 858993152 bytes
64 heads, 32 sectors/track, 819 cylinders
Units = cylinders of 2048 * 512 = 1048576 bytes

Devi ce Boot Start End Bl ocks Id System
/ dev/ sdel 1 100 102384 83 Li nux

Conmand (mfor help): d
Sel ected partition 1

Conmand (mfor help): n
Comrand acti on
e ext ended
p primary partition (1-4)
p
Partition nunber (1-4):
Val ue out of range.
Partition nunmber (1-4): 1
First cylinder (1-819, default 1):
Usi ng default value 1
Last cylinder or +size or +sizeMor +sizeK (1-819, default 819): 200

Conmand (mfor help): w
The partition table has been altered

Calling ioctl() to re-read partition table.
Synci ng di sks.
[ root @GRHELS ~] #

111



logical volume management

When we now use fdisk and pvsto verify the size of the partition and the Physical VVolume,
then there isa size difference. LVM is till using the old size.

[root @RHELS ~]# fdisk -1 2>/dev/null | grep sdel
/ dev/ sdel 1 200 204784 83 Linux
[root @RHELS ~]# pvs | grep sdel

/ dev/ sdel lvn2 -- 99. 98M 99. 98M

[ root @GRHELS ~] #

Executing pvresize on the Physical Volume will make Ivm aware of the size change of the
partition. The correct size can be displayed with pvs.

[ root @RHELS ~]# pvresize /dev/sdel

Physi cal vol ume "/dev/sdel" changed

1 physical volunme(s) resized / 0 physical volunme(s) not resized
[root @RHELS ~]# pvs | grep sdel

/ dev/ sdel lvnR -- 199. 98M 199. 98M
[ root GRHELS ~] #
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12.6. example: mirror alogical volume

We start by creating three physical volumes for lvm. Then we verify the creation and the
size with pvs. Three physical disks because lvm uses two disks for the mirror and a third
disk for the mirror log!

[root @RHELS5 ~]# pvcreate /dev/sdb /dev/sdc /dev/sdd
Physi cal volunme "/dev/sdb" successfully created
Physi cal volunme "/dev/sdc" successfully created
Physi cal vol unme "/dev/sdd" successfully created

[ root @RHELS ~] # pvs

PV VG Fmt Attr PSize PFr ee

/ dev/ sdb v -- 409. 60M 409. 60M
/ dev/ sdc v -- 409. 60M 409. 60M
/ dev/ sdd v -- 409. 60M 409. 60M

Then we create the Volume Group and verify again with pvs. Notice how the three physical
volumes now belong to vg33, and how the sizeis rounded down (in steps of the extent size,
here 4AMB).

[ root @RHELS ~]# vgcreate vg33 /dev/sdb /dev/sdc /dev/sdd
Vol une group "vg33" successfully created
[ root @RHELS5 ~] # pvs

PV VG Fnt Attr PSize PFree

/ dev/ sda2 Vol G oup00 v a- 15. 88G 0

/ dev/ sdb vg33 v a- 408. 00M 408. 00M
/ dev/ sdc vg33 v a- 408. 0O0M 408. 00M
/ dev/ sdd vg33 v a- 408. 00M 408. 00M

[ root @GRHELS ~] #

Thelast step isto create the Logical Volumewith Ivcreate. Notice the-m 1 switch to create
one mirror. Notice also the change in free space in al three Physical Volumes!

[root @RHELS5 ~]# |vcreate --size 300m-n lvmr -m1 vg33
Logi cal volume "lvmr" created
[ root @RHELS ~] # pvs

PV VG Fnmt Attr PSize PFree

/ dev/ sda2 Vol G oup00 IvnR a- 15. 88G 0
/dev/sdb  vg33 lvn2 a- 408. 00M 108. 00M
/ dev/ sdc vg33 v a- 408. 0O0M 108. 00M
/ dev/ sdd vg33 v a- 408. 00M 404. 0O0M

Y ou can see the copy status of the mirror with lvs. It currently shows a 100 percent copy.

[root @RHELS ~]# |vs vg33/lvmr
LV VG Attr LSi ze Origin Snap% Move Log Copy %
lvmir vg33 mni -ao 300. 00M Ivm r_m og 100. 00
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12.7. example: snapshot a logical volume

A snapshot isavirtual copy of al thedataat apoint intime on avolume. A snapshot L ogical
Volume will retain a copy of all changed files of the snapshotted Logical Volume.

The example below creates a snapshot of the bigLV Logical Volume.

[root @RHELS5 ~]# |vcreate -L100M -s -n snaplLV vg42/ bi gLV

Logi cal vol ume "snapLV"' created
[ root @GRHELS ~] #

Y ou can see with lvs that the snapshot snapLV is indeed a snapshot of bigLV. Moments
after taking the snapshot, there are few changesto bigLV (0.02 percent).

[root @RHELS ~]# |vs

LV VG Attr LSi ze Oigin Snap% Moyve Log Copy%
bi gLV vg42 owi - a- 200. 00M
snapLV  vg42 swi -a- 100. 00M bi gLV 0. 02

[ root @GRHELS ~] #

But after using bigLV for awhile, more changes are done. This means the snapshot volume
has to keep more original data (10.22 percent).

[root @GRHEL5 ~1# lvs | grep vg42

bi gLV vg42 owi -ao 200. 00M

snapLV  vg42 swi -a- 100. 00M bi gLV  10. 22
[ root @GRHELS ~] #

Y ou can now use regular backup tools (dump, tar, cpio, ...) to take a backup of the snapshot
Logical Volume. This backup will contain al data as it existed on bigLV at the time the
snapshot was taken. When the backup is done, you can remove the snapshot.

[root @RHELS ~]# | vrenove vg42/ snapLV

Do you really want to renove active |ogical volume "snapLV'? [y/n]: y
Logi cal vol ume "snapLV" successfully renoved

[ root @GRHELS ~] #
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12.8. verifying existing physical volumes

12.8.1. Ivmdiskscan

To get alist of block devices that can be used with LVM, use lvmdiskscan. The example
below uses grep to limit the result to SCSI devices.

[root @RHEL5 ~]# | vndi skscan | grep sd

/ dev/ sdal
/ dev/ sda2
/ dev/ sdb
/ dev/ sdc
/ dev/ sdd
/ dev/ sdel
/ dev/ sdeb
/ dev/ sdf
/ dev/ sdgl
[ root @GRHELS ~] #

12.8.2. pvs

—— — ——— — ——

101.

15.
409.
409.
409.

95.
191.
8109.
818.

94
90
60
60
60
98
98
20
98

VB
GB]
VB
VB
VB
VB
VB
VB
W

LVM physi cal vol une

LVM physi cal vol une

LVM physi cal vol une

The easiest way to verify whether devices are known to lvm is with the pvs command. The
screenshot below shows that only /dev/sda2 is currently known for use with LV M. It shows
that /dev/sda2 is part of VVolgroup00 and isamost 16GB in size. It also shows/dev/sdc and /
dev/sdd as part of vg33. The device/dev/sdb is knwon to Ivm, but not linked to any Volume

Group.

[ root @RHEL5 ~]# pvs
PV VG Fmt Attr PSize PFr ee
/ dev/ sda2 Vol G oup00 [vnR a- 15. 88G 0
/ dev/ sdb v -- 409. 60M 409. 60M
/ dev/ sdc vg33 v a- 408. 0O0M 408. 00M
/ dev/ sdd vg33 v a- 408. 00M 408. 00M

[ root @RHELS5 ~]#

12.8.3. pvscan

The pvscan command will scan al disksfor existing Physical Volumes. Theinformationis

similar to pvs, plus you get aline with total sizes.

[root @GRHEL5 ~]# pvscan
PV / dev/ sdc VG vg33
PV /dev/ sdd VG vg33
PV /dev/sda2 VG Vol G oup00
PV / dev/sdb
Total: 4 [17.07 GB] / in use
[root @GRHEL5 ~] #

| vi2 [408.00 MB / 408.00 MB free]
| vi2 [408.00 MB / 408.00 MB free]
lvn2 [15.88 GB/ O free]

I vin2 [409. 60 MB]

3 [16.67 GB] / in no VG 1 [409.60 M|
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12.8.4. pvdisplay

Use pvdisplay to get moreinformation about physical volumes. Y ou can also use pvdisplay
without an argument to display information about all physical (Ivm) volumes.

[ root @RHELS5 ~]# pvdi spl ay /dev/sda2
--- Physical volune ---

PV Nane

VG Nane

PV Size

Al | ocat abl e

PE Si ze (KByte)
Total PE

Free PE

Al | ocated PE
PV UUI D

[ root @GRHELS ~] #

/ dev/ sda2

Vol Gr oup00

15.90 GB / not usable 20.79 MB

yes (but full)

32768

508

0

508

TobYf p- Ggg0- Rf 8r - xt Ld- 5XgN- RSPc- 8vk THD
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12.9. verifying existing volume groups
12.9.1. vgs

Similar to pvs is the use of vgs to display a quick overview of all volume groups. There
is only one volume group in the screenshot below, it is named VolGroup00 and is almost
16GB in size.

[root @RHELS ~] # vgs
VG #PV #LV #SN Attr VSi ze VFree
Vol Gr oup00 1 2 0 wz--n- 15.88G 0
[ root @GRHELS ~] #

12.9.2. vgscan
The vgscan command will scan all disksfor existing Volume Groups. It will also update the
letc/lvm/.cachefile. Thisfile containsalist of all current [Ivm devices.
[ root @RHEL5 ~]# vgscan
Readi ng all physical volunes. This nay take a while...

Found vol ume group "Vol G oup00" using netadata type |vn2
[ root @RHELS ~] #

LVM will run the vgscan automatically at boot-up, so if you add hot swap devices, then you
will need to run vgscan to update /etc/Ilvm/.cache with the new devices.

12.9.3. vgdisplay

The vgdisplay command will give you more detailed information about avolume group (or
about all volume groupsif you omit the argument).

[root @RHEL5 ~]# vgdi spl ay Vol G oup00
- Vol ume group ---

VG Nane Vol Group00
System | D

For mat | v

Met adat a Ar eas 1

Met adat a Sequence No 3

VG Access read/ wite

VG St at us resi zabl e

MAX LV 0

Cur LV 2

Open LV 2

Max PV 0

Cur PV 1

Act PV 1

VG Si ze 15.88 GB

PE Si ze 32.00 MB

Total PE 508

Alloc PE/ Size 508 / 15.88 GB
Free PE / Size 0/ 0

VG UUI D gsXvJb- 71qV- 91 7U- i shX- FobM gpt E- VXnKI g

[root @GRHEL5 ~] #
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12.10. verifying existing logical volumes
12.10.1. lvs

Use lvs for a quick look at all existing logical volumes. Below you can see two logical
volumes named LogV 0l00 and LogV ol O1.

[root @RHELS ~]# |vs
LV VG Attr LSize Oigin Snap% Myve Log Copy%
LogVol 00 Vol Group00 -wi -ao 14. 88G
LogVol 01 Vol Group00 -wi-ao 1.00G

[ root @GRHELS ~] #

12.10.2. lvscan

The lvscan command will scan all disks for existing Logical Volumes.

[root @RHEL5 ~]# | vscan
ACTI VE '/ dev/ Vol Gr oup00/ LogVol 00" [14.88 GB] inherit
ACTI VE '/ dev/ Vol Gr oup00/ LogVol 01' [1.00 GB] inherit
[ root @RHELS ~] #

12.10.3. lvdisplay

More detailed information about logical volumes is available through the lvdisplay(1)
command.

[root @RHEL5 ~]# | vdi spl ay Vol G oup00/ LogVol 01
--- Logical volunme ---

LV Nane / dev/ Vol G oup00/ LogVol 01
VG Nane Vol Gr oup00

LV UUl D RNTGK6- xWsi - t 530- ksJIx- 7cax- co5c- ALKl Dp
LV Wite Access read/ wite

LV St atus avail abl e

# open 1

LV Size 1.00 GB

Current LE 32

Segment s 1

Al |l ocati on i nherit

Read ahead sectors 0

Bl ock device 253:1

[root @GRHEL5 ~] #
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12.11. manage physical volumes
12.11.1. pvcreate

Use the pvcreate command to add devices to Ivm. This example shows how to add a disk
(or hardware RAID device) to lvm.

[root @RHELS5 ~]# pvcreate /dev/sdb
Physi cal vol unme "/dev/sdb" successfully created
[ root @GRHELS ~] #

This example shows how to add a partition to lvm.

[ root @RHELS5 ~]# pvcreate /dev/sdcl
Physi cal volume "/dev/sdcl" successfully created
[ root @GRHELS5 ~] #

Y ou can also add multiple disks or partitions as target to pvcreate. This example adds three
disksto lvm.

[root @RHELS ~]# pvcreate /dev/sde /dev/sdf /dev/sdg
Physi cal vol une "/dev/sde" successfully created
Physi cal volunme "/dev/sdf" successfully created
Physi cal volunme "/dev/sdg" successfully created

[ root @GRHELS ~] #

12.11.2. pvremove

Use the pvremove command to remove physical volumes from lvm. The devices may not
bein use.

[ root @RHELS5 ~]# pvrenove /dev/sde /dev/sdf /dev/sdg
Label s on physical volune "/dev/sde" successfully w ped
Label s on physical volune "/dev/sdf" successfully w ped
Label s on physical volume "/dev/sdg" successfully wi ped

[ root @RHELS5 ~]#

12.11.3. pvresize
When you used fdisk to resize a partition on a disk, then you must use pvr esize to make lvm
recognize the new size of the physical volume that represents this partition.
[root @GRHEL5 ~]# pvresi ze /dev/sdel

Physi cal vol ume "/dev/sdel" changed
1 physical volunme(s) resized / 0 physical volune(s) not resized
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12.11.4. pvchange

With pvchangeyou can prevent the allocation of aPhysical Volumeinanew Volume Group
or Logical Volume. This can be useful if you plan to remove a Physical Volume.

[root @RHEL5 ~]# pvchange -xn /dev/sdd

Physi cal vol ume "/dev/sdd" changed

1 physical volunme changed / 0 physical volunes not changed
[ root @GRHELS ~] #

To revert your previous decision, this example shows you how te re-enable the Physical
Volume to allow allocation.

[ root @RHEL5 ~]# pvchange -xy /dev/sdd

Physi cal volunme "/dev/sdd" changed

1 physical volume changed / 0 physical volunes not changed
[ root @GRHELS ~] #

12.11.5. pvmove

With pvmove you can move Logical Volumes from within a Volume Group to another
Physical Volume. This must be done before removing a Physical Volume.

[root @GRHEL5 ~]# pvs | grep vgl
[ dev/ sdf vgl v a- 816. 00M 0
/ dev/ sdg vgl v a- 816. 00M 816. OOM
[root @RHELS5 ~]# pvnove /dev/ sdf
/ dev/ sdf: Moved: 70.1%
/ dev/ sdf: Moved: 100. 0%
[root @GRHEL5 ~]# pvs | grep vgl
[ dev/ sdf vgl v a- 816. 00M 816. OOM
/ dev/ sdg vgl v a- 816. 00M 0
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12.12. manage volume groups
12.12.1. vgcreate

Use the vgcreate command to create a volume group. You can immediately name al the
physical volumes that span the volume group.

[root @RHELS ~]# vgcreate vg42 /dev/sde /dev/ sdf
Vol unme group "vg42" successfully created
[ root @GRHELS ~] #

12.12.2. vgextend

Use the vgextend command to extend an existing volume group with a physical volume.

[ root @RHELS ~]# vgextend vg42 /dev/sdg
Vol ume group "vg42" successful |y extended
[ root @RHELS5 ~]#

12.12.3. vgremove

Use the vgremove command to remove volume groups from [vm. The volume groups may
not bein use.

[root @GRHEL5 ~]# vgrenove vg42
Vol ume group "vg42" successfully renoved
[root @GRHEL5 ~] #

12.12.4. vgreduce

Use the vgreduce command to remove a Physical Volume from the VVolume Group.

The following example adds Physical Volume /dev/sdg to the vgl Volume Group using
vgextend. And then removesit again using vgreduce.

[root @RHELS ~]# pvs | grep sdg

/ dev/ sdg v -- 819. 20M 819. 20M
[root @RHELS ~]# vgextend vgl /dev/sdg

Vol ume group "vgl" successfully extended
[root @RHELS ~]# pvs | grep sdg

/ dev/ sdg vgl v a- 816. 00M 816. OOM
[ root @RHELS5 ~]# vgreduce vgl /dev/sdg

Rermoved "/ dev/sdg" from vol unme group "vgl"
[root @RHELS ~]# pvs | grep sdg

/ dev/ sdg v -- 819. 20M 819. 20M
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12.12.5. vgchange

Use the vgchange command to change parameters of a Volume Group.

This example shows how to prevent Physical Volumes from being added or removed to the
Volume Group vgl.

[root @RHEL5 ~]# vgchange -xn vgl

Vol une group "vgl" successfully changed
[root @RHELS5 ~]# vgextend vgl /dev/sdg

Vol une group vgl is not resizable.

You can also use vgchange to change most other properties of a Volume Group. This
example changes the maximum number of Logical Volumes and maximum number of
Physical Volumes that vgl can serve.

[root @RHELS ~]# vgdi splay vgl | grep -i max
MAX LV 0
Max PV 0
[ root @RHEL5 ~]# vgchange -116 vgl
Vol une group "vgl" successfully changed
[root @RHEL5 ~] # vgchange -p8 vgl
Vol une group "vgl" successfully changed
[root @RHELS ~]# vgdi splay vgl | grep -i max
MAX LV 16
Max PV 8

12.12.6. vgmerge
Merging two Volume Groupsinto oneisdonewith vgmer ge. Thefollowing example merges
vg2 into vgl, keeping all the properties of vgl.
[ root @RHEL5 ~]# vgnerge vgl vg2

Vol ume group "vg2" successfully nerged into "vgl"
[ root @GRHELS ~] #
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12.13. manage logical volumes
12.13.1. lvcreate

Use the Ivereate command to create Logical Volumes in a Volume Group. This example
creates an 8GB Logical Volumein Volume Group vg42.

[root @RHELS ~]# | vcreate -L5G vg42
Logi cal vol ume "lvol 0" created
[ root @GRHELS ~] #

As you can see, lvm automatically names the Logical Volume Ivol0. The next example
creates a 200MB Logical Volume named MyLV in Volume Group vg42.

[root @RHELS ~]# | vcreate -L200M - nM/LV vg42
Logi cal vol ume "M/LV' created
[ root @GRHELS ~] #

The next exampl e does the same thing, but with different syntax.

[root @RHEL5 ~]# | vcreate --size 200M -n M/LV vg42
Logi cal vol ume "M/LV' created
[ root @GRHELS ~] #

This example creates a Logical Volume that occupies 10 percent of the Volume Group.

[root @GRHELS5 ~]# |vcreate -1 10%WG -n MyLV2 vg42
Logi cal vol ume "M/LV2" created
[ root @GRHELS ~] #

Thisexample createsalL ogical Volume that occupies 30 percent of the remaining free space
in the Volume Group.

[root @GRHELS5 ~]# |vcreate -1 30%REE -n MyLV3 vg42
Logi cal vol ume "M/LV3" created
[ root @GRHELS ~] #

12.13.2. lIvremove

Use the Ivremove command to remove Logical Volumesfrom aVolume Group. Removing
aLogical Volume requires the name of the Volume Group.

[root @RHEL5 ~]# | vrenove vg42/ YLV

Do you really want to renove active |ogical volume "MLV'? [y/n]: y
Logi cal vol ume "M/LV' successfully renoved

[ root @RHELS ~] #

Removing multiple Logical Volumeswill request confirmation for each individual volume.

[root @GRHEL5 ~]# | vrenove vg42/ MyLV vg42/ MyLV2 vg42/ MyLV3

Do you really want to renove active |ogical volume "M/LV'? [y/n]: y
Logi cal volume "M/LV' successfully renmoved

Do you really want to renove active |ogical volume "MLV2"? [y/n]: y
Logi cal vol ume "M/LV2" successfully renoved

Do you really want to renove active |ogical volume "M/LV3"? [y/n]: vy
Logi cal vol ume "M/LV3" successfully renoved

[ root @GRHELS ~] #
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12.13.3. lvextend

Extending the volume is easy with lvextend. This example extends a 200MB Logical
Volume with 100 MB.

[root @RHELS5 ~]# | vdisplay /dev/vg2/lvol0O | grep Size
LV Size 200. 00 MB

[root @RHELS5 ~]# | vextend -L +100 /dev/vg2/1lvol 0
Ext endi ng | ogi cal volune Ivol0O to 300.00 MB
Logi cal vol ume |vol 0 successfully resized

[root @RHEL5 ~]# | vdisplay /dev/vg2/lvol0O | grep Size
LV Size 300. 00 MB

The next example creates a 100MB Logical Volume, and then extends it to 500MB.

[root @RHELS ~]# |vcreate --size 100M -n extLV vg42
Logi cal vol ume "extLV' created

[root @RHELS ~]# | vextend -L 500M vg42/ extLV
Ext endi ng | ogi cal vol une extLV to 500. 00 MB
Logi cal vol ume extLV successfully resized

[ root @GRHELS ~] #

This example doubles the size of aLogica Volume.

[root @RHELS ~]# | vextend -1+100%.V vg42/ ext LV
Ext endi ng | ogi cal vol une extLV to 1000. 00 MB
Logi cal vol unme extLV successfully resized

[ root @GRHELS ~] #

12.13.4. I[vrename
Renaming aLogical Volumeisdonewith Ivrename. ThisexamplerenamesextLV to bigLV
in the vg42 Volume Group.
[root @RHELS ~]# | vrename vg42/ ext LV vg42/ bi gLV

Renaned "extLV' to "bigLV' in volume group "vg42"
[ root @RHELS ~] #
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12.14. practice : lvm

1. Create avolume group that contains a complete disk and a partition on another disk.

2. Create two logical volumes (a small one and a bigger one) in this volumegroup. Format
them wih ext3, mount them and copy some files to them.

3. Verify usage with fdisk, mount, pvs, vgs, Ivs, pvdisplay, vgdisplay, Ivdisplay and df. Does
fdisk give you any information about lvm?

4. Enlarge the small logical volume by 50 percent, and verify your work!
5. Take alook at other commands that start with vg* , pv* or Iv*.

6. Create amirror and a striped Logical Volume.

7. Convert alinear logical volumeto amirror.

8. Convert amirror logical volumeto alinear.

9. Create a snapshot of aLogical Volume, take a backup of the snapshot. Then delete some
fileson the Logical Volume, then restore your backup.

10. Move your volume group to another disk (keep the Logical Volumes mounted).

11. If time permits, split aVVolume Group with vgsplit, then merge it again with vgmerge.

125



logical volume management

12.15. solution : lvm

1. Create avolume group that contains a complete disk and a partition on another disk.

step 1. select disks:

root @hel 65: ~# fdisk -1 | grep D sk

Di sk /dev/sda: 8589 MB, 8589934592 bytes
Di sk identifier: 0x00055ca0

Di sk /dev/sdh: 1073 MB, 1073741824 bytes
Di sk identifier: 0x00000000

Di sk /dev/sdc: 1073 MB, 1073741824 bytes
Di sk identifier: 0x00000000

| choose /dev/sdb and /dev/sdc for now.

step 2: partition /dev/sdc

root @ hel 65: ~# fdi sk /dev/sdc
Devi ce contains neither a valid DOS partition table, nor Sun, SA or OSF disk\

| abel
Bui | di ng a new DOS di skl abel with disk identifier 0x94c0e5d5.
Changes will remain in nenory only, until you decide to wite them

After that, of course, the previous content won't be recoverable.
Warning: invalid flag Ox0000 of partition table 4 will be corrected by wWrite)

WARNI NG DOS-conpati ble node is deprecated. It's strongly recommended to
switch off the node (conmand 'c') and change display units to
sectors (comand 'u').

Conmand (mfor help): n
Comand acti on
e ext ended
p primary partition (1-4)
p
Partition number (1-4): 1
First cylinder (1-130, default 1):
Usi ng default value 1
Last cylinder, +cylinders or +size{K, MG (1-130, default 130):
Usi ng default value 130

Conmand (m for help): w
The partition table has been altered!

Calling ioctl() to re-read partition table.
Synci ng di sks.

step 3: pvcreate and vgcreate

root @ hel 65: ~# pvcreate /dev/sdb /dev/sdcl
Physi cal volunme "/dev/sdb" successfully created
Physi cal volunme "/dev/sdcl" successfully created
root @ hel 65: ~# vgcreate VG42 /dev/sdb /dev/sdcl
Vol unme group "VG&A2" successfully created
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2. Create two logical volumes (a small one and a bigger one) in this volumegroup. Format
them wih ext3, mount them and copy some files to them.

root @hel 65: ~# | vcreate --size 200m --nanme LVsnall V&2
Logi cal volume "LVsmall" created
root @hel 65: ~# | vcreate --size 600m --name LVbig VG42
Logi cal vol ume "LVbi g" created
root @hel 65: ~# |s -1 /dev/ mapper/V&A2- LVsnal
I rwxrwxrwx. 1 root root 7 Apr 20 20:41 /dev/ mapper/V&A2-LVsmall -> .. /dm 2
root @hel 65: ~# |s -1 /dev/V&E2/ LVsnal
I rwxrwxrwx. 1 root root 7 Apr 20 20:41 /dev/VA2/LVsmall -> ../dm?2
root @hel 65: ~# |s -1 /dev/dm2
brwrw---. 1 root disk 253, 2 Apr 20 20:41 /dev/dm 2

root @ hel 65: ~# nkfs. ext3 /dev/ mapper/V&A2- LVsnal
nke2fs 1.41.12 (17-May-2010)
Fi |l esystem | abel =
CS type: Linux
Bl ock size=1024 (| o0g=0)
Fragnent size=1024 (| og=0)
Stride=0 bl ocks, Stripe w dth=0 bl ocks
51200 i nodes, 204800 bl ocks
10240 bl ocks (5.00% reserved for the super user
First data bl ock=1
Maxi mum fi | esystem bl ocks=67371008
25 bl ock groups
8192 bl ocks per group, 8192 fragnents per group
2048 i nodes per group
Super bl ock backups stored on bl ocks:
8193, 24577, 40961, 57345, 73729

Witing inode tables: done
Creating journal (4096 bl ocks): done
Witing superblocks and filesystem accounting information: done

This filesystemw || be automatically checked every 39 nounts or
180 days, whichever cones first. Use tune2fs -c or -i to override

root @ hel 65: ~# nkfs. ext3 /dev/VXA2/ LVbig
nke2fs 1.41.12 (17-May-2010)
Fi | esystem | abel =
CS type: Linux
Bl ock size=4096 (| o0g=2)
Fragnent size=4096 (| og=2)
Stride=0 bl ocks, Stripe w dth=0 bl ocks
38400 i nodes, 153600 bl ocks
7680 bl ocks (5.00% reserved for the super user
First data bl ock=0
Maxi mum fil esyst em bl ocks=159383552
5 bl ock groups
32768 bl ocks per group, 32768 fragnents per group
7680 i nodes per group
Super bl ock backups stored on bl ocks:
32768, 98304

Witing inode tables: done
Creating journal (4096 bl ocks): done
Witing superbl ocks and fil esystem accounting information: done

This filesystemw || be automatically checked every 25 nounts or
180 days, whichever comes first. Use tune2fs -c or -i to override
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The mounting and copying of files.

root @ hel 65: ~# nkdir /srv/LVsnal |

root @ hel 65: ~# nkdir /srv/LVbig

root @ hel 65: ~# nmount /dev/ mapper/VXA2-LVsmal | /srv/LVsmal |
root @ hel 65: ~# nmount /dev/V&2/ LVbig /srv/LVbig

root @hel 65: ~# cp -r /etc /srv/LVsmall/

root @hel 65: ~# cp -r /var/log /srv/LVbig/

3. Verify usage with fdisk, mount, pvs, vgs, Ivs, pvdisplay, vgdisplay, Ivdisplay and df. Does
fdisk give you any information about lvm?

Run all those commands (only two are shown below), then answer 'no'.

root @ hel 65: ~# df -h
Fi |l esystem Size Used Avail Use% Mounted on
/ dev/ mapper/ Vol Group- 1 v_r oot

6.7G 1.4G 5.0G 21%/
tnpfs 246M 0 246M 0%/ dev/shm
/ dev/ sdal 485M 77M 383M 17% / boot
/ dev/ mapper/ V&A2- LVsnal |

194M 30M 154M 17%/srv/ LVsmal |
/ dev/ mapper/ V&2- LVbi g

591M 20M 541M 4% /srv/LVbig
root @ hel 65: ~# nount | grep V&2
/ dev/ mapper/V&A2-LVsmal | on /srv/LVsmall type ext3 (rw
/ dev/ mapper/VG&A2-LVbi g on /srv/LVbig type ext3 (rw)

4. Enlarge the small logical volume by 50 percent, and verify your work!

root @ hel 65: ~# | vextend V&A2/LVsmal | -1 +50%.V
Ext endi ng | ogi cal volunme LVsnall to 300.00 M B
Logi cal volume LVsnmall successfully resized
root @ hel 65: ~# resi ze2fs /dev/ mapper/V&A2-LVsmal |
resize2fs 1.41.12 (17-May-2010)
Fi |l esystem at /dev/ mapper/V&A2-LVsmall is mounted on /srv/LVsmall; on-line res\
i zing required
ol d desc_bl ocks = 1, new desc_bl ocks = 2
Perform ng an on-1line resize of /dev/mapper/V&2-LVsmall to 307200 (1k) bl ocks.
The fil esystem on /dev/ mapper/V&E2-LVsmall is now 307200 bl ocks | ong.

root @hel 65: ~# df -h | grep small
/ dev/ mapper/ V&A2- LVsmal |

291M  31M 246M 12%/srv/LVsmal |
root @ hel 65: ~#
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5. Take alook at other commands that start with vg* , pv* or Iv*.
6. Create amirror and a striped Logical Volume.

7. Convert alinear logical volumeto amirror.

8. Convert amirror logical volumeto alinear.

9. Create a snapshot of a Logical Volume, take a backup of the snapshot. Then del ete some
fileson the Logical Volume, then restore your backup.

10. Move your volume group to another disk (keep the Logical Volumes mounted).

11. If time permits, split aVolume Group with vgsplit, then merge it again with vgmerge.
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Chapter 13. ISCSI devices

This chapter teachesyou how to setup aniSCS tar get server and aniSCSl initiator client.
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13.1. iISCSI terminology

ISCSI is a protocol that enables SCSI over IP. This means that you can have local SCSI
devices (like /dev/sdb) without having the storage hardware in the local computer.

The computer holding the physical storage hardware is called the iSCSI Target. Each
individual addressable iSCSI device on the target server will get aL UN number.

The iSCSI client computer that is connecting to the Target server iscaled an Initiator. An
initiator will send SCSI commands over IP instead of directly to the hardware. The Initiator
will connect to the Target.

13.2. 1ISCSI Target in RHEL/CentOS

This section will describe iSCSI Target setup on RHEL6, RHEL 7 and CentOS.

Start with installing the iSCSI Tar get package.

yuminstall scsi-target-utils

We configure three local disksin /etc/tgt/tar gets.conf to become three LUN's.

<target iqn.2008-09.com exanpl e: server.target2>
direct-store /dev/sdb
direct-store /dev/sdc
direct-store /dev/sdd
i ncom nguser paul hunter2
</target>

Restart the service.

[root @entos65 ~]# service tgtd start
Starting SCSI target daenon: [ &K ]

The standard local port for iISCSI Target is 3260, in case of doubt you can verify this with
netstat.
[root @erverl tgt]# netstat -ntpl | grep tgt

tcp 0 0 0.0.0.0:3260 0.0.0.0:* LI STEN 1670/ tgtd
tcp 0 0 :::3260 Y LI STEN 1670/ tgtd
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The tgt-admin -s command should now give you a nice overview of the three LUN's (and
also LUN O for the controller).

[root @erverl tgt]# tgt-admin -s
Target 1: iqn.2014-04.be.linux-training:serverl.targetl
System i nformati on:
Driver: iscsi
State: ready
| T nexus information:
LUN i nf or mati on:

LUN. O
Type: controller
SCSlI ID: IET 00010000

SCSI SN: beaf 10

Size: 0 MB, Block size: 1
Online: Yes

Renmovabl e medi a: No
Prevent renoval : No
Readonl y: No

Backi ng store type: null
Backi ng store path: None
Backi ng store fl ags:

LUN. 1
Type: disk
SCSlI ID: IET 00010001

SCSI SN: VB9f 23197hb- af 6¢f b60
Size: 1074 MB, Bl ock size: 512
Online: Yes

Renmovabl e medi a: No

Prevent renoval : No

Readonl y: No

Backi ng store type: rdw

Backi ng store path: /dev/sdb
Backi ng store fl ags:

LUN: 2
Type: disk
SCSlI ID: IET 00010002

SCSI SN: VB8f554351-a1410828
Size: 1074 MB, Bl ock size: 512
Online: Yes

Renmovabl e medi a: No

Prevent renoval : No

Readonl y: No

Backi ng store type: rdw

Backi ng store path: /dev/sdc
Backi ng store fl ags:

LUN. 3
Type: disk
SCSl ID: IET 00010003

SCSI SN: VB1035d2f 0- 7ae90b49
Size: 1074 MB, Bl ock size: 512
Online: Yes
Renovabl e nedi a: No
Prevent renoval: No
Readonl y: No
Backi ng store type: rdw
Backi ng store path: /dev/sdd
Backi ng store fl ags:

Account information:

ACL i nformation:

ALL
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13.3. ISCSI Initiator in RHEL/CentOS

This section will describe iSCSI Initiator setup on RHEL 6, RHEL 7 and CentOS.

Start with installing the iSCSI Initiator package.

[root @erver2 ~]# yuminstall iscsi-initiator-utils

Then ask the iSCSI| tar get server to send you the target names.

[root @erver2 ~]# iscsiadm-mdiscovery -t sendtargets -p 192.168. 1. 95: 3260
Starting iscsid: [ &K ]
192. 168. 1. 95: 3260, 1 i gn. 2014-04. be. | i nux-trai ni ng: cent 0s65. target 1

We received iqn.2014-04.be.linux-training: centos6b.tar get 1.

We use thisign to configure the username and the password (paul and hunter2) that we set
on the target server.

[root @erver2 iscsi]# i scsiadm-m node --targetnane iqn.2014-04. be. linux-tra\
i ning:centos65.targetl --portal "192.168.1.95:3260" --op=update --nanme node.\
sessi on. aut h. user nane --val ue=paul

[root @erver2 iscsi]# i scsiadm-m node --targetnane iqn.2014-04. be. linux-tra\
i ning:centos65.targetl --portal "192.168.1.95:3260" --op=update --nanme node.\
sessi on. aut h. password --val ue=hunt er 2

[root @erver2 iscsi]# iscsiadm-m node --targetnane iqn.2014-04. be. linux-tra\
i ning:centos65.targetl --portal "192.168.1.95:3260" --op=update --nanme node.\
sessi on. aut h. aut hret hod - - val ue=CHAP

RHEL and CentOS will storethesein /var/lib/iscsi/nodes.

[root @erver2 iscsi]# grep auth /var/lib/iscsi/nodes/iqgn.2014-04.be.linux-tr\
ai ni ng\: cent 0s65. target 1/ 192. 168. 1. 95\, 3260\, 1/ def aul t

node. sessi on. aut h. aut hmet hod = CHAP

node. sessi on. aut h. user nane = pau

node. sessi on. aut h. password = hunter2

node. conn[ 0] . ti meo. aut h_ti meout = 45

[root @erver2 iscsi]#
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A restart of theiscsi service will add three new devices to our system.

[root @erver2 iscsi]# fdisk -1 | grep Disk

Di sk /dev/sda: 42.9 GB, 42949672960 bytes

Di sk identifier: 0x0004f229

Di sk /dev/sdb: 1073 MB, 1073741824 bytes

Di sk identifier: 0x00000000

Di sk /dev/sdc: 1073 MB, 1073741824 bytes

Di sk identifier: 0x00000000

Di sk /dev/sdd: 1073 MB, 1073741824 bytes

Di sk identifier: 0x00000000

Di sk /dev/sde: 2147 MB, 2147483648 bytes

Di sk identifier: 0x00000000

Di sk /dev/sdf: 2147 MB, 2147483648 bytes

Di sk identifier: 0x00000000

Di sk /dev/sdg: 2147 MB, 2147483648 bytes

Di sk identifier: 0x00000000

Di sk /dev/ mapper/ Vol G oup-lv_root: 41.4 GB, 41448112128 bytes
Di sk identifier: 0x00000000

Di sk /dev/ mapper/ Vol G oup-|v_swap: 973 MB, 973078528 bytes
Di sk identifier: 0x00000000

[root @erver2 iscsi]# service iscsi restart

St oppi ng i scsi: [ &K
Starting iscsi: [ &K
[root @erver2 iscsi]# fdisk -1 | grep Disk

Di sk /dev/sda: 42.9 GB, 42949672960 bytes
Di sk identifier: 0x0004f229

Di sk /dev/sdb: 1073 MB, 1073741824 bytes
Di sk identifier: 0x00000000

Di sk /dev/sdc: 1073 MB, 1073741824 bytes
Di sk identifier: 0x00000000

Di sk /dev/sdd: 1073 MB, 1073741824 bytes
Di sk identifier: 0x00000000

Di sk /dev/sde: 2147 MB, 2147483648 bytes
Di sk identifier: 0x00000000

Di sk /dev/sdf: 2147 MB, 2147483648 bytes
Di sk identifier: 0x00000000

Di sk /dev/sdg: 2147 MB, 2147483648 bytes
Di sk identifier: 0x00000000

Di sk /dev/ mapper/ Vol G oup-lv_root: 41.4 GB, 41448112128 bytes
Di sk identifier: 0x00000000

Di sk /dev/ mapper/ Vol G oup-|v_swap: 973 MB, 973078528 bytes
Di sk identifier: 0x00000000

Di sk /dev/sdh: 1073 MB, 1073741824 bytes
Di sk identifier: 0x00000000

Di sk /dev/sdi: 1073 MB, 1073741824 bytes
Di sk identifier: 0x00000000

Di sk /dev/sdj: 1073 MB, 1073741824 bytes
Di sk identifier: 0x00000000

Y ou can verify iscs status with:

service iscsi status
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13.4. 1SCSI target on Debian

Installing the software for the target server requiresiscsitar get on Ubuntu and Debian, and
an extraiscsitar get-dkms for the kernel modules only on Debian.

r oot @ebby6: ~# aptitude install iscsitarget
The foll owi ng NEW packages will be installed:
i scsitarget
0 packages upgraded, 1 newmy installed, 0 to renove and O not upgraded.
Need to get 69.4 kB of archives. After unpacking 262 kB will be used.
Get:1 http://ftp. bel net. be/debi an/ squeeze/nmain iscsitarget i386 1.4.20.2-1\
[69. 4 kB]
Fetched 69.4 kB in 0s (415 kB/s)
Sel ecting previously desel ected package iscsitarget.
(Readi ng database ... 36441 files and directories currently installed.)
Unpacking iscsitarget (from.../iscsitarget_1.4.20.2-1 i 386.deb)
Processing triggers for man-db ...
Setting up iscsitarget (1.4.20.2-1)
i scsitarget not enabled in "/etc/default/iscsitarget”, not starting...(warning).

On Debian 6 you will also need aptitude install iscsitar get-dkms for the kernel modules,
on Debian 5 thisis aptitude install iscsitar get-modules-"'uname -a’. Ubuntu includes the
kernel modules in the main package.

The iSCSI target server is disabled by default, so we enableit.

root @lebby6: ~# cat /etc/default/iscsitarget
| SCSI TARGET_ENABLE=f al se

r oot @lebby6: ~# vi /etc/default/iscsitarget
root @lebby6: ~# cat /etc/default/iscsitarget
| SCSI TARGET_ENABLE=t r ue
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13.5. 1ISCSI target setup with dd files

Y ou can use LVM volumes (/dev/md0/lvol0), physical partitions (/dev/sda) ,raid devices (/
dev/mdO) or just plain files for storage. In this demo, we use files created with dd.

This screenshot shows how to create three small files (100MB, 200MB and 300MB).

r oot @ebby6: ~# nkdir /i scsi

r oot @ebby6: ~# dd if=/dev/zero of=/iscsi/lunl.ing bs=1M count =100
100+0 records in

100+0 records out

104857600 bytes (105 MB) copied, 0.315825 s, 332 MB/s

r oot @ebby6: ~# dd i f=/dev/zero of=/iscsi/lun2.ing bs=1M count =200
200+0 records in

200+0 records out

209715200 bytes (210 MB) copied, 1.08342 s, 194 MB/s

r oot @ebby6: ~# dd i f=/dev/zero of=/iscsi/lun3.ing bs=1M count =300
300+0 records in

300+0 records out

314572800 bytes (315 MB) copied, 1.36209 s, 231 MB/s

We need to declare these three files as iSCSI targets in /etc/iet/ietd.conf (used to be /etc/
ietd.conf).

root @lebby6:/etc/iet# cp ietd.conf ietd.conf.original
root @lebby6: /etc/iet# > ietd.conf
root @lebby6:/etc/iet# vi ietd.conf
root @lebby6:/etc/iet# cat ietd.conf
Target iqn.2010-02. be. |i nux-training:storage.|lunl
I ncom ngUser isuser hunter?2
Qut goi ngUser
Lun 0 Path=/iscsi/lunl.ing, Type=fileio
Al'i as LUNL

Target iqn.2010-02. be. |i nux-training:storage. | un2
I ncom ngUser isuser hunter?2
Qut goi ngUser
Lun 0 Path=/iscsi/lun2.ing, Type=fileio
Al'i as LUN2

Target iqn.2010-02. be. | i nux-training:storage. |l un3
I ncom ngUser isuser hunter?2
Qut goi ngUser
Lun O Path=/iscsi/lun3.ing, Type=fileio
Al'i as LUN3

We aso need to add our devicesto the/etc/initiator s.allow file.

root @ebby6:/etc/iet# cp initiators.allowinitiators.allow original
r oot @lebby6:/etc/iet# >initiators.allow

root @ebby6:/etc/iet# vi initiators.allow

root @lebby6: /etc/iet# cat initiators.allow

i gn. 2010- 02. be. | i nux-traini ng: storage. | unl

i gn. 2010- 02. be. | i nux-trai ni ng: storage. | un2

i gn. 2010- 02. be. | i nux-traini ng: storage. | un3
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Time to start the server now:

root @lebby6:/etc/iet# /etc/init.d/iscsitarget start
Starting i SCSI enterprise target service:.

root @lebby6: /etc/iet#

Verify activation of the storage devicesin /proc/net/iet:

root @lebby6:/etc/iet# cat /proc/net/iet/volunme
tid: 3 nane:iqgn.2010-02. be. | i nux-training: storage. | un3
lun:0 state: 0 iotype:fileio ionpde:wt blocks: 614400 bl ocksi ze:\
512 path:/iscsi/lun3.ing
tid:2 nane:iqgn.2010-02. be. | inux-training: storage.|un2
lun:0 state: 0 iotype:fileio ionpde:wt blocks: 409600 bl ocksi ze:\
512 path:/iscsi/lun2.ing
tid:1 nane:iqgn.2010-02. be.|inux-training:storage.lunl
lun:0 state: 0 iotype:fileio ionpde:wt bl ocks: 204800 bl ocksi ze:\
512 path:/iscsi/lunl.ing
root @lebby6: /etc/iet# cat /proc/net/iet/session
tid: 3 nane:iqn.2010-02. be. | i nux-training: storage. | un3
tid:2 nane:iqgn.2010-02. be. | inux-training: storage.|un2
tid:1 nane:iqgn.2010-02. be.|inux-training:storage.|lunl
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13.6. ISCSI initiator on ubuntu

First weinstall the iISCSi client software (on another computer than the target).

root @Qbull04: ~# aptitude install open-iscs
Readi ng package lists... Done
Bui | di ng dependency tree

Readi ng state information... Done
Readi ng extended state information
Initializing package states... Done

The followi ng NEW packages will be installed
open-iscsi open-iscsi-utils{a}

Then we set the iSCSI client to start automatically.

root @Qbull04: /etc/iscsi# cp iscsid.conf iscsid.conf.original
root @bull04:/etc/iscsi# vi iscsid.conf

root @Qbul104: /etc/iscsi# grep "node.startup iscsid. conf
node. startup = automatic

Or you could start it manually.

root @Qbull04:/etc/iscsi/nodes# /etc/init.d/ open-iscsi start
* Starting i SCSI initiator service iscsid

* Setting up i SCSI targets

root @ibull04:/etc/iscsi/nodes#

[ X]
[ X]

Now we can connect to the Target server and use iscsiadm to discover the devicesit offers:

root @Qbull04:/etc/iscsi# iscsiadm -mdiscovery -t st -p 192.168.1.31
192. 168. 1. 31: 3260, 1 i gn. 2010-02. be. | i nux-trai ni ng: st orage. | un2
192. 168. 1. 31: 3260, 1 i gn. 2010-02. be. | i nux-trai ni ng: st orage. | unl
192. 168. 1. 31: 3260, 1 i gn. 2010-02. be. | i nux-trai ni ng: st orage. | un3

We can use the ssme iscsiadm to edit thefilesin /etc/iscsi/nodey.

root @Qbull04:/etc/iscsi# iscsiadm-m node --targetnane "iqgn.2010-02. be. | i nu\
X-training:storage.lunl" --portal "192.168.1.31:3260" --op=update --nane no\
de. sessi on. aut h. aut hnet hod - - val ue=CHAP

root @Qbull04:/etc/iscsi# iscsiadm-m node --targetnane "iqgn.2010-02. be. | i nu\
X-training:storage.lunl" --portal "192.168.1.31:3260" --op=update --nane no\
de. sessi on. aut h. user nanme - -val ue=i suser

root @Qbull04:/etc/iscsi# iscsiadm-m node --targetnane "iqgn.2010-02. be. | i nu\
X-training:storage.lunl" --portal "192.168.1.31:3260" --op=update --nane no\
de. sessi on. aut h. password --val ue=hunter 2

Repeat the above for the other two devices.
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Restart the initiator service to log in to the target.

root @Qbull04: /etc/iscsi/nodes# /etc/init.d/ open-iscsi restart
* Di sconnecting i SCSI targets
* Stopping i SCSI initiator service
* Starting i SCSI initiator service iscsid
* Setting up i SCSI targets

———

Usefdisk -I to enjoy three new iSCSI devices.

root @bul104:/etc/iscsi/nodes# fdisk -1 2> /dev/null | grep Disk
Di sk /dev/sda: 17.2 GB, 17179869184 bytes

Di sk identifier: 0x0001983f

Di sk /dev/sdb: 209 MB, 209715200 bytes

Di sk identifier: 0x00000000

Di sk /dev/sdd: 314 MB, 314572800 bytes

Di sk identifier: 0x00000000

Di sk /dev/sdc: 104 MB, 104857600 bytes

Di sk identifier: 0x00000000

The Target (the server) now shows active sessions.

root @lebby6: /etc/iet# cat /proc/net/iet/session

tid: 3 nane:iqgn.2010-02. be. | i nux-trai ni ng: storage. | un3

si d: 5348024611832320 initiator:iqgn.1993-08. org. debi an: 01: 8983ed2d770
cid:0 ip:192.168.1. 35 state: active hd: none dd: none

tid: 2 nane:iqgn.2010-02. be. | i nux-trai ni ng: storage. | un2

si d: 4785074624856576 initiator:iqgn.1993-08. org. debi an: 01: 8983ed2d770
cid:0 ip:192.168.1.35 state: active hd: none dd: none

tid:1 nane:iqgn.2010-02. be. |i nux-training: storage.|unl

si d: 5066549618344448 initiator:iqgn.1993-08. org. debi an: 01: 8983ed2d770
cid:0 ip:192.168.1.35 state: active hd: none dd: none

root @lebby6: /etc/iet#
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13.7. using iISCSI devices

There is no difference between using SCSI or iSCSI devices once they are connected :
partition, make filesystem, mount.

root @bull04:/etc/iscsi/nodes# history | tail -13
94 fdisk /dev/sdc
95 fdisk /dev/sdd
96 fdisk /dev/sdb
97 nke2fs /dev/sdbl
98 nke2fs -j /dev/sdcl
99 nkfs.ext4 /dev/sddl
100 nkdir /mt/isl
101 nkdir /mt/is2
102 nkdir /mt/is3
103 nount /dev/sdbl /mmt/isl
104 nount /dev/sdcl /mmt/is2
105 nount /dev/sddl /mmt/is3
106 history | tail -13
root @Qbull04:/etc/iscsi/nodes# nount | grep is
/dev/sdbl on /mt/isl type ext2 (rw)
/dev/sdcl on /mt/is2 type ext3 (rw)
/dev/sddl on /mt/is3 type ext4 (rw)
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13.8. 1ISCSI Target RHEL7/CentOS7

The prefered tool to setup an iSCSI Target on RHEL istargetcli.

[root @entos7 ~]# yuminstall targetcl
Loaded pl ugins: fastestmrror

I nstall ed:
targetcli.noarch 0:2.1.fb37-3.el7

Conpl et e!
[root @entos7 ~]#

Thetargetcli tool isinteractive and represents the configuration fo the tar get in a structure
that resembles adirectory tree with several files. Although thisisexplorableinside tar getcli
with Is, cd and pwd, this are not files on the file system.

Thistool also has tab-completion, which is very handy for the ign names.

[root @entos7 ~]# targetcl

targetcli shell version 2.1.fb37

Copyright 2011-2013 by Datera, Inc and others
For hel p on comands, type 'help'.

/> cd backst ores/
/ backstores> | s

0- DACKSt Or €S . . . [...]
0- bl oCK ... [ St orage njects: 0]
0- fileio ... [ St orage njects: 0]
0. PSCST oottt [ St orage njects: 0]
0- ramdi SK . ... [ St orage njects: 0]

/ backst ores> cd bl ock

/ backst ores/ bl ock> |s

0- bl OCK .. [ St orage njects: 0]

/ backst ores/ bl ock> create serverl.di skl /dev/sdb

Created bl ock storage object serverl.diskl using /dev/sdb.

/ backst ores/ bl ock> |s

0- bl OCK .. [ Storage Objects: 1]
0- serverl.diskl .................. [/dev/sdb (2.0G B) wite-thru deactivated]

/ backst ores/ bl ock> cd /iscs

/iscsi> create ign.2015-04.be.linux:iscsil

Created target iqn.2015-04. be.linux:iscsil.

Created TPG 1.

G obal pref auto_add_default_portal =true

Created default portal listening on all IPs (0.0.0.0), port 3260.

liscsi> cd /iscsi/ign.2015-04. be.linux:iscsil/tpgl/acls

liscsiliqgn.20...sil/tpgl/acls> create iqn.2015-04. be.linux:server2

Created Node ACL for iqgn.2015-04. be.linux: server?2

liscsiliqgn.20...sil/tpgl/acls> cd ign.2015-04. be.|inux:server2

liscsi/liqgn.20...linux:server2> set auth userid=pau

Parameter userid is now 'paul'.

liscsi/liqgn.20...linux:server2> set auth password=hunter2

Par anet er password i s now ' hunter?2'

liscsiliqgn.20...linux:server2> cd /iscsi/ign.2015-04. be.linux:iscsil/tpgl/luns

liscsilign.20...sil/tpgl/luns> create /backstores/block/serverl.diskl

Created LUN O.

Created LUN 0->0 mapping in node ACL iqn.2015-04. be. | i nux: server2

s/scsil/ign.20...sil/tpgl/luns> cd /iscsi/iqgn.2015-04. be.linux:iscsil/tpgl/portals

liscsilign.20.../tpgl/ portal s> create 192.168.1.128

Using default |IP port 3260

Coul d not create NetworkPortal in configFS
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liscsilign.20.../tpgl/ portals> cd /

/> 1s

0- | [...]
0- baCKSt Or €S . . . [...]
| 0- block ... [ Storage ojects: 1]
| | o- serverl.diskl ................ [/dev/sdb (2.0G B) wite-thru activated]
| 0- fileio ... [ St orage njects: 0]
| 0= PSCSI ot [ St orage njects: 0]
| o- randisk . ... ... [ St orage Ohjects: 0]
0- 1 SCST it [ Targets: 1]
| 0- ign.2015-04.be. linux:iscsil ....... ..., [ TPGs: 1]
| 0- tPOL .. [ no- gen-acl s, no-auth]
| 0- ACl S o [ACLs: 1]
| | o- iqgn.2015-04.be.linux:server2 ..................... [ Mapped LUNs: 1]
| | o- mapped_lun0 ..................... [1unO bl ock/serverl.diskl (rw)]
| 0- L UNS [LUNs: 1]
| | o- lunO ... ... . . . [ bl ock/ server 1. di skl (/dev/sdb)]
| 0- POrtal s .. [Portals: 1]
| 0- 0.0.0.0: 3260 ...t [ K]
0- loopback .. ... ... [ Targets: 0]

/> saveconfig

Last 10 configs saved in /etc/target/backup.
Configuration saved to /etc/target/saveconfig.json
/> exit

d obal pref auto_save_on_exit=true

Last 10 configs saved in /etc/target/backup.
Configuration saved to /etc/target/saveconfig.json
[root @entos7 ~]#

Use the systemd tools to manage the service:

[root @entos7 ~]# systenttl enabl e target

In -s "/usr/libl/systend/systenitarget.service' '/etc/systend/system nulti-user.target.wants/ta
[root @entos7 ~]# systenttl start target

[root @entos7 ~]#

Depending on your organisations policy, you may need to configure firewall and SELinux.
The screenshot belows adds afirewall rule to allow all traffic over port 3260, and disables
SELinux.

[root @entos7 ~]# firewall-cnd --permanent --add-port=3260/tcp
[root @entos7 ~]# firewall-cnd --rel oad
[root @entos7 ~]# setenforce O

Thetotal configuration is visible using |s from the root.

[root @entos7 ~]# targetcli

targetcli shell version 2.1.fb37

Copyright 2011-2013 by Datera, Inc and others.
For hel p on comands, type 'help'.

/>1s

0- | [...]
0- DACKSt Or €S .. . [...]
| 0- block ... [ Storage hjects: 1]
| | o- serverl.diskl ................ [/dev/sdb (2.0G B) wite-thru activated]
| 0- fileio ... [ St orage hjects: 0]
| 0- PSCSI vt [ Storage njects: 0]
| 0- randi sk . ... .. [ St orage njects: 0]
0- S CST it [ Targets: 1]
| 0- ign.2015-04.be.linux:iscsil ....... .. ..., [ TPGs: 1]
| 0- tPOL . [ no-gen-acl s, no-auth]
| 0- ACl S o [ACLs: 1]
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| | o- iqgn.2015-04.be.linux:server2 ..................... [ Mapped LUNs: 1]
| | o- mapped_lun0 ..................... [1unO bl ock/serverl.diskl (rw)]
| 0- LUNS L [LUNs: 1]
| | o- lunO ... ... . . . [ bl ock/ server 1. di skl (/dev/sdb)]
| 0- POrtal S ..o e [Portals: 1]
| 0- 0.0.0.0: 3260 ...ttt [ O]
0- loopback . ... ... [ Targets: 0]

/>

/> exit

d obal pref auto_save_on_exit=true

Last 10 configs saved in /etc/target/backup.
Configuration saved to /etc/target/saveconfig.json
[root @entos7 ~]#

TheiSCSI Target is now ready.

13.9. ISCSI Initiator RHEL7/CentOS7

Thisisidentical to the RHEL 6/CentOS6 procedure:
[root @entos7 ~]# yuminstall iscsi-initiator-utils
Loaded plugins: fastestmrror
I nstall ed:

iscsi-initiator-utils.x86_64 0:6.2.0.873-29.el7

Dependency I nstall ed:
iscsi-initiator-utils-iscsiuio.x86_64 0:6.2.0.873-29.el7

Conpl et e!

Map your initiator name to the tar getcli acl.

[root @entos7 ~]# cat /etc/iscsi/initiatornane.iscsi
I nitiatorNane=i gn. 2015-04. be. | i nux: server 2
[root @entos7 ~]#

Enter the CHAP authentication in /etc/iscsi/iscsid.conf.
[root @entos7 ~]# vi /etc/iscsi/iscsid.conf

[root @entos7 ~]# grep "node.session.auth /etc/iscsi/iscsid.conf
node. sessi on. aut h. aut hmet hod = CHAP

node. sessi on. aut h. user nane = pau

node. sessi on. aut h. password = hunter2

[root @entos7 ~]#

There are no extradevices yet...

[root @entos7 ~]# fdisk -1 | grep sd

Di sk /dev/sda: 22.0 GB, 22038806528 bytes, 43044544 sectors

/ dev/ sdal & 2048 1026047 512000 83 Linux

/ dev/ sda2 1026048 43042815 21008384 8e Linux LVM

Di sk /dev/sdb: 2147 MB, 2147483648 bytes, 4194304 sectors

Enable the service and discover the target.

[root @entos7 ~]# systenttl enable iscsid

In -s "/Jusr/lib/systend/ systenfiscsid.service' '/etc/systend/system multi-user.target.wants/is
[root @entos7 ~]# iscsiadm-mdiscovery -t st -p 192.168.1.128

192.168. 1. 128: 3260, 1 i gn. 2015-04. be. I i nux:iscsi 1
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Log into the target and see /dev/sdc appear.

[root @entos7 ~]# iscsiadm-m node -T iqgn.2015-04.be.linux:iscsil -p 192.168.1.128 -|

Logging in to [iface: default, target: iqn.2015-04.be.linux:iscsil, portal: 192.168.1.128, 3260
Login to [iface: default, target: iqn.2015-04.be.linux:iscsil, portal: 192.168.1.128, 3260] suc
[root @entos7 ~]#

[root @entos7 ~]# fdisk -1 | grep sd

Di sk /dev/sda: 22.0 GB, 22038806528 bytes, 43044544 sectors

/ dev/ sdal & 2048 1026047 512000 83 Linux

/ dev/ sda2 1026048 43042815 21008384 8e Linux LVM

Di sk /dev/sdb: 2147 MB, 2147483648 bytes, 4194304 sectors
Di sk /dev/sdc: 2147 MB, 2147483648 bytes, 4194304 sectors
[root @entos7 ~]#
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13.10. practice: iISCSI devices

1. Set up atarget (using an LVM and a SCSI device) and an initiator that connects to both.

2. Set up an iSCSl Target and Initiator on two CentOS7/RHEL7 computers with the
following information:

Table 13.1. iSCSI Target and Initiator practice

variable value
Target Server IP
shared devices on target /dev/sd /dev/sd /devisd

shared device name sd

shared device name sd

shared device name sd

target ign

initiator ign

username

password
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13.11. solution: iISCSI devices

1. Set up atarget (using an LVM and a SCSI device) and an initiator that connects to both.
This solution was done on Debian/ubuntu/Mint. For RHEL/CentOS check the theory.

Decide (with a partner) on a computer to be the Target and another computer to be the
Initiator.

On the Target computer:

First install iscsitarget using the standard tools for installing software in your distribution.
Then use your knowledge from the previous chapter to setup a logical volume (/dev/vg/
Ivol0) and use the RAID chapter to setup /dev/mdO. Then perform the following step:

vi /etc/default/iscsitarget (set enable to true)

Add your devicesto /etc/iet/ietf.conf

root @lebby6: /etc/iet# cat ietd.conf
Target iqn.2010-02. be. | i nux-training:storage.|lunl
I ncom ngUser isuser hunter?2

Qut goi ngUser

Lun O Path=/dev/vg/lvol 0, Type=fileio

Al'i as LUNL
Target iqn.2010-02. be. | i nux-training:storage. | un2
I ncom ngUser isuser hunter?2

Qut goi ngUser

Lun O Pat h=/dev/ nd0, Type=fileio

Al'i as LUN2

Add both devices to /etc/iet/initiators.allow

r oot @lebby6:/etc/iet# cat initiators. all ow
i gn. 2010- 02. be. | i nux-traini ng: storage. | unl
i gn. 2010- 02. be. | i nux-trai ni ng: st orage. | un2

Now start the iscsitarget daemon and move over to the Initiator.

On thelnitiator computer:

Install open-iscsi and start the daemon.

Then useiscsiadm -m discovery -t st -p 'target-ip' to seetheiscs devices on the Target.

Edit the files /etc/iscsi/nodes/ as shown in the book. Then restart the iSCSI daemon and
rund fdisk -I to seethe iSCSI devices.
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2. Set up an iSCSI Target and Initiator on two CentOS7/RHEL7 computers with the
following information:

Table 13.2. iSCSI Target and Initiator practice

variable value

Target Server IP 192.168.1.143 (Adjust for your subnet!)
shared devices on target /dev/sdb /dev/sdc /dev/sdd

shared device name sdb target.diskl

shared device name sdc target.disk2

shared device name sdd target.disk3

target ign ign.2015-04.be.linux:target

initiator ign ign.2015-04.be.linux:initiator
username paul

password hunter2

On theiSCSI Target server:

[root @entos7 ~]# targetcli

targetcli shell version 2.1.fb37

Copyright 2011-2013 by Datera, Inc and others.
For hel p on comands, type 'help'.

/> cd /[ backstores/ bl ock

/ backst ores/ bl ock> |'s

0- bl OCK .. [ Storage njects: 0]
/ backst ores/ bl ock> create target.di skl /dev/sdb

Created bl ock storage object target. diskl using /dev/sdb.

/ backst ores/ bl ock> create target.disk2 /dev/sdc

Created bl ock storage object target.disk2 using /dev/sdc.

/ backst ores/ bl ock> create target.di sk3 /dev/sdd

Created bl ock storage object target. disk3 using /dev/sdd.

/ backst ores/ bl ock> I's

0- bl OCK .. [ Storage hjects: 3]
o- target.diskl ................... [/dev/sdb (8.0G B) wite-thru deactivated]
o- target.disk2 ............... . ... [/dev/sdc (8.0G B) wite-thru deactivated]
o- target.disk3 ................... [/dev/sdd (8.0G B) wite-thru deactivated]

/ backst ores/ bl ock> cd /i scsi

liscsi> create iqn.2015-04. be. | i nux:target

Created target iqn.2015-04. be.linux:target.

Created TPG 1.

G obal pref auto_add_default_portal =true

Created default portal listening on all IPs (0.0.0.0), port 3260.

liscsi> cd /iscsi/ign.2015-04. be.linux:target/tpgl/acls
liscsiliqgn.20...get/tpgl/acls> create iqn.2015-04.be.linux:initiator
Created Node ACL for iqgn.2015-04.be.linux:initiator
liscsiliqgn.20...get/tpgl/acls> cd iqgn.2015-04. be.linux:initiator
liscsi/liqgn.20...nux:initiator> pwd

liscsiliqgn.2015-04. be. | inux:target/tpgl/acls/iqgn.2015-04.be.linux:initiator
liscsi/iqgn.20...nux:initiator> set auth userid=paul

Parameter userid is now 'paul'.

liscsi/lign.20...nux:initiator> set auth password=hunter2

Par anet er password is now ' hunter2'.

liscsilign.20...nux:initiator> cd /iscsi/iqgn.2015-04.be.linux:target/tpgl/
liscsiliqn.20...x:target/tpgl> Is

0- TPl [ no-gen-acl s, no-auth]
0- ACl S o [ACLs: 1]
| o- ign.2015-04.be.linux:initiator ......................... [ Mapped LUNs: O]
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0- L UNS o [LUNs: 0]
0- POrtal S .o [Portals: 1]
0- 0.0.0.0: 3260 . ...t [ K]

liscsilign.20...x:target/tpgl> cd |uns
liscsiliqgn.20...get/tpgl/luns> create /backstores/block/target.diskl
Created LUN O.

Created LUN 0->0 mapping in node ACL iqgn.2015-04.be.linux:initiator
liscsiliqgn.20...get/tpgl/luns> create /backstores/block/target.disk2
Created LUN 1

Created LUN 1->1 mapping in node ACL iqgn.2015-04.be.linux:initiator
liscsiliqgn.20...get/tpgl/luns> create /backstores/block/target.disk3
Created LUN 2.

Created LUN 2->2 mapping in node ACL iqgn.2015-04.be.linux:initiator
s/scsi/iqn.20...get/tpgl/luns> cd /iscsi/iqgn.2015-04. be.linux:target/tpgl/portals
liscsiliqn.20.../tpgl/ portal s> create 192.168. 1. 143

Using default I P port 3260

Coul d not create NetworkPortal in configFS

liscsilign.20.../tpgl/ portals> cd /

/>1s

0- | [...]
0- baCKSt Or €S . . . [...]
| 0- block ... [ Storage Ohjects: 3]
| | o- target.diskl ................. [/dev/sdb (8.0G B) wite-thru activated]
| | o- target.disk2 ................. [/dev/sdc (8.0G B) wite-thru activated]
| | o- target.disk3 ................. [/dev/sdd (8.0G B) wite-thru activated]
| 0- fileio ... [ St orage hjects: 0]
| 0= PSCSI ot [ St orage hjects: 0]
| 0- randi sk . ... ... [ St orage njects: 0]
0- 1 SCST it [ Targets: 1]
| o- ign.2015-04.be.linux:target ......... ... . . @i, [ TPGs: 1]
| 0- tPOL .. [ no- gen-acl s, no-aut h]
| 0- ACl S o [ACLs: 1]
| | o- ign.2015-04.be.linux:initiator ................... [ Mapped LUNs: 3]
| | o- mapped_lun0 ......... ... ... ...... [1unO bl ock/target.diskl (rw]
| | o- mapped_lunl ..... ... . ... .. . ... [lunl bl ock/target.disk2 (rw]
| | o- mapped_lun2 ... ... ... .. ... [1un2 bl ock/target.disk3 (rw]
| 0- L UNS o [LUNs: 3]
| | o- 1unO ... . . . [ bl ock/target.diskl (/dev/sdb)]
| | o- lunl ... . ... . [ bl ock/target.disk2 (/dev/sdc)]
| | o- lun2 ... .. . [ bl ock/target.disk3 (/dev/sdd)]
| 0- POrtal s .. [Portals: 1]
| 0- 0.0.0.0:3260 . ..ottt [ K]
0- loopback . ... ... [ Targets: 0]

/> exit

d obal pref auto_save_on_exit=true

Last 10 configs saved in /etc/target/backup.

Configuration saved to /etc/target/saveconfig.json

[root @entos7 ~]# systenttl enabl e target

In -s "Jusr/lib/systend/systenitarget.service' '/etc/systend/system nulti-user.target.wants/ta
[root @entos7 ~]# systenttl start target

[root @entos7 ~]# setenforce O

On the Initiator:

[root @entos7 ~]# cat /etc/iscsi/initiatornane.iscsi

I ni tiatorName=i gn.2015-04. be. | inux:initiator

[root @entos7 ~]# vi /etc/iscsil/iscsid.conf

[root @entos7 ~]# grep “node.session.au /etc/iscsi/iscsid.conf
node. sessi on. aut h. aut hmet hod = CHAP

node. sessi on. aut h. username = pau

node. sessi on. aut h. password = hunter2

[root @entos7 ~]# fdisk -1 2>/dev/null | grep sd

Di sk /dev/sda: 22.0 GB, 22038806528 bytes, 43044544 sectors
/dev/sdal * 2048 1026047 512000 83 Linux
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/ dev/ sda2 1026048 43042815 21008384 8e Linux LWM
Di sk /dev/sdb: 8589 MB, 8589934592 bytes, 16777216 sectors

/ dev/ sdbl 2048 821247 409600 83 Linux

/ dev/ sdb2 821248 1640447 409600 83 Linux

/ dev/ sdb3 1640448 2459647 409600 83 Linux

Di sk /dev/sdc: 8589 MB, 8589934592 bytes, 16777216 sectors

Di sk /dev/sdd: 8589 MB, 8589934592 bytes, 16777216 sectors

Di sk /dev/sde: 2147 MB, 2147483648 bytes, 4194304 sectors

Di sk /dev/sdf: 2147 MB, 2147483648 bytes, 4194304 sectors

[root @entos7 ~]# systenttl enable iscsid

In -s "Jusr/libl/systend/systenfiscsid.service' '/etc/systend/system nmulti-user.target.wants/is
[root @entos7 ~]# iscsiadm-m node -T iqgn.2015-04. be.linux:target -p 192.168.1.143 -|

Logging in to [iface: default, target: iqgn.2015-04.be.linux:target, portal: 192.168.1.143, 3260
Login to [iface: default, target: iqgn.2015-04.be.linux:target, portal: 192.168.1.143,3260] suc

[root @entos7 ~]# fdisk -1 2>/dev/null | grep sd

Di sk /dev/sda: 22.0 GB, 22038806528 bytes, 43044544 sectors
/dev/sdal * 2048 1026047 512000 83 Linux

/ dev/ sda2 1026048 43042815 21008384 8e Linux LWM
Di sk /dev/sdb: 8589 MB, 8589934592 bytes, 16777216 sectors

/ dev/ sdbl 2048 821247 409600 83 Linux

/ dev/ sdb2 821248 1640447 409600 83 Linux

/ dev/ sdb3 1640448 2459647 409600 83 Linux

Di sk /dev/sdc: 8589
Di sk /dev/sdd: 8589
Di sk /dev/sde: 2147
Di sk /dev/sdf: 2147
Di sk /dev/sdg: 8589
Di sk /dev/sdh: 8589
Di sk /dev/sdi: 8589
[root @entos7 ~]#

8589934592 bytes, 16777216 sectors
8589934592 bytes, 16777216 sectors
2147483648 bytes, 4194304 sectors
2147483648 bytes, 4194304 sectors
8589934592 bytes, 16777216 sectors
8589934592 bytes, 16777216 sectors
8589934592 bytes, 16777216 sectors

SR L
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14.1. install multipath

RHEL and CentOS need the device-mapper-multipath package.

yum install device-napper-nultipath

This will create a sample multipath.conf in /usr/share/doc/device-mapper-
multipath-0.4.9/multipath.conf.

Thereisno /etc/multipath.conf until you initiaize it with mpathconf.

[root @erver2 ~]# npat hconf --enable --with_rmultipathd y

Starting nultipathd daenon: [ &K ]
[root @erver2 ~]# we -1 /etc/multipath. conf

99 /etc/ multipath. conf

14.2. configure multipath

You can now choose to either edit /etc/multipath.conf or use mpathconf to change this
filefor you.

[root @erver2 ~]# grep user_friendl y_nanmes /etc/multipath. conf
user _friendly_nanes yes

# user _friendly_nanes yes

[root @erver2 ~]# npat hconf --enable --user_friendly_nanmes n
[root @erver2 ~]# grep user_friendl y_nanmes /etc/multipath. conf
user _friendly_nanes no

# user _friendly_nanes yes

[root @erver2 ~]# mpat hconf --enable --user_friendly_nanmes y

[root @erver2 ~]# grep user_friendl y_nanmes /etc/multipath. conf
user _friendly_nanes yes

# user _friendly_nanes yes
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14.3. network

This example uses three networks, make sure the iISCSI Target is connected to al three
networks.

[root @erverl tgt]# ifconfig | grep -Bl 192. 168
ethl Li nk encap: Et hernet HWaddr 08: 00: 27: 4E: AB: 8E

i net addr:192.168.1.98 Bcast:192.168.1.255 Mask: 255.255.255.0
et h2 Li nk encap: Et hernet Hwaddr 08: 00: 27: 3F: A9: D1

i net addr:192.168.2.98 Bcast:192.168.2.255 Mask: 255. 255. 255.0
et h3 Li nk encap: Et hernet HwWaddr 08: 00: 27: 94: 52: 26

i net addr:192.168.3.98 Bcast:192.168.3.255 Mask: 255. 255. 255. 0

The same must be true for the multipath Initiator:

[root @erver2 ~]# ifconfig | grep -Bl 192.168
ethl Li nk encap: Et hernet HWaddr 08: 00: 27: Al: 43: 41

i net addr:192.168.1.99 Bcast:192.168.1.255 Mask: 255.255.255.0
et h2 Li nk encap: Et hernet HWaddr 08: 00: 27: 12: A8: 70

i net addr:192.168.2.99 Bcast:192.168.2.255 Mask: 255.255.255.0
et h3 Li nk encap: Et hernet HWAddr 08: 00: 27: 6E: 99: 9B

i net addr:192.168.3.99 Bcast:192.168.3.255 Mask: 255.255.255.0

Test the triple discovery in three networks (screenshot newer than above).

[root @entos7 ~]# iscsiadm-mdiscovery -t st -p 192.168.1.150
192. 168. 1. 150: 3260, 1 i gn. 2015-04. be. |l i nux: target1
[root @entos7 ~]# iscsiadm-mdiscovery -t st -p 192.168.2. 150
192. 168. 2. 150: 3260, 1 i gn. 2015-04. be. |l i nux: target1
[root @entos7 ~]# iscsiadm-mdiscovery -t st -p 192.168. 3. 150
192. 168. 3. 150: 3260, 1 i gn. 2015-04. be. |l i nux: target1

14.4. start multipathd and iscsi

Timeto start (or restart) both the multipathd and iscsi services:

[root @erver2 ~]# service nultipathd restart

St oppi ng nul ti pat hd daenon: [ OK ]
Starting nultipathd daenon: [ OK ]
[root @erver2 ~]# service iscsi restart

St oppi ng i scsi: [ K ]
Starting iscsi: [ K ]
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This showsfdisk output when leaving the default friendly _names option to yes. The bottom
three are the multipath devicesto use.

[root @erver2 ~]# fdisk -1 | grep Disk

Di sk /dev/sda: 42.9 GB, 42949672960 bytes

Di sk identifier: 0x0004f229

Di sk /dev/sdb: 1073 MB, 1073741824 bytes

Di sk identifier: 0x00000000

Di sk /dev/sdc: 1073 MB, 1073741824 bytes

Di sk identifier: 0x00000000

Di sk /dev/sdd: 1073 MB, 1073741824 bytes

Di sk identifier: 0x00000000

Di sk /dev/sde: 2147 MB, 2147483648 bytes

Di sk identifier: 0x00000000

Di sk /dev/sdf: 2147 MB, 2147483648 bytes

Di sk identifier: 0x00000000

Di sk /dev/sdg: 2147 MB, 2147483648 bytes

Di sk identifier: 0x00000000

Di sk /dev/ mapper/ Vol G oup-lv_root: 41.4 GB, 41448112128 bytes
Di sk identifier: 0x00000000

Di sk /dev/ mapper/ Vol G oup-|v_swap: 973 MB, 973078528 bytes
Di sk identifier: 0x00000000

Di sk /dev/sdh: 1073 MB, 1073741824 bytes

Di sk identifier: 0x00000000

Di sk /dev/sdi: 1073 MB, 1073741824 bytes

Di sk identifier: 0x00000000

Di sk /dev/sdj: 1073 MB, 1073741824 bytes

Di sk identifier: 0x00000000

Di sk /dev/sdl: 1073 MB, 1073741824 bytes

Di sk identifier: 0x00000000

Di sk /dev/sdn: 1073 MB, 1073741824 bytes

Di sk identifier: 0x00000000

Di sk /dev/sdk: 1073 MB, 1073741824 bytes

Di sk identifier: 0x00000000

Di sk /dev/sdm 1073 MB, 1073741824 bytes

Di sk identifier: 0x00000000

Di sk /dev/sdp: 1073 MB, 1073741824 bytes

Di sk identifier: 0x00000000

Di sk /dev/sdo: 1073 MB, 1073741824 bytes

Di sk identifier: 0x00000000

Di sk /dev/ mapper/nmpat hh: 1073 MB, 1073741824 bytes
Di sk identifier: 0x00000000

Di sk /dev/ mapper/nmpathi: 1073 MB, 1073741824 bytes
Di sk identifier: 0x00000000

Di sk /dev/ mapper/nmpathj: 1073 MB, 1073741824 bytes
Di sk identifier: 0x00000000

[root @erver2 ~]#
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14.5. multipath list

Y ou can list the multipath connections and devices with multipath -I1.

[root @erver2 ~]# multipath -1

mpat hj (1l ET 00010001) dm 4 Reddy, VBOX HARDDI SK

size=1.0G features='0'" hwhandl er='0" wp=rw

| -+- policy="round-robin 0" prio=1 status=active

| "- 13:0:0:1 sdh 8:112 active ready running

| -+- policy="round-robin 0" prio=1 status=enabl ed

| “- 12:0:0:1 sdi 8:128 active ready running

“-+- policy="round-robin 0" prio=1 status=enabl ed
- 14:0:0:1 sdm 8: 192 active ready running

mpat hi (1l ET 00010003) dm 3 Reddy, VBOX HARDDI SK

size=1.0G features='0'" hwhandl er='0" wp=rw

| -+- policy="round-robin 0" prio=1 status=active

| - 13:0:0:3 sdk 8:160 active ready running

| -+- policy="round-robin 0" prio=1 status=enabl ed

| “- 12:0:0:3 sdn 8:208 active ready running

“-+- policy="round-robin 0" prio=1 status=enabl ed
“- 14:0:0: 3 sdp 8:240 active ready running

mpat hh (1l ET 00010002) dm 2 Reddy, VBOX HARDDI SK

size=1.0G features='0'" hwhandl er='0" wp=rw

| -+- policy="round-robin 0" prio=1 status=active

| “- 12:0:0:2 sdl 8:176 active ready running

| -+- policy="round-robin 0" prio=1 status=enabl ed

| "- 13:0:0:2 sdj 8:144 active ready running

“-+- policy="round-robin 0" prio=1 status=enabl ed
- 14:0:0:2 sdo 8:224 active ready running

[root @erver2 ~]#

The lET (iSCSI Enterprise Target) ID should match the ones you see on the Target server.

[root @erverl ~]# tgt-admin -s | grep -e LUN -e |ET -e dev
LUN i nf or mati on:

LUN:. O

SCSI ID: IET 00010000
LUN: 1

SCSI ID: IET 00010001

Backi ng store path: /dev/sdb
LUN. 2

SCSI ID: IET 00010002

Backi ng store path: /dev/sdc
LUN. 3

SCSI ID: IET 00010003

Backi ng store path: /dev/sdd
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14.6. using the device

Therest is standard mkfs, mkdir, mount:

[root @erver2 ~]# nkfs.ext4 /dev/ mapper/ npat hi
mke2fs 1.41.12 (17- May- 2010)

Fi |l esystem | abel =

CS type: Linux

Bl ock size=4096 (| og=2)

Fragnent size=4096 (| og=2)

Stride=0 bl ocks, Stripe w dth=0 bl ocks

65536 i nodes, 262144 bl ocks

13107 bl ocks (5.00% reserved for the super user
First data bl ock=0

Maxi mum fil esyst em bl ocks=268435456

8 bl ock groups

32768 bl ocks per group, 32768 fragnents per group
8192 i nodes per group

Super bl ock backups stored on bl ocks:

32768, 98304, 163840, 229376

Witing inode tables: done
Creating journal (8192 bl ocks): done
Witing superblocks and filesystem accounting i nformation: done

This filesystemw ||l be automatically checked every 38 nounts or
180 days, whichever cones first. Use tune2fs -c or -i to override
[root @erver2 ~]# nkdir /srv/multipath

[root @erver2 ~]# nmount /dev/ mapper/npathi /srv/mltipath/

[root @erver2 ~]# df -h /srv/multipath/

Fi |l esystem Size Used Avail Use% Mounted on

[ dev/ mapper/ npathi 1008M 34M 924M 4% /srv/ multipath
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14.7. practice: multipathing

1. Find a partner and decide who will be iSCSI Target and who will be iSCSI Initiator and
Multipather. Set up Multipath as we did in the theory.

2. Uncomment the big 'defaults’ section in /etc/multipath.conf and disable friendly names.
Verify that multipath can work. Y ou may need to check the manual for /lib/dev/scsi_id and
for multipath.conf.
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14.8. solution: multipathing

1. Find a partner and decide who will be iSCSI Target and who will be iSCSI Initiator and
Multipather. Set up Multipath as we did in the theory.

Look in the theory..
2. Uncomment the big 'defaults’ section in /etc/multipath.conf and disable friendly names.

Verify that multipath can work. Y ou may need to check the manual for /lib/dev/scs_id and
for multipath.conf.

vi mul tipath. conf

renove # for the big defaults section
add # for the very small one with friendl y_nanes active
add the --replace-whitespace option to scsi_id

defaults {
udev_dir / dev
pol I'i ng_i nterval 10
pat h_sel ect or "round-robin 0"
pat h_groupi ng_pol i cy mul ti bus
getui d_cal |l out "/lib/udev/scsi_id --whitelisted --repl ace\
-whi t espace --devi ce=/dev/ %"
prio const
pat h_checker readsector0
rr_mn_io 100
max_fds 8192
rr_wei ght priorities
fail back i mredi at e
no_path _retry fail
user _friendly_nanes no
}

The names now (after service restart) look like:

root @erver2 etc]# multipath -1
11 ET_00010001 dm 8 Reddy, VBOX HARDDI SK
size=1.0G features='0'" hwhandl er='0" wp=rw
“-+- policy="round-robin 0' prio=1 status=active
|- 17:0:0:1 sdh 8:112 active ready running
|- 16:0:0:1 sdi 8:128 active ready running
"- 15:0:0:1 sdn 8:208 active ready running
11 ET_00010003 dm 10 Reddy, VBOX HARDDI SK
size=1.0G features='0'" hwhandl er='0" wp=rw
“-+- policy="round-robin 0' prio=1 status=active
|- 17:0:0:3 sdl 8:176 active ready running
|- 16:0:0:3 sdm 8: 192 active ready running
"- 15:0:0: 3 sdp 8:240 active ready running
11 ET_00010002 dm 9 Reddy, VBOX HARDDI SK
size=1.0G features='0'" hwhandl er='0" wp=rw
“-+- policy="round-robin 0' prio=1 status=active
|- 17:0:0:2 sdj 8:144 active ready running
| - 16:0:0:2 sdk 8:160 active ready running
"- 15:0:0: 2 sdo 8:224 active ready running
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Did you blacklist your own devices ?

vi mul tipath. conf
--> search for blacklist:
add
devnode "“sd[a-g]"
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Chapter 15. backup
15.1. About tape devices

Don't forget that the name of a device strictly speaking has no meaning since the kernel will
use the major and minor number to find the hardware! See the man page of mknod and the
devices.txt filein the Linux kernel source for more info.

15.1.1. SCSl tapes

Ontheofficial Linux devicelist (http://www.lanana.org/docs/device-list/) wefind the names
for SCSI tapes (major 9 char). SCSI tape devices are located underneath /dev/st and are
numbered starting with O for the first tape device.

/ dev/stO First tape device
/dev/st1l Second t ape device
[ dev/ st 2 Third tape device

To prevent automatic rewinding of tapes, prefix them with the letter n.

/ dev/ nst 0O First no rewi nd tape device
[ dev/nst 1 Second no rew nd tape device
/ dev/ nst 2 Third no rew nd tape device

By default, SCSI tapeson Linux will usethe highest hardware compression that is supported
by the tape device. To lower the compression level, append one of the letters | (low), m
(medium) or a (auto) to the tape name.

/ dev/ st Ol First | ow conpression tape device
/dev/stOm First nedi um conpression tape device
/dev/nst2m Third no rewi nd medi um conpressi on tape device

15.1.2. IDE tapes

Ontheofficial Linux devicelist (http://www.lanana.org/docs/device-list/) wefind the names
for IDE tapes (major 37 char). IDE tape devices are located underneath /dev/ht and are
numbered starting with O for the first tape device. No rewind and compression is similar
to SCSI tapes.

/dev/ ht0 First |IDE tape device
/dev/nht0 Second no rewi nd | DE tape device
/dev/htOm First nedi um conpression |DE tape device

15.1.3. mt

To manage your tapes, use mt (Magnetic Tape). Some examples.
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To receive information about the status of the tape.

m -f /dev/stO status

To rewind atape...

m -f /dev/stO rew nd

To rewind and gject atape...

m -f /dev/stO eject

To erase atape...

m -f /dev/stO erase

15.2. Compression

It can be beneficial to compress files before backup. The two most popular tools for
compression of regular files on Linux are gzip/gunzip and bzip2/bunzip2. Below you can
see gzip in action, notice that it adds the .gz extension to the file.

paul @GRHELv4u4:
SrWrwr-- 1

~/test$ Is -1 allfiles.tx*
paul paul 8813553 Feb 27 05:38 allfiles.txt

paul @GRHELv4u4:
paul @GRHELv4u4:
SrWrwr-- 1
paul @GRHELv4u4:
paul @GRHELv4u4:
SrWrwr-- 1
paul @GRHELv4u4:

~/test$ gzip allfiles.txt

~/test$ Is -1 allfiles.tx*

paul paul 931863 Feb 27 05:38 allfiles.txt.gz
~/test$ gunzip allfiles.txt.gz

~/test$ Is -1 allfiles.tx*

paul paul 8813553 Feb 27 05:38 allfiles.txt
~/test$

In general, gzip is much faster than bzip2, but the latter one compresses a lot better. Let us
compare the two.

paul @GRHELv4u4: ~/test$ cp allfiles.txt bllfiles.txt
paul @GRHELv4u4: ~/test$ tine gzip allfiles.txt

r eal OnD. 050s
user OnD. 041s
Sys 0OnD. 009s

paul @GRHELv4u4: ~/test$ tine bzip2 bllfiles.txt

r eal Onb. 968s

user Onb. 794s

Sys 0OnD. 076s

paul @RHELv4u4: ~/test$ Is -1 ?I1files.tx*

-rwrwr-- 1 paul paul 931863 Feb 27 05:38 allfiles.txt.gz
-rwrwr-- 1 paul paul 708871 May 12 10:52 bllfiles.txt.bz2
paul @GRHELv4u4: ~/test $

15.3. tar

The tar utility gets its name from Tape ARchive. This tool will receive and send files to
adestination (typically atape or aregular file). The c option is used to create a tar archive

162



backup

(or tarfile), the f option to name/create the tarfile. The example below takes a backup of /
etc into the file /backup/etc.tar .

root @RHELv4u4: ~# tar cf /backup/etc.tar /etc

root @RHELv4u4: ~# |s -1 /backup/etc.tar

-rwr--r-- 1 root root 47800320 May 12 11:47 /backup/etc.tar
r oot @GRHELv4u4: ~#

Compression can be achieved without pipes since tar uses the z flag to compress with gzip,
and the j flag to compress with bzip2.

root @RHELv4u4: ~# tar czf /backup/etc.tar.gz /etc

root @RHELv4u4: ~# tar cjf /backup/etc.tar.bz2 /etc

root @RHELv4u4: ~# |s -1 /backup/etc.ta*

-rwr--r-- 1 root root 47800320 May 12 11:47 /backup/etc.tar
-rwr--r-- 1 root root 6077340 May 12 11:48 /backup/etc.tar.bz2
-rwr--r-- 1 root root 8496607 May 12 11:47 /backup/etc.tar.gz
r oot @GRHELv4u4: ~#

Thet option is used to list the contents of a tar file. Verbose mode is enabled with v (also
useful when you want to see the files being archived during archiving).

root @RHELv4u4: ~# tar tvf /backup/etc.tar

drwxr - xr-x root/root 0 2007-05-12 09:38:21 etc/

-rwWr--r-- root/root 2657 2004-09-27 10: 15: 03 et c/war nquot a. conf
-rwWr--r-- root/root 13136 2006-11-03 17:34:50 etc/ m ne.types
drwxr - xr-x root/root 0 2004-11-03 13:35:50 etc/sound/

To list a specific filein a tar archive, use the t option, added with the filename (without
leading /).

root @RHELv4u4: ~# tar tvf /backup/etc.tar etc/resolv. conf
-TWr--r-- root/root 77 2007-05-12 08:31:32 etc/resolv. conf
r oot @GRHELv4u4: ~#

Usethex flagtorestoreatar archive, or asingle file from the archive. Remember that by
default tar will restore the file in the current directory.

root @RHELv4u4: ~# tar xvf /backup/etc.tar etc/resolv. conf
etc/resol v. conf

root @RHELv4u4: ~# |s -1 /etc/resolv. conf

-rwWr--r-- 2 root root 40 May 12 12: 05 /etc/resolv. conf
root @RHELv4u4: ~# |s -1 etc/resolv. conf

-rwr--r-- 1 root root 77 May 12 08: 31 etc/resol v. conf
r oot @GRHELv4u4: ~#

Y ou can preserve file permissions with the p flag. And you can exclude directories or file
with --exclude.

root ~# tar cpzf /backup/etc_with_perns.tgz /etc
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root ~# tar cpzf /backup/etc_no_sysconf.tgz /etc --exclude /etc/sysconfig
root ~# |Is -1 /backup/etc_*

-rwr--r-- 1 root root 8434293 May 12 12:48 /backup/etc_no_sysconf.tgz
-rwr--r-- 1 root root 8496591 May 12 12:48 /backup/etc_w th_perns.tgz
root ~#

Y ou can also create atext file with names of files and directoriesto archive, and then supply
thisfile to tar with the -T flag.

root @RHELv4u4: ~# find /etc -name *.conf > files_to_archive.txt
root @RHELv4u4: ~# find /home -nane *.pdf >> files_to_archive.txt
root @RHELv4u4: ~# tar cpzf /backup/backup.tgz -T files_to_archive.txt

Thetar utility can receive filenames from the find command, with the help of xargs.
find /etc -type f -name "*.conf" | xargs tar czf /backup/confs.tar.gz

Y ou can aso use tar to copy adirectory, thisis more efficient than using cp -r.

(cd /etc; tar -cf - . ) | (cd /backup/copy_of _etc/; tar -xpf - )

Another example of tar, this copies adirectory securely over the network.

(cd /etc;tar -cf - . )| (ssh user@rv 'cd /backup/cp_of _etc/; tar -xf - ")

tar can be used together with gzip and copy afile to aremote server through ssh

cat backup.tar | gzip | ssh bashuser @92.168.1.105 "cat - > backup.tgz"

Compress the tar backup when it is on the network, but leave it uncompressed at the
destination.

cat backup.tar | gzip | ssh user@?92.168.1.105 "gunzip|cat - > backup.tar"

Same as the previous, but let ssh handle the compression

cat backup.tar | ssh -C bashuser @92. 168. 1. 105 "cat - > backup.tar"

15.4. Backup Types

Linux uses multilevel incremental backups using distinct levels. A full backup is abackup
at level 0. A higher level x backup will include all changes since the last level x-1 backup.

Suppose you take a full backup on Monday (level 0) and alevel 1 backup on Tuesday, then
the Tuesday backup will contain all changes since Monday. Taking alevel 2 on Wednesday
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will contain all changes since Tuesday (the last level 2-1). A level 3 backup on Thursday
will contain all changes since Wednesday (the last level 3-1). Another level 3 on Friday
will also contain all changes since Wednesday. A level 2 backup on Saturday would take
all changes since the last level 1 from Tuesday.

15.5. dump and restore

While dump is similar to tar, it is also very different because it looks at the file system.
Where tar receives a lists of files to backup, dump will find files to backup by itself by
examining ext2. Files found by dump will be copied to a tape or regular file. In case the
target is not big enough to hold the dump (end-of-media), it is broken into multiple volumes.

Restoring files that were backed up with dump is done with the restore command. In the
example below wetake afull level 0 backup of two partitionsto a SCSI tape. The no rewind
is mandatory to put the volumes behind each other on the tape.

dunp Of /dev/nstO /boot
dunp Of /dev/nstO /

Listing filesin adump archive is done with dump -t, and you can compare fileswith dump
-C.

Y ou can omit files from a dump by changing the dump attribute with the chattr command.
The d attribute on ext will tell dump to skip the file, even during a full backup. In the
following example, /etc/hosts is excluded from dump archives.

chattr +d /etc/hosts

To restore the complete file system with restore, use the -r option. This can be useful to
change the size or block size of afile system. Y ou should have a clean file system mounted
and cd'd into it. Like this example shows.

nke2fs /dev/ hda3

mount /dev/hda3 /mt/data
cd /mt/data

restore rf /dev/nstO

To extract only onefile or directory from a dump, use the -x option.

restore -xf /dev/stO /etc

15.6. cpio

Different from tar and dump is cpio (Copy Input and Output). It can be used to receive
filenames, but copies the actua files. This makes it an easy companion with find! Some
examples below.
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find sends filenames to cpio, which putsthe filesin an archive.

find /etc -depth -print | cpio -o0aV -O archive. cpio

The same, but compressed with gzip

find /etc -depth -print | cpio -oaV | gzip -c > archive.cpio.gz

Now pipe it through ssh (backup files to a compressed file on another machine)

find /etc -depth -print|cpio -oaV|gzip -c|ssh server "cat - > etc.cpio.gz"

find sendsfilenamesto cpio | cpio sendsfilesto ssh | ssh sendsfilesto cpio ‘cpio extractsfiles

find /etc -depth -print | cpio -oaV | ssh user@ost 'cpio -invd

the same but reversed: copy a dir from the remote host to the local machine

ssh user @ost "find path -depth -print | cpio -oaV' | cpio -invd

15.7. dd
15.7.1. About dd

Some people use dd to create backups. This can be very powerful, but dd backups can only
be restored to very similar partitions or devices. There are however alot of useful things
possible with dd. Some examples.

15.7.2. Create a CDROM image

The easiest way to create a .1 SO file from any CD. Theif switch means Input File, of isthe
Output File. Any good tool can burn a copy of the CD with this.ISO file.

dd if=/dev/cdrom of =/ pat h/to/ cdrom | SO
15.7.3. Create a floppy image

A little outdated maybe, but just in case : make an image file from a 1.44MB floppy.
Blocksize is defined by bs, and count contains the number of blocks to copy.

dd if=/dev/floppy of=/path/to/floppy.ing bs=1024 count =1440

15.7.4. Copy the master boot record

Use dd to copy the MBR (Master Boot Record) of hard disk /dev/hdato afile.

dd if=/dev/hda of =/ MBR i ng bs=512 count=1
15.7.5. Copy files

This example shows how dd can copy filess Copy the file summer.txt to
copy_of summer.txt .

dd if=~/sumrer.txt of=~/copy_of sumrer.txt
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15.7.6. Image disks or partitions

And who needs ghost when dd can create a (compressed) image of a partition.

dd if=/dev/hdb2 of =/i mage_of _hdb2. | M5
dd if=/dev/hdb2 | gzip > /inmage_of _hdb2.|Ms gz

15.7.7. Create files of a certain size

dd can be used to create afile of any size. The first example creates a one MEBIbyte file,
the second aone MEGADbytefile.

dd if=/dev/zero of=fil elMB count =1024 bs=1024
dd if=/dev/zero of=fil elMB count =1000 bs=1024

15.7.8. CDROM server example

And there are of course endless combinations with ssh and bzip2. This example puts a bzip2
backup of a cdrom on aremote server.

dd if=/dev/cdrom | bzi p2| ssh user @ost "cat - > /backups/cd/cdromiso. bz2"

15.8. split

The split command is useful to split filesinto smaller files. This can be useful to fit thefile
onto multiple instances of a medium too small to contain the complete file. In the example
below, afile of size 5000 bytes is split into three smaller files, with maximum 2000 bytes
each.

paul @ai ka: ~/test$ |s -1

total 8

-rwr--r-- 1 paul paul 5000 2007-09-09 20:46 bigfilel
paul @ai ka: ~/test$ split -b 2000 bigfilel splitfile.

paul @ai ka: ~/test$ |s -1

total 20

-rwr--r-- 1 paul paul 5000 2007-09-09 20:46 bigfilel
-rwr--r-- 1 paul paul 2000 2007-09-09 20:47 splitfile.aa
-rwr--r-- 1 paul paul 2000 2007-09-09 20:47 splitfile.ab
-rwr--r-- 1 paul paul 1000 2007-09-09 20:47 splitfile.ac

15.9. practice: backup

Il Careful with tar options and the position of the backup file, mistakes can destroy your
system!!

1. Create a directory (or partition if you like) for backups. Link (or mount) it under /mnt/
backup.
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2a. Usetar to backup /etcin/mnt/backup/etc_date.tgz, the backup must be gzipped. (Replace
date with the current date)

2b. Use tar to backup /bin to /mnt/backup/bin_date.tar.bz2, the backup must be bzip2'd.
2c. Choose afilein /etc and /bin and verify with tar that the file is indeed backed up.
2d. Extract those two files to your home directory.

3a. Create a backup directory for your neighbour, make it accessible under /mnt/
neighbourName

3b. Combine ssh and tar to put a backup of your /boot on your neighbours computer in /
mnt/Y ourName

4a. Combine find and cpio to create a cpio archive of /etc.

4b. Choose afilein /etc and restore it from the cpio archive into your home directory.

5. Use dd and ssh to put a backup of the master boot record on your neighbours computer.
6. (On the real computer) Create and mount an | SO image of the ubuntu cdrom.

7. Combinedd and gzipto createa'ghost' image of one of your partitionson another partition.

8. Use dd to create afive megabyte filein ~/testsplit and name it biggest. Then split thisfile
in smaller two megabyte parts.

mkdir testsplit

dd if=/dev/zero of =~/testsplit/biggest count=5000 bs=1024

split -b 2000000 bi ggest parts
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Chapter 16. introduction to sgl using
mysq|

mysql is a database server that understands Structured Query Language (SQL). MySQL
was developed by the Swedish Company MySQL AB. The first release was in 1995. In
2008 MySQL AB was bought by Sun Microsystems (which is now owned by Oracle).

mysql is very popular for websites in combination with php and apache (the m in lamp
servers), but mysgl is also used in organizations with huge databases like Facebook, Flickr,
Google, Nokia, Wikipediaand Y outube.

This chapter will teach you sgl by creating and using small databases, tables, queries and a
simpletrigger in alocal mysgl server.
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16.1. installing mysql

On Debian/Ubuntu you can use aptitude install mysgl-server to install the mysgl server
and client.

root @bul204~# aptitude install nysql-server
The foll owi ng NEW packages will be installed:

I'i bdbd-nysql -perl {a} |ibdbi-perl{a} |ibhtm-tenplate-perl{a}

| i bnet - daenon-perl {a} |ibplrpc-perl{a} nysql-client-5.5{a}

nysql -client-core-5.5{a} nysqgl-server nysql-server-5.5{a}

nysql - server-core-5. 5{a}
0 packages upgraded, 10 newly installed, O to renbve and 1 not upgraded.
Need to get 25.5 MB of archives. After unpacking 88.4 MB will be used.
Do you want to continue? [Y/n/?]

During the installation you will be asked to provide a password for the root mysqgl user,
remember this password (or use hunter 2 like i do.

To verify the installed version, use dpkg -I on Debian/Ubuntu. This screenshot shows
version 5.0 installed.

root @bul204~# dpkg -1 nysql-server | tail -1 | tr -s ' ' | cut -c-72
ii nysql-server 5.5.24-0ubuntu0.12.04.1 MySQ. dat abase server (netapacka

Issue rpm -q to get version information about MySQL on Red Hat/Fedora/CentOS.

[ paul @GRHEL52 ~]$ rpm -q nysql - server
nysql -server-5.0.45-7.el 5

You will need at least version 5.0 to work with triggers.
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16.2. accessing mysql

16.2.1. Linux users

The installation of mysgl creates a user account in /etc/passwd and a group account in /
etc/group.

kevi n@bul204: ~$ tail -1 /etc/passwd

nmysql : x: 120: 131: MySQL Server, ,,:/ nonexi stent:/bin/fal se

kevi n@bul204: ~$ tail -1 /etc/group
nmysql : x: 131:

The mysgl daemon mysgld will run with the credentials of this user and group.

root @bul204~# ps -eo uid, user, gid, group,comm | grep nysqld
120 mysql 131 nysql mysql d

16.2.2. mysql client application

You can now use mysqgl from the commandline by just typing mysqgl -u root -p and you
Il be asked for the password (of the mysgl root account). In the screenshot below the user
typed exit to exit the mysqgl console.

root @bul204~# nysql -u root -p

Ent er password:

Wel cone to the MySQL nonitor. Commands end with ; or \g.
Your MySQL connection id is 43

Server version: 5.5.24-0ubuntu0.12.04.1 (Ubuntu)

Copyright (c) 2000, 2011, Oracle and/or its affiliates. All rights reserved.
Oacle is aregistered trademark of Oracle Corporation and/or its
affiliates. OGther nanmes may be trademarks of their respective

owners.

Type 'help;' or '"\h' for help. Type '\c' to clear the current input statenent.

nysql > exit
Bye

Y ou could also put the password in clear text on the command line, but that would not be
very secure. Anyone with access to your bash history would be able to read your mysqgl root
password.

root @bul204~# nysqgl -u root -phunter2
Wl come to the MYSQ nonitor. Conmands end with ; or \g.
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16.2.3. ~/.my.cnf

You can save configuration in your home directory in the hidden file .my.cnf. In the
screenshot below we put the root user and password in .my.cnf.

kevi n@bul1204: ~$ pwd

/ honme/ kevi n

kevi n@bul1204: ~$ cat . ny.cnf
[client]

user =r oot

passwor d=hunt er 2

kevi n@bul204: ~$

This enables us to log on as the root mysqgl user just by typing mysqgl.
kevi n@bul204: ~$ nysq
Wel cone to the MWSQL nonitor. Conmands end with ; or \g.

Your MySQL connection id is 56
Server version: 5.5.24-0ubuntu0.12.04.1 (Ubuntu)

16.2.4. the mysqgl command line client

Y ou can use the mysgl command to take alook at the databases, and to execute SQL queries
on them. The screenshots below show you how.

Here we execute the command show databases. Every command must be terminated by a
delimiter. The default delimiter is; (the semicolon).

nmysql > show dat abases
| Dat abase |
| information_schema |
| nysaql I
| performance_schenma |

| test |

4 rows in set (0.00 sec)

We will use this prompt in the next sections.
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16.3. mysql databases
16.3.1. listing all databases

Y ou can use the mysgl command to take alook at the databases, and to execute SQL queries
on them. The screenshots below show you how. First, we log on to our MySQL server and
execute the command show databases to see which databases exist on our mysgl server.

kevi n@bul1204: ~$ nysql

Wel cone to the MySQL nonitor. Commands end with ; or \g

Your MySQL connection id is 57

Server version: 5.5.24-0ubuntu0.12.04.1 (Ubuntu)

Copyright (c) 2000, 2011, Oracle and/or its affiliates. Al rights reserved
Oacle is a registered trademark of Oracle Corporation and/or its

affiliates. Qther nanes may be tradenmarks of their respective

owners.

Type 'help;' or "\h' for help. Type '\c' to clear the current input statenment.
nysql > show dat abases

| Dat abase |

| infornation_schema |

| nysql |

| performance_schema

|

t est |

4 rows in set (0.00 sec)

16.3.2. creating a database

Y ou can create a new database with the cr eate database command.

nmysql > create database famuspeopl e;
Query OK, 1 row affected (0.00 sec)

nmysql > show dat abases
| Dat abase |

| information_schenma |
| fanpuspeopl e |
| nysaql I
| performance_schena |
| test |

5 rows in set (0.00 sec)
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16.3.3. using a database

Next we tell mysgl to use one particular database with the use $database command. This
screenshot shows how to make wikidb the current database (in use).

nmysql > use fanouspeopl e;
Dat abase changed
nysql >

16.3.4. access to a database

To give someone access to amysgl database, use the grant command.

nmysql > grant all on famouspeople.* to kevi n@ ocal host | DENTI FI ED BY "hunter2";
Query OK, O rows affected (0.00 sec)

16.3.5. deleting a database

When adatabaseisnolonger needed, you can permanently removeit with thedr op database
command.

nmysql > drop dat abase denodb;
Query OK, 1 row affected (0.09 sec)

16.3.6. backup and restore a database

Y ou can take a backup of a database, or move it to another computer using the mysgl and
mysqgldump commands. In the screenshot bel ow, we take a backup of the wikidb database
on the computer named laika.

nysqgl dunp -u root fanopuspeople > fanpuspeopl e. backup.20120708. sql

Here is a screenshot of a database restore operation from this backup.

nmysql -u root fanmouspeopl e < fanpuspeopl e. backup. 20120708. sql
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16.4. mysql tables
16.4.1. listing tables

You can see alist of tables in the current database with the show tables; command. Our
famouspeople database has no tables yet.

nysql > use fanouspeopl e;
Dat abase changed

nysql > show t abl es;
Enmpty set (0.00 sec)

16.4.2. creating a table

The create table command will create a new table.

This screenshot showsthe creation of acountry table. We usethe countrycodeasaprimary
key (al country codes are uniquely defined). Most country codes are two or three letters, so
achar of three uses|ess space than avar char of three. The country name and the name of
the capital are both defined as var char. The population can be seen as an integer.

mysql > create table country (

-> countrycode char(3) NOT NULL,
countrynane varchar(70) NOT NULL,
popul ation int,
countrycapi tal varchar(50),
primary key (countrycode)

->);
Query OK, 0 rows affected (0.19 sec)

oo
VVVVYVYV

mysql > show t abl es;

fhscocoococcoccococooooocoocooos +
| Tabl es_i n_fanouspeopl e

fhscocoococcoccococooooocoocooos +
| country |
fhscocoococcoccococooooocoocooos +

1 rowin set (0.00 sec)
nysql >

Y ou are allowed to type the cr eate table command on onelong line, but administrators often
use multiple lines to improve readability.

nysqgl > create table country ( countrycode char(3) NOT NULL, countrynane\
varchar (70) NOT NULL, population int, countrycapital varchar(50), prim
ary key (countrycode) );

Query OK, 0 rows affected (0.18 sec)
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16.4.3. describing a table

To see a description of the structure of atable, issue the describe $tablename command
as shown below.

nysql > descri be country;

focooccocccocoooooo foocococcscoooo foooooo doocooo dococoocoo dococooo +
| Field | Type | Null | Key | Default | Extra

focooccocccocoooooo foocococcscoooo foooooo doocooo dococoocoo dococooo +
| countrycode | char(3) | NO | PRI | NULL | |
| countrynane | varchar(70) | NO | | NULL | |
| popul ation | int(11) | YES | | NULL | |
| countrycapital | varchar(50) | YES | | NULL | |
focooccocccocoooooo foocococcscoooo foooooo doocooo dococoocoo dococooo +

4 rows in set (0.00 sec)

16.4.4. removing a table

To remove a table from a database, issue the drop table $tablename command as shown
below.

nmysql > drop table country;
Query OK, O rows affected (0.00 sec)
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16.5. mysql records

16.5.1. creating records
Useinsert to enter data into the table. The screenshot shows several insert statements that
insert values depending on the position of the data in the statement.

nysql > insert into country values ('BE ,'Belgium,'11000000', "' Brussels');
Query OK, 1 row affected (0.05 sec)

nysql > insert into country values ('DE ,' Gernmany','82000000', 'Berlin');
Query OK, 1 row affected (0.05 sec)

nmysqgl > insert into country values ('JP ,'Japan','128000000', "' Tokyo');
Query OK, 1 row affected (0.05 sec)

Some administrators prefer to use uppercase for sql keywords. The mysgl client accepts
both.

nysqgl > I NSERT | NTO country VALUES (' FR ,' France',' 64000000',"' Paris');
Query OK, 1 row affected (0.00 sec)

Note that you get an error when using aduplicate primary key.

nysql > insert into country values ('DE ,' Gernmany','82000000', 'Berlin');
ERROR 1062 (23000): Duplicate entry 'DE for key 'PRI MARY'

16.5.2. viewing all records

Below an example of asimple select query to look at the contents of atable.

nmysql > select * from country;

o cocooococococooo fococooococococooooo fococooocoococococ fhocccococococococooo +
| countrycode | countrynane | population | countrycapital |
o cocooococococooo fococooococococooooo fococooocoococococ fhocccococococococooo +
| BE | Bel gi um | 11000000 | Brussels |
| CN | China | 1400000000 | Beijing |
| DE | Germany | 82000000 | Berlin |
| FR | France | 64000000 | Paris |
| I'N | I'ndia | 1300000000 | New Del hi |
| JP | Japan | 128000000 | Tokyo |
| MX | Mexico | 113000000 | Mexico City |
| US | United States | 313000000 | Washington |
o cocooococococooo fococooococococooooo fococooocoococococ fhocccococococococooo +

8 rows in set (0.00 sec)
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16.5.3. updating records

Consider thefollowing insert statement. The capital of Spainisnot Barcelona, itisMadrid.

nysqgl > insert into country values ('ES','Spain','48000000', ' Barcelona');
Query OK, 1 row affected (0.08 sec)

Using an update statement, the record can be updated.
nysql > update country set countrycapital = Madrid' where countrycode='ES';

Query OK, 1 row affected (0.07 sec)
Rows matched: 1 Changed: 1 Warnings: O

We can use a select statement to verify this change.

nmysql > select * from country;

R - S R - +
| countrycode | countrynane | population | countrycapital |
R - S R - +
| BE | Bel gi um | 11000000 | Brussels |
| CN | China | 1400000000 | Beijing |
| DE | Germany | 82000000 | Berlin |
| ES | Spain | 48000000 | Madrid |
| FR | France | 64000000 | Paris |
| IN | I'ndia | 1300000000 | New Del hi |
| JP | Japan | 128000000 | Tokyo |
| MX | Mexico | 113000000 | Mexico City |
| US | United States | 313000000 | Washi ngton |
R - S R - +

9 rows in set (0.00 sec)

16.5.4. viewing selected records

Using awher e clausein aselect statement, you can specify which record(s) you want to see.

nysqgl > SELECT * FROM country WHERE countrycode='ES';

loccooccooocooo dhococoocooocooo dhococcococcoocos dooccooccococoocoo +
| countrycode | countrynane | population | countrycapital |
loccooccooocooo dhococoocooocooo dhococcococcoocos dooccooccococoocoo +
| ES | Spain | 48000000 | Madrid |
loccooccooocooo dhococoocooocooo dhococcococcoocos dooccooccococoocoo +

1 rowin set (0.00 sec)

Another example of the wher e clause.

nmysql > sel ect * fromcountry where countrynanme=' Spain';

e e o e +
| countrycode | countrynane | population | countrycapital |
e e o e +
| ES | Spain | 48000000 | Madrid |
e e o e +

1 rowin set (0.00 sec)

16.5.5. primary key in where clause ?

The primary key of atableis afield that uniquely identifies every record (every row) in
the table. when using another field in the where clause, it is possible to get multiple rows
returned.

mysql > insert into country values ('EG,'Egypt','82000000',"' Cairo');
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Query OK, 1 row affected (0.33 sec)

nmysql > sel ect * fromcountry where popul ati on=' 82000000’

lococococococcooo docococococooo ococccocooocac fooccoocococcoooo +
| countrycode | countrynane | popul ation | countrycapital

lococococococcooo docococococooo ococccocooocac fooccoocococcoooo +
| DE | Ger many | 82000000 | Berlin |
| EG | Egypt | 82000000 | Cairo |
lococococococcooo docococococooo ococccocooocac fooccoocococcoooo +

2 rows in set (0.00 sec)

16.5.6. ordering records

We know that select allows usto see all records in atable. Consider this table.

nmysql > sel ect countrynane, popul ati on from country;

S R +
| countrynane | popul ation
S R +
| Bel gi um | 11000000
| China | 1400000000
| Germany | 82000000
| Egypt | 82000000
| Spain | 48000000
| France | 64000000
| I'ndia | 1300000000
| Japan | 128000000
| Mexico | 113000000
| United States | 313000000
S R +

10 rows in set (0.00 sec)

Using the order by clause, we can change the order in which the records are presented.

nysqgl > sel ect countryname, popul ati on from country order by countrynane;

hbscocococoocooooo dococoocoocos +
| countrynane | popul ation
hbscocococoocooooo dococoocoocos +
| Bel gi um | 11000000
| China | 1400000000
| Egypt | 82000000
| France | 64000000
| Gernany | 82000000
| India | 1300000000
| Japan | 128000000
| Mexico | 113000000
| Spain | 48000000
| United States | 313000000
hbscocococoocooooo dococoocoocos +

10 rows in set (0.00 sec)

16.5.7. grouping records

Consider thistable of people. The screenshot shows how to use the avg function to calcul ate
an average.

nmysql > sel ect * from peopl e;

s Hoomm o - - Hoomm o - - Ho o mm o - oo oo +
| Nanme | Field | birthyear | countrycode

s Hoomm o - - Hoomm o - - Ho o mm o - oo oo +
| Barack Gnhama | politics | 1961 | US |
| Deng Xi aopi ng | politics | 1904 | CN |
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| GQuy Verhofstadt | politics | 1953 | BE |
| Justine Henin | tennis | 1982 | BE |
| Kimdijsters | tennis | 1983 | BE |
| Li Na | tennis | 1982 | CN |
| Liu Yang | astronaut | 1978 | CN |
| Serena Wllians | tennis | 1981 | US |
| Venus Wllians | tennis | 1980 | US |
locococococcoococooooo docoocooccoooo docoocococcoooo dococcocococooo +

9 rows in set (0.00 sec)

nmysql > sel ect Field, AV birthyear) from people;

lmcocccooooo fooccoocococcocoooac +
| Field | AVQ birthyear) |
lmcocccooooo fooccoocococcocoooac +
| politics | 1967.111111111111 |
lmcocccooooo fooccoocococcocoooac +

1 rowin set (0.00 sec)

Using the group by clause, we can have an average per field.

nmysql > sel ect Field, AV birthyear) from people group by Field;

S e +
| Field | AVGE birthyear) |
S e +
| astronaut | 1978 |
| politics | 1939.3333333333333 |
| tennis | 1981.6 |
S e +

3rows in set (0.00 sec)

16.5.8. deleting records

Y ou can use the delete to permanently remove arecord from atable.

nmysql > del ete fromcountry where countrynane=' Spain';
Query OK, 1 row affected (0.06 sec)

nmysql > select * fromcountry where countrynane=' Spain';
Empty set (0.00 sec)

16.6. joining two tables

16.6.1. inner join

With an inner join you can take values from two tables and combine them in one result.
Consider the country and the people tables from the previous section when looking at this
screenshot of an inner join.

nmysql > sel ect Nane, Fi el d, count rynane
-> fromcountry
-> inner join people on people.countrycode=country.countrycode;

hococooococococcccooooo foccooooooos fococoocoocococcocooo +
| Name | Field | countryname |
hococooococococcccooooo foccooooooos fococoocoocococcocooo +
| Barack Onhama | politics | United States |
| Deng Xi aopi ng | politics | China |
| Guy Verhofstadt | politics | Belgium |
| Justine Henin | tennis | Bel gi um |
| Kimdijsters | tennis | Bel gi um |
| Li Na | tennis | China |

182



introduction to sgl using mysql

| Liu Yang | astronaut | China |
| Serena Wllians | tennis | United States |
| Venus Wllians | tennis | United States |
locococococcoococooooo docoocooccoooo mcoccoccoocooooo +

9 rows in set (0.00 sec)

Thisinner join will show only records with a match on countrycode in both tables.

16.6.2. left join

A l€eft join is different from an inner join in that it will take all rows from the left table,
regardless of amatch in the right table.

nysql > sel ect Nane, Fi el d, countrynane fromcountry |l eft join people on people.countrycode=count

focococococcoocoococooo dfocococooccoooo hococcococcoocooooo +
| Narre | Field | countryname |
focococococcoocoococooo dfocococooccoooo hococcococcoocooooo +
| Guy Verhofstadt | politics | Bel gium |
| Justine Henin | tennis | Bel gi um |
| Kimdijsters | tennis | Bel gi um |
| Deng Xi aopi ng | politics | China |
| Li Na | tennis | China |
| Liu Yang | astronaut | China |
| NULL | NULL | Germany |
| NULL | NULL | Egypt |
| NULL | NULL | Spain |
| NULL | NULL | France |
| NULL | NULL | India |
| NULL | NULL | Japan |
| NULL | NULL | Mexico |
| Barack OCbana | politics | United States |
| Serena Wllians | tennis | United States |
| Venus Wllians | tennis | United States |
focococococcoocoococooo dfocococooccoooo hococcococcoocooooo +

16 rows in set (0.00 sec)

Y ou can see that some countries are present, even when they have no matching records in
the people table.

16.7. mysql triggers
16.7.1. using a before trigger

Consider thefollowing create table command. Thelast field (amount) isthe multiplication
of the two fields named unitprice and unitcount.

nmysql > create table invoices (
-> id char(8) NOT NULL,
-> custonerid char(3) NOT NULL,
-> unitprice int,
-> unitcount smallint,
-> amount int );
Query OK, 0 rows affected (0.00 sec)

We can let mysgl do the calculation for that by using abefor etrigger. The screenshot below
shows the creation of atrigger that calculates the amount by multiplying two fields that are
about to be inserted.

nmysql > create trigger total _amunt before |INSERT on invoices
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-> for each row set new anount = new.unitprice * new. unitcount ;
Query OK, 0 rows affected (0.02 sec)

Here we verify that the trigger works by inserting a new record, without providing the total
amount.

nmysql > insert into invoices values ('20090526',' ABC ,'199','10',"");
Query OK, 1 row affected (0.02 sec)

Looking at the record proves that the trigger works.

nysqgl > select * frominvoi ces;

lmcocccooooo fooccoococoos docoocoocccoos docococoocccooo ocoocoocac +
| id | custonerid | unitprice | unitcount | anmount |
lmcocccooooo fooccoococoos docoocoocccoos docococoocccooo ocoocoocac +
| 20090526 | ABC | 199 | 10 | 1990 |
lmcocccooooo fooccoococoos docoocoocccoos docococoocccooo ocoocoocac +

1 rowin set (0.00 sec)

16.7.2. removing a trigger

When atrigger is no longer needed, you can delete it with the drop trigger command.

nmysql > drop trigger total _anount;
Query OK, O rows affected (0.00 sec)
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Chapter 17. introduction to samba

This introduction to the Samba server ssimply explains how to install Samba 3 and briefly
mentions the SMB protocol.
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17.1. verify installed version
17.1.1. .rpm based distributions

To see the version of sambainstalled on Red Hat, Fedora or CentOS userpm -gq samba.

[ root @RHEL52 ~]# rpm -q sanba
sanba-3.0.28-1.el5 2.1

The screenshot above shows that RHEL5 has Samba version 3.0 installed. The last number
in the Samba version counts the number of updates or patches.

Below the same command on a more recent version of CentOS with Samba version 3.5
installed.

[root @entos6 ~]# rpm-q sanba
sanba-3.5.10-116.el 6_2.i 686

17.1.2. .deb based distributions

Use dpkg -l or aptitide show on Debian or Ubuntu. Both Debian 7.0 (Wheezy) and Ubuntu
12.04 (Precise) use version 3.6.3 of the Samba server.

root @ebi an7~# aptitude show sanmba | grep Version
Version: 2:3.6.3-1

Ubuntu 12.04 is currently at Samba version 3.6.3.

root @bul204: ~# dpkg -1 samba | tail -1
ii samba 2:3.6.3-2ubuntu2.1 SMB/CIFS file, print, and |l ogin server for Unix
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17.2. installing samba
17.2.1. .rpm based distributions

Samba is instaled by default on Red Hat Enterprise Linux. If Samba is not yet installed,
then you can use the graphical menu (Applications -- System Settings -- Add/Remove
Applications) and select "Windows File Server" in the Server section. The non-graphical
way isto userpm or yum.

When you downloaded the .rpm file, you can install Samba like this.

[ paul @GRHEL52 ~]1$ rpm-i sanba-3.0.28-1.el5_2.1.rpm

When you have a subscription to RHN (Red Hat Network), then yum is an easy tool to use.
Thisyum command works by default on Fedora and CentOS.

[root @entos6 ~]# yuminstall sanba

17.2.2. .deb based distributions

Ubuntu and Debian users can use the aptitude program (or use a graphical tool like
Synaptic).

root @ebi an7~# aptitude install sanba
The foll owi ng NEW packages will be installed:

sanba sanba-common{a} sanba-conmon-bi n{a} tdb-tool s{a}
0 packages upgraded, 4 newly installed, O to renpve and 1 not upgraded.
Need to get 15.1 MB of archives. After unpacking 42.9 MB will be used.
Do you want to continue? [Y/n/?]
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17.3. documentation

17.3.1. samba howto

Samba comes with excellent documentation in html and pdf format (and also as a free
download from samba.org and it is for sale as a printed book).

The documentation is a separate package, so install it if you want it on the server itself.
[root @entos6 ~]# yuminstall sanba-doc

[root @entos6 ~]# |s -1 /usr/share/doc/sanba-doc-3.5. 10/

total 10916

drwxr-xr-x. 6 root root 4096 May 6 15:50 htnl docs

-rwr--r--. 1 root root 4605496 Jun 14 2011 Sanba3- ByExanpl e. pdf
-rwr--r--. 1 root root 608260 Jun 14 2011 Sanba3- Devel oper s- Gui de. pdf
-rwr--r--. 1 root root 5954602 Jun 14 2011 Sanba3- HOANTO. pdf

This action is very similar on Ubuntu and Debian except that the pdf files are in a separate
package named samba-doc-pdf.
root @bul204: ~# aptitude install sanba-doc- pdf

The foll owi ng NEW packages will be installed
sanba- doc- pdf

17.3.2. samba by example

Besides the howto, there is aso an excellent book called Samba By Example (again
available as printed edition in shops, and as a free pdf and html).
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17.4. starting and stopping samba

Y ou can start the daemons by invoking /etc/init.d/smb start (some systems use /etc/init.d/
samba) on any linux.

root @ai ka: ~# /etc/init.d/ sanba stop

* St oppi ng Sanba daenons [ K]
root @ai ka: ~# /etc/init.d/ sanba start

* Starting Sanba daenons [ K]
root @ai ka: ~# /etc/init.d/ sanba restart

* St oppi ng Sanba daenons [ K]

* Starting Sanba daenons [ K]
root @ai ka: ~# /etc/init.d/ sanba status

* SMBD i s running [ K]

Red Hat derived systems are happy with service smb start.

[root @RHEL4b ~]# /etc/init.d/smb start

Starting SMB servi ces: [
Starting NMB servi ces: [
[root @RHEL4b ~]# service snmb restart
Shutting down SMB services:

Shutting down NVB services:

Starting SMB servi ces:

Starting NMB servi ces:

[ root @GRHEL4b ~] #

) S
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17.5. samba daemons
Samba 3 consists of three daemons, they are named nmbd, smbd and winbindd.

17.5.1. nmbd

The nmbd daemon takes care of al the names and naming. It registers and resolves names,
and handles browsing. According to the Samba documentation, it should be thefirst daemon
to start.

[ root @RHEL52 ~]# ps -C nnhd

PID TTY TI VE CVD
5681 ? 00: 00: 00 nnbd
17.5.2. smbd

The smbd daemon manages file transfers and authentication.

[ root @RHEL52 ~]# ps -C snbd

PID TTY TI ME CVD
5678 ? 00: 00: 00 smbd
5683 ? 00: 00: 00 smbd

17.5.3. winbindd

The winbind daemon (winbindd) is only started to handle Microsoft Windows domain
membership.

Note that winbindd is started by the/etc/init.d/winbind script (two dd's for the daemon and
only one d for the script).

[root @RHEL52 ~]# /etc/init.d/ winbind start

Starting Wnbind services: [ O ]
[root @GRHEL52 ~]# ps -C wi nbi ndd
PID TTY TI ME CMD
5752 ? 00: 00: 00 wi nbi ndd
5754 ? 00: 00: 00 wi nbi ndd

On Debian and Ubuntu, the winbindd daemon is installed via a separate package called
winbind.
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17.6. the SMB protocol
17.6.1. brief history

Development of this protocol was started by 1BM in the early eighties. By the end of the
eighties, most develpment was done by Microsoft. SMB is an application level protocol
designed to run on top of NetBIOS/NetBEUI, but can also be run on top of tcp/ip.

In 1996 Microsoft was asked to document the protocol. They submitted CIFS (Common
Internet File System) as an internet draft, but it never got final rfc status.

In 2004 the European Union decided Microsoft should document the protocol to enable
other developers to write compatible software. December 20th 2007 Microsoft came to an
agreement. The Samba team now has access to SMB/CIFS, Windows for Workgroups and
Active Directory documentation.

17.6.2. broadcasting protocol

SMB uses the NetBIOS service location protocol, which is a broadcasting protocol. This
means that NetBIOS names have to be unique on the network (even when you have
different 1P-addresses). Having duplicate names on an SMB network can seriously harm
communications.

17.6.3. NetBIOS names

NetBIOS names are similar to hostnames, but are always uppercase and only 15 characters
in length. Microsoft Windows computers and Samba servers will broadcast this name on
the network.

17.6.4. network bandwidth

Having many broadcasting SMB/CIFS computers on your network can cause bandwidth
issues. A solution can bethe use of aNetBIOSname server (NBNS) like WINS (Windows
Internet Naming Service).
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17.7. practice: introduction to samba

0. I Make sure you know your student number, anything *ANY THING* you name must
include your student number!

1. Verify that you can logon to a Linux/Unix computer. Write down the name and ip address
of this computer.

2. Do the same for al the other (virtual) machines available to you.

3. Verify networking by pinging the computer, edit the appropriate hosts files so you can
use names. Test the names by pinging them.

4. Make sure Samba isinstalled, write down the version of Samba.

5. Open the Official Samba-3 howto padf file that isinstalled on your computer. How many
A4 pagesisthisfile ? Then look at the same pdf on samba.org, it is updated regularly.

6. Stop the Samba server.
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18.1. /etc/sambal/smb.conf
18.1.1. smbd -b

Samba configuration is done in the smb.conf file. The file can be edited manually, or you
can use aweb based interface like webmin or swat to manage it. The fileis usually located
in /etc/samba. Y ou can find the exact location with smbd -b.

[root @RHEL4b ~]# snmbd -b | grep CONFI GFI LE
CONFI GFI LE: /et c/sanba/ snb. conf

18.1.2. the default smb.conf

The default smb.conf file contains alot of examples with explanations.

[ paul @RHEL4b ~]1$ |Is -| /etc/sanbal/ snb. conf
-rwr--r-- 1 root root 10836 May 30 23: 08 /etc/sanbal/ snb. conf

Also on Ubuntu and Debian, smb.conf is packed with samples and explanations.

paul @ai ka: ~$ I's -1 /etc/sanbal/ snb. conf
-rwr--r-- 1 root root 10515 2007-05-24 00: 21 /etc/sanba/snb. conf

18.1.3. minimal smb.conf

Below is an example of a very minimalistic smb.conf. It allows samba to start, and to be
visible to other computers (Microsoft shows computers in Network Neighborhood or My
Network Places).

[ paul GRHEL4b ~]$ cat /etc/sanba/snb. conf
[ gl obal]

wor kgr oup = WORKGROUP

[firstshare]

path = /srv/sanba/ public

18.1.4. net view

Below is a screenshot of the net view command on Microsoft Windows Server 2003 sp2.
It shows how a Red Hat Enterprise Linux 5.3 and a Ubuntu 9.04 Samba server, both with a
minimalistic smb.conf, are visible to Microsoft computers nearby.

C.\ Docunents and Settings\ Adm ni strator>net view

Server Nane Remar k

\\ LAl KA Sanba 3.3.2

\'\ RHEL53 Sanba 3.0.33-3.7.¢el5
\\W2003

The command conpl et ed successful ly.

18.1.5. long lines in smb.conf

Some parameters in smb.conf can get along list of values behind them. Y ou can continue a
line (for clarity) on the next by ending the line with a backslash.

valid users = Serena, Venus, Lindsay \
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Kim Justine, Sabine \
Arel ie, Marie, Suzanne

18.1.6. curious smb.conf

Curious but true: smb.conf accepts synonyms like create mode and create mask, and
(sometimes) minor spelling errors like browsable and browseable. And on occasion you
can even switch words, the guest only parameter isidentical to only guest. And writable
=yesisthe same asreadonly = no.

18.1.7. man smb.conf

Y ou can access a lot of documentation when typing man smb.conf.

[ root @RHEL4b sanba] # apropos sanba

cupsaddsnb (8) export printers to sanba for windows clients

| mhost s (5) - The Sanba NetBICS hosts file

net (8) - Tool for administration of Sanba and renpbte CIFS servers
pdbedi t (8) - mmnage the SAM dat abase (Database of Sanmba Users)

sanba (7) - A Wndows SMB/CIFS fileserver for UN X

snb. conf [snb] (5) - The configuration file for the Sanba suite

snbpasswd (5) - The Sanba encrypted password file

snbst at us (1) - report on current Sanba connections

swat (8) - Sanba Web Administration Tool

t dbbackup (8) - tool for backing up and ... of sanba .tdb files

[ root @RHEL4b sanba] #

18.2. /usr/bin/testparm

18.2.1. syntax check smb.conf

To verify the syntax of the smb.conf file, you can use testparm.

[ paul @GRHEL4b ~] $ testparm

Load smb config files from/etc/sanbal/ snb. conf
Processing section "[firstshare]"

Loaded services file OK

Server rol e: ROLE_STANDALONE

Press enter to see a dunp of your service definitions

18.2.2. testparm -v

An interesting option is testparm -v, which will output al the global options with their
default value.

[root @RHEL52 ~]# testparm-v | head

Load smb config files from/etc/sanbal/ snb. conf
Processing section "[pub0]"

Processi ng section "[gl obal $]"

Loaded services file OK

Server rol e: ROLE_STANDALONE

Press enter to see a dunp of your service definitions

[ gl obal ]

dos charset = CP850

uni x charset = UTF-8

di spl ay charset = LOCALE
wor kgr oup = WORKGROUP
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realm=
net bi os nane = TEACHERO
net bi os aliases =

net bi os scope
server string

Sanba 3.0.28-1.el5 2.1

There were about 350 default values for smb.conf parametersin Samba 3.0.x. This number
grew to amost 400 in Samba 3.5.x.

18.2.3. testparm -s

The samba daemons are constantly (once every 60 seconds) checking the smb.conf file, so it
is good practice to keep thisfile small. But it is also good practice to document your samba
configuration, and to explicitly set options that have the same default values. The testparm
-soption alowsyou to do both. It will output the smallest possible samba configuration file,
while retaining all your settings. The idea is to have your samba configuration in another
file (like smb.conf.full) and |et testparm parse thisfor you. The screenshot below showsyou
how. First the smb.conf.full filewith the explicitly set option workgroup to WORK GROUP.

[ root @RHEL4b sanba] # cat snb. conf. ful
[ gl obal ]
wor kgroup = WORKGROUP

# This is a denp of a docunented snb. conf
# These two lines are renoved by testparm-s

server string = Public Test Server

[firstshare]
path = /srv/sanba/ public

Next, we execute testparm with the -s option, and redirect stdout to the real smb.conf file.

[ root @RHEL4b sanba] # testparm -s snb.conf.full > snb. conf
Load smb config files from snb. conf. ful

Processing section "[firstshare]”

Loaded services file OK

And below is the end result. The two comment lines and the default option are no longer
there.

[ root @RHEL4b sanba] # cat snb. conf
# G obal paraneters

[ gl obal ]

server string = Public Test Server

[firstshare]

path = /srv/sanbal/ public
[ root @RHEL4b sanba] #

18.3. /usr/bin/smbclient

18.3.1. smbclient looking at Samba

With smbclient you can see browsing and share information from your smb server. It will
display al your shares, your workgroup, and the name of the Master Browser. The-N switch
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isadded to avoid having to enter an empty password. The -L switch isfollowed by the name
of the host to check.

[root @RHEL4b init.d]# snmbclient -NL rhel 4b
Anonynous | ogi n successf ul
Domai n=[ WORKGROUP] OS=[ Uni x] Server=[ Sanba 3. 0. 10-1. 4E. 9]

Shar enane Type Comrent

firstshare Di sk

| PC$ | PC | PC Service (Public Test Server)
ADM N$ | PC | PC Service (Public Test Server)

Anonynous | ogi n successf ul
Domai n=[ WORKGROUP] OS=[ Uni x] Server =[ Sanba 3. 0. 10-1. 4E. 9]

Server Comment

RHELAB Publ i c Test Server
W NXP

Wor kgr oup Mast er

WORKGROLP WP

18.3.2. smbclient anonymous

The screenshot below uses smbclient to display information about a remote smb server (in
this case a computer with Ubuntu 11.10).

root @Qbull10: /et c/sanba# testparm snbclient -NL 127.0.0.1
Anonynous | ogi n successf ul
Domai n=[ LI NUXTR] OS=[ Uni x] Server=[ Sanba 3.5. 11]

Shar enane Type Comment
sharel Di sk
| PC$ | PC | PC Service (Sanba 3.5.11)

Anonynous | ogi n successf ul
Domai n=[ LI NUXTR] OS=[ Uni x] Server=[ Sanba 3.5. 11]

Server Comrent
Wor kgr oup Mast er

LI NUXTR DEBI AN6
WORKGROUP UBU1110

18.3.3. smbclient with credentials

Windows versions after xp sp2 and 2003 spl do not accept guest access (the
NT_STATUS ACCESS DENIED error). This example shows how to provide credentials
with smbclient.

[ paul @RHEL53 ~]$ snbclient -L w2003 -U admi ni strator %t ar gat e
Domai n=[ W2003] OS=[ W ndows Server 2003 3790 Service Pack 2] Server=. ..

Shar enane Type Comment

C$ Di sk Default share
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| PC$ | PC Renmpote | PC
ADM N$ Di sk Renote Admi n

18.4. lusr/bin/smbtree

Another useful tool to troubleshoot Sambaor simply to browsethe SMB network issmbtr ee.
Initssimplest form, smbtree will do an anonymous browsing on the local subnet. displaying
all SMB computers and (if authorized) their shares.

Let's take alook at two screenshots of smbtree in action (with blank password). The first
one is taken immediately after booting four different computers (one MS Windows 2000,
one MS Windows xp, one MS Windows 2003 and one RHEL 4 with Samba 3.0.10).

[ paul @GRHEL4b ~] $ snbtree
Passwor d:
VORKGROUP
PEGASUS
\ '\ W NXP
\\ RHEL4B Pegasus Donmi n Menber Server
Error connecting to 127.0.0.1 (Connection refused)
cli_full_connection: failed to connect to RHEL4B<20> (127.0.0.1)
\'\ H\2003
[ paul @GRHEL4b ~] $

The information displayed in the previous screenshot looks incomplete. The browsing
elections are still ongoing, the browse list is not yet distributed to all clients by the (to be
elected) browser master. The next screenshot was taken about one minute later. And it shows
even less.

[ paul @GRHEL4b ~] $ snbtree
Passwor d:
WORKGROUP
\'\ W\2000
[ paul @GRHEL4b ~] $

So we wait awhile, and then run smbtree again, thistimeit looks alot nicer.

[ paul @GRHEL4b ~] $ snbtree
Passwor d:
VORKGROUP
\'\ W\2000
PEGASUS
\\ W NXP
\\ RHEL4B Pegasus Donmi n Menber Server
\\ RHEL4B\ ADM N$ | PC Service (Pegasus Domai n Menber Server)
\\ RHEL4B\ | PC$ | PC Service (Pegasus Domai n Menber Server)
\\ RHEL4B\ donmai ndat a Active Directory users only
\'\ H\2003
[ paul GRHEL4b ~] $ snbtree --version
Version 3.0.10-1.4E.9
[ paul @GRHEL4b ~] $

| added the version number of smbtreeinthe previousscreenshot, to show you thedifference
when using the latest version of smbtree (below a screenshot taken from Ubuntu Feisty
Fawn). The latest version shows a more complete overview of machines and shares.

paul @ ai ka: ~$ snbtree --version
Version 3.0.24

201



getting started with samba

paul @ ai ka: ~$ snbtree
Passwor d:
VORKGROUP
\'\ V2000
\\ W2000\ firstshare
\\ W2000\ C$ Def aul t share
\\ VWV2000\ ADM N$ Renot e Admi n
\'\ 2000\ | PC$ Renote | PC
PEGASUS
\\ W NXP
cli_rpc_pipe_open: cli_nt_create failed on pipe \srvsvc to machi ne W NXP.
Error was NT_STATUS_ACCESS_DENI ED

\\ RHEL4B Pegasus Donmi n Menber Server
\'\ RHEL4B\ ADM N$ | PC Service (Pegasus Domai n Menber Server)
\'\ RHEL4B\ | PC$ | PC Service (Pegasus Domai n Menber Server)
\\ RHEL4B\ donmai ndat a Active Directory users only

\'\ H\2003

cli_rpc_pipe_open: cli_nt_create failed on pipe \srvsvc to nmachi ne HV003.
Error was NT_STATUS ACCESS DEN ED
paul @ ai ka: ~$

The previous screenshot also provides useful errors on why we cannot see shared info on
computers winxp and w2003. Let us try the old smbtree version on our RHEL server, but
this time with Administrator credentials (which are the same on all computers).

[ paul @RHEL4b ~]$ snbtree - UAdm ni strat or %8t ar gat el

VORKGROUP
\\ W\2000
PEGASUS

\\ W NXP
\\ W NXP\ C$ Defaul t share
\\ W NXP\ ADM N$ Renot e Admi n
\'\ W NXP\ shar e55
\\ W NXP\ | PC$ Renote | PC

\'\ RHEL4B Pegasus Domai n Menmber Server
\\ RHEL4B\ ADM N$ | PC Service (Pegasus Domai n Menber Server)
\\ RHEL4B\ | PC$ | PC Service (Pegasus Domai n Menber Server)
\'\ RHEL4B\ donai ndat a Active Directory users only

\\ H\2003
\'\ HV2003\ NETLOGON Logon server share
\'\ HV2003\ SYSVOL Logon server share
\'\ HV2003\ WBUSTenp A network share used by Local Publishing ...
\'\ HVR00O3\ ADM N$ Renot e Admi n
\'\ HV2003\ t ool s
\\ HW2003\ | PC$ Renote | PC
\'\ HV2003\ Wsus Cont ent A network share to be used by Local
\'\ H\2003\ C$ Defaul t share

[ paul @GRHEL4b ~] $

Asyou can see, this gives avery nice overview of all SMB computers and their shares.

18.5. server string

The comment seen by the net view and the smbclient commands is the default value for
the server string option. Simply adding this value to the global section in smb.conf and
restarting sambawill change the option.

[ root @RHEL53 sanba] # testparm-s 2>/dev/null | grep server
server string = Red Hat Server in Paris

After a short while, the changed option is visible on the Microsoft computers.
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C:\ Docunents and Settings\ Adm ni strator>net view

Server Nane Renmar k

\\ LAl KA Ubuntu 9.04 server in Antwerp
\'\ RHEL53 Red Hat Server in Paris
\\W2003

18.6. Samba Web Administration Tool
(SWAT)

Samba comes with a web based tool to manage your samba configuration file. SWAT is
accessible with a web browser on port 901 of the host system. To enable the toal, first find
out whether your system is using the inetd or the xinetd superdaemon.

[ root @RHEL4b sanba] # ps fax | grep inet
15026 pts/0 S+ 0: 00 \_ grep inet
2771 ? Ss 0: 00 xinetd -stayalive -pidfile /var/run/xinetd. pid
[ root @RHEL4b sanba] #

Then edit the inetd.conf or change the disable = yes line in /etc/xinetd.d/swat to disable
=no.
[ root @RHEL4b sanba] # cat /etc/xinetd. d/ swat

# default: off
# description: SWAT is the Sanba Web Adnmin Tool. Use swat \

# to configure your Sanba server. To use SWAT, \

# connect to port 901 with your favorite web browser.
servi ce swat

{

port = 901

socket _type = stream

wai t = no

only_from = 127.0.0.1

user = root

server = /usr/ shi n/ swat

log on_failure += USERID

di sabl e = no

}

[ root @RHEL4b sanba]l# /etc/init.d/ xinetd restart

St oppi ng Xi netd: [ K ]
Starting xinetd: [ K ]

[ root @GRHEL4b sanba] #

Change the only from value to enable swat from remote computers. This examples shows
how to provide swat accessto all computersin a/24 subnet.

[ root @RHEL53 xinetd.d]# grep only /etc/xinetd. d/ swat
only from = 192.168.1.0/24

Be careful when using SWAT, it erases al your manually edited comments in smb.conf.
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18.7. practice: getting started with samba

1. Take a backup copy of the original smb.conf, name it smb.conf.orig

2. Enable SWAT and take alook at it.

3. Stop the Samba server.

4. Create aminimalistic smb.conf.minimal and test it with testparm.

5. Use tesparm -s to create /etc/samba/smb.conf from your smb.conf.minimal .
6. Start Samba with your minimal smb.conf.

7. Verify with smbclient that your Samba server works.

8. Verify that another (Microsoft) computer can see your Samba server.

9. Browse the network with net view, smbtree and with Windows Explorer.

10. Changethe"Server String" parameter in smb.conf. How long doesit take before you see
the change (net view, smbclient, My Network Places,...) ?

11. Will restarting Samba after a change to smb.conf speed up the change ?

12. Which computer is the master browser master in your workgroup ? What is the master
browser ?

13. If time permits (or if you are waiting for other studentsto finish this practice), then install
asniffer (wireshark) and watch the browser elections.
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18.8. solution: getting started with samba

1. Take a backup copy of the original smb.conf, name it smb.conf.orig

cd /etc/sanmba ; cp snb.conf snb.conf.orig

2. Enable SWAT and take alook at it.

on Debi an/ Ubuntu: vi /etc/inetd.conf (renmove # before swat)

on RHEL/ Fedora: vi /etc/xinetd.d/ swat (set disable to no)

3. Stop the Samba server.

/etc/init.d/ smb stop (Red Hat)

/etc/init.d/ samba stop (Debian)

4. Create aminimalistic smb.conf.minimal and test it with testparm.
cd /etc/sanmba ; nkdir my_smb_confs ; cd my_snmb_confs
vi snb. conf. mi ni nal

t est parm snb. conf . mi ni nal

5. Use tesparm -s to create /etc/samba/smb.conf from your smb.conf.minimal .

testparm-s snb. conf.nminimal > ../snb. conf

6. Start Samba with your minimal smb.conf.
letc/init.d/snmb restart (Red Hat)

letcl/init.d/ samba restart (Debian)

7. Verify with smbclient that your Samba server works.

smbclient -NL 127.0.0.1

8. Verify that another computer can see your Samba server.

snbclient -NL 'ip-address' (on a Linux)

9. Browse the network with net view, smbtree and with Windows Explorer.
on Linux: snbtree

on Wndows: net view (and W ndowsKey + e)

10. Changethe" Server String" parameter in smb.conf. How long doesit take before you see
the change (net view, smbclient, My Network Places,...) ?

vi [ etc/sanbal/snb. conf

(shoul d take only seconds when restarting sanba)

11. Will restarting Samba after a change to smb.conf speed up the change ?

yes
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12. Which computer is the master browser master in your workgroup ? What is the master
browser ?

The conputer that won the el ections.

This machine will nake the list of conputers in the network

13. If time permits (or if you arewaiting for other studentsto finish thispractice), then install
asniffer (wireshark) and watch the browser elections.

On ubuntu: sudo aptitude install wireshark

then: sudo w reshark, select interface
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19.1. Setting up a directory to share

Let's start with setting up a very ssimple read only file server with Samba. Everyone (even
anonymous guests) will receive read access.

Thefirst step isto create a directory and put sometest filesin it.

[root @RHEL52 ~]# nkdir -p /srv/sanbal/readonly

[ root @RHEL52 ~]# cd /srv/sanba/readonly/

[ root @RHEL52 readonl y]# echo "It is cold today." > winter.txt
[ root @RHEL52 readonl y]# echo "It is hot today." > sumer.txt
[ root @RHEL52 readonly]l# |s -|

total 8

-rwr--r-- 1 root root 17 Jan 21 05:49 sunmer.txt

-rwr--r-- 1 root root 18 Jan 21 05:49 wi nter.txt

[ root @RHEL52 readonl y] #

19.2. configure the share

19.2.1. smb.conf [global] section

In this example the samba server is a member of WORKGROUP (the default workgroup).
We aso set a descriptive server string, this string is visible to users browsing the network
with net view, windows explorer or smbclient.

[ root @RHEL52 sanba] # head -5 snb. conf

[ gl obal ]

wor kgr oup = WORKGROUP

server string = Public Anonynmous File Server
net bi os name = TEACHERO

security = share

Y ou might have noticed the line with security = share. This line sets the default security
mode for our samba server. Setting the security mode to share will allow clients (smbclient,
any windows, another Samba server, ...) to provide a password for each share. Thisis one
way of using the SMB/CIFS protocol. The other way (called user mode) will alow the
client to provide a username/password combination, before the server knows which share
the client wants to access.

19.2.2. smb.conf [share] section

The share is called pubread and the path is set to our newly created directory. Everyoneis
allowed access (guest ok = yes) and security is set to read only.

[ pubr ead]

path = /srv/sanba/readonly
coment = files to read
read only = yes

guest ok = yes

Hereisavery similar configuration on Ubuntu 11.10.
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root @bul110: ~# cat /etc/sanbal/snb. conf
[ gl obal ]

wor kgroup = LI NUXTR

net bi os nane = UBU1110

security = share

[ rosharel]

path = /srv/sanba/readonly

read only = yes

guest ok = yes

It doesn't really matter which Linux distribution you use. Below the same config on Debian
6, as good asidentical.

r oot @lebi an6: ~# cat /etc/sanba/ snb. conf
[ gl obal ]

wor kgroup = LI NUXTR

net bi os nane = DEBI AN6

security = share

[rosharel]

path = /srv/sanba/readonly

read only = yes

guest ok = yes

19.3. restart the server

After testing with testparm, restart the samba server (so you don't have to wait).

[ root @RHEL4b readonl y]# service snb restart
Shutting down SMB services:

Shutting down NMVB services:

Starting SMB services:

Starting NMB servi ces:

RALE

19.4. verify the share
19.4.1. verify with smbclient

Y ou can now verify the existence of the share with smbclient. Our pubread islisted asthe
fourth share.

[ root @RHEL52 sanba] # snbclient -NL 127.0.0.1
Domai n=[ WORKGROUP] OS=[ Uni x] Server =[ Sanba 3.0.33-3.7.¢l 5]

Shar enane Type Comment

| PC$ I PC I PC Service (Public Anonynous File Server)
gl obal $ Di sk

pubO Di sk

pubr ead Di sk files to read

Domai n=[ WORKGROUP] OS=[ Uni x] Server=[ Sanba 3.0.33-3.7.el5]

Server Coment

TEACHERD Sanba 3.0.33-3.7. el 5
W2003EE

Wor kgr oup Mast er

WORKGROLP W2003EE
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19.4.2. verify on windows

Thefinal test isto go to a Microsoft windows computer and read afile on the Samba server.
First we use the net use command to mount the pubread share on the drivel etter k.

C.\>net use K

\'\ t eacher O\ pubr ead
The command conpl et ed successful ly.

Then we test looking at the contents of the share, and reading the files.

C\>dir k:

Volune in drive K is pubread

Vol une Seri al

Nurnber

Directory of K\

21/ 01/ 2009 05: 49

21/ 01/ 2009 05: 49

21/ 01/ 2009 05: 49

21/ 01/ 2009 05: 49
2 File(s)
2 Dr(s)

is 0C82-11F2

17 summer. t xt
18 winter.txt
35 bytes

13. 496. 242. 176 bytes free

Just to be on the safe side, let us try writing.

K:\>echo very cold > winter.txt

Access i s denied.

K\ >

Or you can use windows explorer...

@ .- TeacherD'pubread =10]x]
File Edit ‘Yiew Favorites Tools Help | lﬂ'
@ Back ~ CJ - ? | ,'-:’ Search | [ Folders | i (3 x !? | m'
Address I_;_’ 1 TeacherOipubread j a0
Falders Mame = | Size | Type | Dake Modified | Attributes |
@. Desktop @ summer, txk 1KE Text Document 21/0172009 5:49
L':'I My Dacuments [?] winter, bxt 1KE Text Daocurent 21/01j2009 5:49

=] j My Computer
‘g 314 Floppy (A1)
e Local Disk ()
i CD Drive (D)
G" Control Panel
= % My Metwork Places
= @ Entire Metwork
Y Microsoft Terminal Services
=l Y Microsoft Windows Metwork
3 Mshome
= -f‘i; Workgroup
=l i Teacherd
L pubn
2
2 Printers and Faxes
o W2003es
Y vMware Shared Folders
% weh Client Metwark
2 Recycle Bin
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19.5. a note on netcat

The Windows command line screenshot is made in a Linux console, using netcat as a pipe
to aWindows command shell.

The way this works, is by enabling netcat to listen on the windows computer to a certain
port, executing cmd.exe when a connection is received. Netcat is similar to cat, in the way
that cat does nothing, only netcat does nothing over the network.

To enable this connection, type the following on the windows computer (after downloading
netcat for windows).

nc -1 -p 23 -t -e cnd. exe

And then connect to this machine with netcat from any Linux computer. You end up with
acmd.exe prompt inside your Linux shell.

paul @ ai ka: ~$ nc 192.168.1.38 23
M crosoft Wndows [Version 5.2.3790]
(O Copyright 1985-2003 M crosoft Corp.

C.\>net use k: /delete
net use k: /delete
k: was del eted successfully.
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19.6. practice: read only file server

1. Create adirectory in agood location (FHS) to share files for everyone to read.
2. Make sure the directory is owned properly and isworld accessible.

3. Put atextfilein this directory.

4. Share the directory with Samba.

5. Verify from your own and from another computer (smbclient, net use, ...) that the share
isaccessible for reading.

6. Make a backup copy of your smb.conf, name it smb.conf.ReadOnlyFileServer.
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19.7. solution: read only file server

1. Create adirectory in agood location (FHS) to share files for everyone to read.
choose one of these..

nkdir -p /srv/sanbal/readonly

nkdir -p /hone/ sanba/readonly

/ horre/ paul /readonly is wrong!!

[ etc/ samba/readonly is wong!!

/readonly is wong!!

2. Make sure the directory is owned properly and isworld accessible.
chown root:root /srv/sanba/readonly

chnod 755 /srv/sanbal/ readonly

3. Put atextfilein this directory.

echo Hello World > hello.txt

4. Share the directory with Samba.

You snb. conf.readonly could | ook like this:
[ gl obal ]

wor kgr oup = WORKGROUP

server string = Read Only File Server
net bi os name = STUDENTX

security = share

[ readonl yX]
path = /srv/sanbal/readonly
conmment = read only file share

read only = yes
guest ok = yes

test with testparm before going in production!

5. Verify from your own and from another computer (smbclient, net use, ...) that the share
is accessible for reading.

On Linux: snbclient -NL 127.0.0.1
On Wndows Explorer: browse to My Network Pl aces

On Wndows cnd. exe: net use L: //studentx/readonly

6. Make a backup copy of your smb.conf, name it smb.conf.ReadOnlyFileServer.

cp snb. conf snb. conf. ReadOnl yFi | eServer
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20.1. set up a directory to share

In this second example, we will create a share where everyone can create files and write to
files. Again, we start by creating a directory

[ root @RHEL52 sanba]# nkdir -p /srv/sanba/witable
[ root @RHEL52 sanba] # chrmod 777 /srv/sanba/ witable/

20.2. share section in smb.conf

There are two parameters to make a share writable. We can useread only or writable. This
example shows how to use writable to give write access to a share.

witable = yes

And thisis an example of using the read only parameter to give write access to a share.

read only = no

20.3. configure the share

Then we ssimply add a share to our file server by editing smb.conf. Below the check with
testparm. (We could have changed the description of the server...)

[ root @RHEL52 sanba] # t estparm

Load smb config files from/etc/sanbal/ snb. conf
Processing section "[pubwite]"

Processing section "[pubread]"

Loaded services file OK

Server rol e: ROLE_STANDALONE

Press enter to see a dunp of your service definitions

[ gl obal ]

net bi os name = TEACHERO

server string = Public Anonynous File Server
security = SHARE

[ pubwrite]
coment = files to wite
path = /srv/sanba/witable
read only = No
guest ok = Yes

[ pubr ead]

comrent = files to read
path = /srv/sanbal/readonly
guest ok = Yes

20.4. test connection with windows

We can now test the connection on awindows 2003 computer. We use the net use for this.

C:\>net use L: \\teacherO\pubwite
net use L: \\teacherO\pubwite
The command conpl et ed successful ly.
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20.5. test writing with windows

We mounted the pubwrite share on the L: drive in windows. Below we test that we can
write to this share.

L:\>echo hoi > hoi.txt

L:\>dir
Volune in drive L is pubwite
Vol une Serial Nunmber is 0C82-272A

Directory of L:\

21/ 01/ 2009 06:11 <Dl R>
21/ 01/ 2009 06:11 <Dl R> ..
21/ 01/ 2009 06:16 6 hoi.txt
1 File(s) 6 bytes
2 Dir(s) 13.496.238.080 bytes free

20.6. How is this possible ?

Linux (or any Unix) always needs a user account to gain access to a system. The windows
computer did not provide the samba server with a user account or a password. Instead,
the Linux owner of the files created through this writable share is the Linux guest account
(usually named nobody).

[ root @RHEL52 sanbal# |s -1 /srv/sanba/witable/

total 4
-rwxr--r-- 1 nobody nobody 6 Jan 21 06: 16 hoi.txt

So thisis not the cleanest solution. We will need to improve this.
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20.7. practice: writable file server

1. Create adirectory and share it with Samba.

2. Make sure everyone can read and write files, test writing with smbclient and from a
Microsoft computer.

3. Verify the ownership of files created by (various) users.
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20.8. solution: writable file server

1. Create adirectory and share it with Samba.
nkdir /srv/sanba/witable

chmod 777 /srv/sanba/writable

the share section in snb.conf can |look like this:

[ pubwrite]

path = /srv/sanba/witabl e
comment = files to wite
read only = no

guest ok = yes

2. Make sure everyone can read and write files, test writing with smbclient and from a
Microsoft computer.

to test witing with snbclient:

echo one > count.txt

echo two >> count.txt

echo three >> count.txt
snbclient //|ocal host/pubwite
Passwor d:

snmb: \> put count.txt

3. Verify the ownership of files created by (various) users.

I's -1 /srv/sanba/witable
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21.1. creating a samba user

We will create auser for our sambafile server and make this user the owner of the directory
and al of itsfiles. Thisanonymous user getsaclear description, but doesnot get alogin shell.

[ root @RHEL52 sanba] # useradd -s /bin/fal se sanbanobody

[ root @RHEL52 sanba] # usernmod -c¢ "Anonynpus Sanba Access" sanbanobody
[ root @RHEL52 sanba] # passwd sambanobody

Changi ng password for user sanmbanobody.

New UNI X password:

Ret ype new UNI X password:

passwd: all authentication tokens updated successfully.

21.2. ownership of files

We can use thisuser asowner of filesand directories, instead of using the root account. This
approach is clear and more secure.

[ root @RHEL52 sanba] # chown - R sanbanobody: sanbanobody /srv/ sanba/
[root @RHEL52 sanmba]# |s -al /srv/sanba/witable/

total 12

drwxrwxrwx 2 sambanobody sanbanobody 4096 Jan 21 06: 11 .
drwxr-xr-x 6 sambanobody sanbanobody 4096 Jan 21 06: 11 ..
-rwxr--r-- 1 sanmbanobody sanbanobody 6 Jan 21 06: 16 hoi.txt

21.3. /lusr/bin/smbpasswd

The sambanobody user account that we created in the previous examples is not yet used
by samba. It just owns the files and directories that we created for our shares. The goal of
this section is to force ownership of files created through the samba share to belong to our
sambanobody user. Remember, our server is still accessible to everyone, nobody needs to
know this user account or password. We just want a clean Linux server.

To accomplish this, we first have to tell Samba about this user. We can do this by adding
the account to smbpasswd.

[ root @RHEL52 sanba] # snmbpasswd -a sambanobody
New SMB password:

Ret ype new SMB passwor d:

Added user sambanobody.

21.4. letc/samba/smbpasswd

To find out where Samba keeps this information (for now), use smbd -b. The
PRIVATE_DIR variable will show you where the smbpasswd database is |ocated.

[ root @RHEL52 sanba]# snmbd -b | grep PRI VATE
PRI VATE_DI R /et c/ sanba
[ root @RHEL52 sanba]# |s -1 snbpasswd
STWe---- - 1 root root 110 Jan 21 06:19 snmbpasswd

Y ou can use asimple cat to see the contents of the smbpasswd database. The sambanobody
user does have a password (it is secret).

[ root @RHEL52 sanba] # cat snbpasswd
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sambanobody: 503: AE9 ... 9DB309C528E540978:[U ]: LCT- 4976B05B:

21.5. passdb backend

Note that recent versions of Samba have tdbsam as default for the passdb backend
paramater.

root @Qbulll0: ~# testparm-v 2>/dev/null| grep 'passdb backend'

passdb backend = tdbsam

21.6. forcing this user

Now that Samba knows about this user, we can adjust our writable share to force the
ownership of filescreated through it. For thiswe usethefor ce user and for ce gr oup options.
Now we can be sure that al files in the Samba writable share are owned by the same
sambanobody user.

Below isthe renewed definition of our share in smb.conf.

[ pubwrite]

path = /srv/sanba/witable
comrent = files to wite
force user = sanbanobody
force group = sanmbanobody
read only = no

guest ok = yes

When you reconnect to the share and write afile, then this sambanobody user will own the
newly created file (and nobody needs to know the password).
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21.7. practice: first samba user account

1. Create a user account for use with samba.
2. Add this user to samba's user database.

3. Create a writable shared directory and use the "force user" and "force group” directives
to force ownership of files.

4. Test the working of force user with smbclient, net use and Windows Explorer.
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21.8. solution: first samba user account

1. Create a user account for use with samba.
useradd -s /bin/fal se snbguest
usermod -c 'sanba guest'’

passwd snbguest

2. Add this user to samba's user database.

snbpasswd -a smbguest

3. Create a writable shared directory and use the "force user" and "force group” directives
to force ownership of files.

[userwite]

path = /srv/sanba/userwite

coment = everyone wites files owned by snbguest
read only = no

guest ok = yes

force user = snbguest

force group = snbguest

4. Test the working of force user with smbclient, net use and Windows Explorer.

Is -1 /srv/sanba/userwite (and verify ownership)
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22.1. creating the users on Linux

The goal of this exampleisto set up afile share accessible to a number of different users.
The userswill need to authenticate with their password before accessto this shareis granted.
We will first create three randomly named users, each with their own password. First we
add these usersto Linux.

[ root @RHEL52 ~]# useradd -c "Serena WIIlians" serena

[ root @RHEL52 ~]# useradd -c¢ "Justine Henin" justine

[ root @RHEL52 ~]# useradd -c¢ "Martina H ngis" nmartina

[ root @RHEL52 ~]# passwd serena

Changi ng password for user serena.

New UNI X passwor d:

Ret ype new UNI X password:

passwd: all authentication tokens updated successfully.
[ root @RHEL52 ~]# passwd j ustine

Changi ng password for user justine.

New UNI X passwor d:

Ret ype new UNI X password:

passwd: all authentication tokens updated successfully.
[ root @RHEL52 ~]# passwd nartina

Changi ng password for user nartina.

New UNI X passwor d:

Ret ype new UNI X password:

passwd: all authentication tokens updated successfully.

22.2. creating the users on samba

Then we add them to the smbpasswd file, with the same password.

[ root @RHEL52 ~]# snbpasswd -a serena
New SMB password:

Ret ype new SMB passwor d:

Added user serena.

[ root @RHEL52 ~]# smbpasswd -a justine
New SMB passwor d:

Ret ype new SMB passwor d:

Added user justine.

[ root @RHEL52 ~]# smbpasswd -a martina
New SMB password:

Ret ype new SMB passwor d:

Added user marti na.

22.3. security = user

Remember that we set samba's security mode to share with the security = sharedirectivein
the [global] section ? Since we now require users to always provide a userid and password
for access to our samba server, we will need to change this. Setting security = user will
require the client to provide samba with a valid userid and password before giving access
to ashare.

Our [global] section now looks like this.
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[ gl obal ]

wor kgr oup = WORKGROUP

net bi os nane = TEACHERO

server string = Sanba File Server
security = user

22.4. configuring the share

We add the following [share] section to our smb.conf (and we do not forget to create the
directory /srv/samba/authwrite).

[aut hwrite]

path = /srv/sanba/authwite
coment = aut henticated users only
read only = no

guest ok = no

22.5. testing access with net use

After restarting samba, we test with different users from within Microsoft computers. The
screenshots use the net useFirst serena from Windows XP.

C\>net use m \\teacherO\authwite stargate /user:serena
The command conpl et ed successful ly.
C\>m

M\ >echo greetings from Serena > serena.txt

The next screenshot is martina on a Windows 2000 computer, she succeeds in writing her
files, but fails to overwrite the file from serena.

C.\>net use k: \\teacherO\authwite stargate /user:nartina
The command conpl et ed successful ly.

C\>k:

K:\>echo greetings frommartina > Martina.txt

K:\>echo test overwite > serena.txt
Access i s denied.

22.6. testing access with smbclient

Y ou can also test connecting with authentication with smbclient. First we test with awrong
password.

[ root @RHEL52 sanba] # snbclient //teacherO/authwite -U nmartina w ongpass
session setup failed: NT_STATUS_LOGON FAI LURE
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Then we test with the correct password, and verify that we can access afile on the share.

[ root @RHEL52 sanba] # snbclient //teacherO/authwite -U martina stargate
Domai n=[ TEACHERO] OS=[ Uni x] Server =[ Sanba 3. 0. 33-3. 7. el 5]

snb: \'> nore serena.txt

getting file \serena.txt of size 14 as /tnp/snbnore. Q¥ nSN (6.8 kb/s)
one

two

three

snb: \> q

22.7. verify ownership

We now have a simple standal one sambafile server with authenticated access. And thefiles
in the shares belong to their proper owners.

[ root @RHEL52 sanba]# |s -1 /srv/sanmba/authwite/

total 8

-rwxr--r-- 1 martina martina O Jan 21 20:06 nartina.txt
-rwXr--r-- 1 serena serena 14 Jan 21 20: 06 serena.txt
-rwXr--r-- 1 serena serena 6 Jan 21 20: 09 ser.txt

22.8. common problems
22.8.1. NT_STATUS_BAD_NETWORK_NAME

You can get NT_STATUS BAD_NETWORK_NAME when you forget to create the
target directory.

[ root @RHEL52 sanba]l# rm -rf /srv/sanba/authwite/

[ root @RHEL52 sanba] # snbclient //teacherO/authwite -U martina stargate
Domai n=[ TEACHERO] OS=[ Uni x] Server=[ Sanba 3.0.33-3.7. el 5]

tree connect failed: NT_STATUS_BAD NETWORK NAME

22.8.2. NT_STATUS_LOGON_FAILURE

You can get NT_STATUS LOGON_FAILURE when you type the wrong password or
when you type an unexisting username.

[ root @RHEL52 sanba]# snbclient //teacherO/authwite -U marti na STARGATE
session setup failed: NT_STATUS_LOGON FAI LURE

22.8.3. usernames are (not) case sensitive

Remember that usernames om Linux are case sensitive.

[ root @RHEL52 sanba] # su - MARTI NA
su: user MARTI NA does not exi st
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[ root @RHEL52 sanba]# su - martina
[marti na@HEL52 ~] $

But usernames on Microsoft computers are not case sensitive.

[ root @RHEL52 sanba] # snbclient //teacherO/authwite -U martina stargate
Domai n=[ TEACHERO] OS=[ Uni x] Server =[ Sanba 3. 0. 33-3. 7. el 5]

snb: \> q

[ root @RHEL52 sanba] # snbclient //teacherO/authwite -U MARTI NA stargate
Domai n=[ TEACHERO] OS=[ Uni x] Server =[ Sanba 3. 0. 33-3. 7. el 5]

snb: \> q
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22.9. practice : samba authentication

0. Make sure you have properly named backups of your smb.conf of the previous practices.
1. Create three users (on the Linux and on the samba), remember their passwords!
2. Set up a shared directory that is only accessible to authenticated users.

3. Use smbclient and a windows computer to access your share, use more than one user
account (windows requires alogoff/logon for this).

4. Verify that files created by these users belong to them.

5. Try to change or delete afile from another user.
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22.10. solution: samba authentication

1. Create three users (on the Linux and on the samba), remember their passwords!
useradd -c ' SMB userl' userx

passwd user X

2. Set up a shared directory that is only accessible to authenticated users.
The shared section in snb.conf could | ook |ike this:
[aut hwite]

path = /srv/sanmba/authwite

coment = aut henticated users only

read only = no
guest ok = no

3. Use smbclient and a windows computer to access your share, use more than one user
account (windows requires alogoff/logon for this).

on Linux: snbclient //student X/ authwite -U userl password

on wi ndows net use p: \\studentX\authwite password /user:user?2

4. Verify that files created by these users belong to them.

I's -1 /srv/sanba/authwite

5. Try to change or delete afile from another user.

you should not be able to change or overwite files from others.
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23.1. security based on user name

23.1.1. valid users

To restrict users per share, you can use the valid users parameter. In the example below,
only the userslisted as valid will be able to access the tennis share.

[tennis]

path = /srv/sanmba/tennis

comrent = authenticated and valid users only
read only = No

guest ok = No

valid users = serena, kim venus, justine

23.1.2. invalid users

If you are paranoia, you can also useinvalid user sto explicitely deny thelisted users access.
When auser isin both lists, the user has no access!

[tennis]

path = /srv/sanba/tennis

read only = No

guest ok = No

valid users = kim serena, venus, justine
invalid users = venus

23.1.3. read list

On awritable share, you can set alist of read only users with theread list parameter.

[football]

path = /srv/sanba/f oot bal |
read only = No

guest ok = No

read list = martina, roberto

23.1.4. write list

Even on a read only share, you can set a list of users that can write. Use the write list
parameter.

[football]

path = /srv/sanba/ gol f
read only = Yes

guest ok = No

wite list = eddy, jan

23.2. security based on ip-address
23.2.1. hosts allow

The hosts allow or allow hosts parameter is one of the key advantages of Samba. It allows
access control of shares on the ip-address level. To alow only specific hosts to access a
share, list the hosts, separated by commas.
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all ow hosts = 192.168.1.5, 192.168.1.40

Allowing entire subnets is done by ending the range with a dot.

all ow hosts = 192. 168. 1.

Subnet masks can be added in the classical way.

all ow hosts = 10.0.0.0/255.0.0.0

Y ou can aso allow an entire subnet with exceptions.

hosts allow = 10. except 10.0.0.12
23.2.2. hosts deny

The hosts deny or deny hosts parameter is the logical counterpart of the previous. The
syntax is the same as for hosts allow.

hosts deny = 192.168.1.55, 192.168.1.56

23.3. security through obscurity
23.3.1. hide unreadable

Setting hide unreadable to yes will prevent users from seeing files that cannot be read by
them.

hi de unreadabl e = yes

23.3.2. browsable

Setting the br owseable = no directive will hide shares from My Network Places. But it will
not prevent someone from accessing the share (when the name of the share is known).

Note that br owsable and br owseable are both correct syntax.

[ pubr ead]

path = /srv/sanbal/readonly
comment = files to read
read only = yes

guest ok = yes

br owseabl e = no

23.4. file system security

23.4.1. create mask

Y ou can use create mask and directory mask to set the maximum allowed permissions for
newly created files and directories. The mask you set isan AND mask (it takes permissions
away).

[tennis]

path = /srv/sanba/tennis
read only = No
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guest ok = No
create mask = 640
directory nask = 750

23.4.2. force create mode

Similar to create mask, but different. Where the mask from above was alogical AND, the
mode you set hereis alogical OR (so it adds permissions). Y ou can use the force create
mode and for ce directory mode to set the minimal required permissions for newly created
files and directories.

[tennis]

path = /srv/sanmba/tennis
read only = No

guest ok = No

force create node = 444
force directory node = 550

23.4.3. security mask

The security mask and directory security mask work in the same way as create mask
and directory mask, but apply only when a windows user is changing permissions using
the windows security dialog box.

23.4.4. force security mode

Thefor ce security modeand for cedirectory security modework in the sameway asfor ce
create mode and for ce directory mode, but apply only when a windows user is changing
permissions using the windows security dialog box.

23.4.5. inherit permissions

With inherit permissions = yes you can force newly created files and directoriesto inherit
permissions from their parent directory, overriding the create mask and directory mask
Settings.

[aut hwite]

path = /srv/sanba/authwite
coment = authenticated users only
read only = no

guest ok = no

create mask = 600

directory nmask = 555

inherit perm ssions = yes
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23.5. practice: securing shares

1. Create awritable share called sales, and areadonly share called budget. Test that it works.
2. Limit access to the sales share to ann, sandra and veronique.

3. Make sure that roberto cannot access the sales share.

4. Even though the sales share is writable, ann should only have read access.

5. Even though the budget share is read only, sandra should aso have write access.

6. Limit one shared directory to the 192.168.1.0/24 subnet, and another share to the two
computers with ip-addresses 192.168.1.33 and 172.17.18.19.

7. Make sure the computer with ip 192.168.1.203 cannot access the budget share.

8. Make sure (on the budget share) that users can see only files and directories to which
they have access.

9. Make sure the sales share is not visible when browsing the network.

10. All files created in the sales share should have 640 permissions or |less.

11. All directories created in the budget share should have 750 permissions or more.
12. Permissions for files on the sales share should never be set more than 664.

13. Permissions for files on the budget share should never be set less than 500.

14. If time permits (or if you are waiting for other students to finish this practice), then
combine the "read only" and "writable" statements to check which one has priority.

15. If time permits then combine "read list", "write list", "hosts allow" and "hosts deny".
Which of these has priority ?
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23.6. solution: securing shares

1. Create awritable share called sales, and areadonly share called budget. Test that it works.

see previous solutions on howto do this..

2. Limit access to the sales share to ann, sandra and veronique.

valid users = ann, sandra, veronique

3. Make sure that roberto cannot access the sales share.

invalid users = roberto

4. Even though the sales share is writable, ann should only have read access.

read list = ann

5. Even though the budget share is read only, sandra should aso have write access.

wite list = sandra

6. Limit one shared directory to the 192.168.1.0/24 subnet, and another share to the two
computers with ip-addresses 192.168.1.33 and 172.17.18.19.

hosts allow = 192. 168. 1.

hosts allow = 192.168.1.33, 172.17.18.19

7. Make sure the computer with ip 192.168.1.203 cannot access the budget share.

hosts deny = 192.168. 1. 203

8. Make sure (on the budget share) that users can see only files and directories to which
they have access.

hi de unreadabl e = yes

9. Make sure the sales share is not visible when browsing the network.

browsabl e = no

10. All files created in the sales share should have 640 permissions or |less.

create mask = 640

11. All directories created in the budget share should have 750 permissions or more.

force directory mode = 750

12. Permissions for files on the sales share should never be set more than 664.

security mask = 750

13. Permissions for files on the budget share should never be set less than 500.

force security directory mask = 500

14. If time permits (or if you are waiting for other students to finish this practice), then
combine the "read only" and "writable" statements to check which one has priority.
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15. If time permits then combine "read list", "write list", "hosts allow" and "hosts deny".
Which of these has priority ?
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24.1. changes in smb.conf
24.1.1. workgroup

The wor kgroup option in the global section should match the netbios name of the Active
Directory domain.

wor kgroup = STARGATE

24.1.2. security mode

Authentication will not be handled by samba now, but by the Active Directory domain
controllers, so we set the security option to domain.

security = Domain

24.1.3. Linux uid's

Linux requires a user account for every user accessing its file system, we need to provide
Sambawith arange of uid'sand gid'sthat it can useto create these user accounts. The range
is determined with theidmap uid and theidmayp gid parameters. Thefirst Active Directory
user to connect will receive Linux uid 20000.

20000- 22000
20000- 22000

i dmap uid
i dmap gid

24.1.4. winbind use default domain

The winbind use default domain parameter makes sure winbind also operates on users
without a domain component in their name.

wi nbi nd use default donmin = yes

24.1.5. [global] section in smb.conf

Below is our new global section in smb.conf.

[ gl obal ]

wor kgroup = STARGATE

security = Domain

server string = Stargate Domai n Menber Server
i dmap uid = 20000- 22000

i dmap gid = 20000- 22000

wi nbi nd use default domain = yes
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24.1.6. realm in /etc/krb5.conf

To connect to a Windows 2003 sp2 (or later) you will need to adjust the kerberosrealm in
/etc/krb5.conf and set both lookup statements to true.

[1i bdef aul t s]
default _real m = STARGATE. LOCAL
dns_| ookup_real m = true
dns_| ookup_kdc = true

24.1.7. [share] section in smb.conf

Nothing special is required for the share section in smb.conf. Remember that we do not
manually create users in smbpasswd or on the Linux (/etc/passwd). Only Active Directory
users are allowed access.

[ domai ndat a]

path = /srv/sanba/ domai ndat a

comrent = Active Directory users only
read only = No

24.2. joining an Active Directory domain

While the Samba server is stopped, you can use net rpc join to join the Active Directory
domain.

[ root @RHEL52 sanba] # service smb stop

Shutti ng down SMB servi ces: [ &K ]
Shutti ng down NVB services: [ &K

[ root @RHEL52 sanba] # net rpc join -U Admi ni strator

Passwor d:

Joi ned donmi n STARGATE.

We can verify in the aduc (Active Directory Users and Computers) that a computer account
is created for this samba server.
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24.3. winbind

24.3.1. adding winbind to nsswitch.conf

The winbind daemon is talking with the Active Directory domain.

We need to update the /etc/nsswitch.conf file now, so user group and host names can be
resolved against the winbind daesmon.

[root @RHEL52 sanba] # vi /etc/nssw tch. conf
[ root @RHEL52 sanba] # grep wi nbind /etc/nsswitch. conf

passwd: files w nbind
group: files w nbind
host s: files dns w nbind

24.3.2. starting samba and winbindd

Time to start Samba followed by winbindd.

[ root @RHEL4b sanba] # service snmb start
Starting SMB servi ces:

Starting NMB servi ces:

[ root @RHEL4b sanba] # service wi nbind start
Starting w nbindd services:

[ root @RHEL4b sanba] #

24.4. wbinfo
24.4.1. verify the trust

Y ou can use whinfo -t to verify the trust between your samba server and Active Directory.
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[root @GRHEL52 ~]# whinfo -t
checking the trust secret via RPC calls succeeded

24.4.2. list all users

We can obtain alist of all user with the wbinfo -u command. The domain is not shown when
the winbind use default domain parameter is set.

[ root @RHEL52 ~]# whinfo -u
TEACHERO\ ser ena

TEACHERO\ j ust i ne
TEACHERO\ mar ti na
STARGATE\ admi ni strat or
STARGATE\ guest

STARGATE\ support _388945a0
STARGATE)\ pol

STARGATE\ kr bt gt

STARGATE)\ ar t hur

STARGATE\ harry

24.4.3. list all groups

We can obtain alist of all domain groups with the wbinfo -g command. The domain is not
shown when the winbind use default domain parameter is set.

[root @GRHEL52 ~]# wbinfo -g
BU LTI N\ admi ni strators

BUI LTI N\ user s

BATMAN\ donai n conput ers
BATVAN\ donai n control |l ers
BATMAN\ scherma admi ns
BATMAN\ ent er pri se admi ns
BATMAN\ domai n admi ns
BATMAN\ domai n users

BATMAN\ domai n guests
BATMAN\ gr oup policy creator owners
BATMAN\ dnsupdat epr oxy

24.4.4. query a user

We can use wbinfo -a to verify authentication of auser against Active Directory. Assuming
auser account harry with password star gateisjust created on the Active Directory, we get
the following screenshot.

[root @RHEL52 ~]# wbinfo -a harry%targate
pl ai nt ext password aut henticati on succeeded
chal | enge/ r esponse password aut henticati on succeeded

24.5. getent

We can use getent to verify that winbindd is working and actually adding the Active
directory usersto /etc/passwd.
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[ root @RHEL52 ~]# getent passwd harry

harry: *:20000: 20008: harry potter:/hone/ BATMAN harry:/bin/fal se
[ root @RHEL52 ~]# getent passwd arthur

art hur:*:20001: 20008: art hur dent:/ horme/ BATMAN art hur:/bin/fal se
[ root @RHEL52 ~]# getent passwd bil bo

bi | bo: *: 20002: 20008: bi | bo baggi ns: / hore/ BATMAN bi | bo: / bi n/ f al se

If the user already exists locally, then the local user account is shown. This is because
winbind is configured in /etc/nsswitch.conf after files.

[ root @RHEL52 ~]# getent passwd pau
paul : x: 500: 500: Paul Cobbaut :/ hone/ paul : / bi n/ bash

All the Active Directory users can now easily connect to the Samba share. Files created by
them, belong to them.

24.6. file ownership

[root @RHEL4b samba] # || /srv/sanbal/ domai ndat a/

total 0O

-rwxr--r-- 1 justine 20000 0 Jun 22 19:54 create_by_justine_on_w nxp. txt
-rwxr--r-- 1 venus 20000 0 Jun 22 19:55 create_by_venus.txt

-rwxr--r-- 1 maria 20000 O Jun 22 19:57 Mari a.txt
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24.7. practice : samba domain member

1. Verify that you have aworking Active Directory (AD) domain.

2. Add the domain name and domain controller to /etc/hosts. Set the AD-DNS in /etc/
resolv.conf.

3. Setup Samba as a member server in the domain.
4. Verify the creation of a computer account in AD for your Samba server.
5. Verify the automatic creation of AD usersin /etc/passwd with wbinfo and getent.

6. Connect to Samba shares with AD users, and verify ownership of their files.
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25.1. about Domain Controllers
25.1.1. Windows NT4

Windows NT4 workswith single master replication domain controllers. Thereisexactly one
PDC (Primary Domain Controller) in the domain, and zero or more BDC's (Backup Domain
Controllers). Samba 3 has al features found in Windows NT4 PDC and BDC, and more.
Thisincludes file and print serving, domain control with single logon, logon scripts, home
directories and roaming profiles.

25.1.2. Windows 200x

With Windows 2000 came Active Directory. AD includes multimaster replication and group
policies. Samba 3 can only be amember server in Active Directory, it cannot manage group
policies. Samba 4 can do this (in beta).

25.1.3. Samba 3

Samba 3 can act asadomain controller in its own domain. In aWindows NT4 domain, with
one Windows NT4 PDC and zero or more BDC's, Samba 3 can only be a member server.
The sameisvalid for Samba 3 in an Active Directory Domain. In short, a Samba 3 domain
controller can not share domain control with Windows domain controllers.

25.1.4. Samba 4

Samba 4 can be a domain controller in an Active Directory domain, including managing
group policies. As of thiswriting, Samba 4 is not released for production!

25.2. About security modes

25.2.1. security = share

The 'Windows for Workgroups way of working, a client requests connection to a share
and provides a password for that connection. Aanyone who knows a password for a share
can access that share. This security model was common in Windows 3.11, Windows 95,
Windows 98 and Windows ME.

25.2.2. security = user

The client will send a userid + password before the server knows which share the client
wants to access. This mode should be used whenever the samba server isin control of the
user database. Both for standalone and samba domain controllers.

25.2.3. security = domain

This mode will allow samba to verify user credentials using NTLM in Windows NT4 and
in al Active Directory domains. Thisis similar to Windows NT4 BDC's joining a native
Windows 2000/3 Active Directory domain.
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25.2.4. security = ads

This mode will make samba use Kerberos to connect to the Active Directory domain.

25.2.5. security = server

This mode is obsolete, it can be used to forward authentication to another server.

25.3. About password backends

The previous chapters all used the smbpasswd user database. For domain control we opt
for the tdbsam password backend. Another option would be to use LDAP. Larger domains
will benefit from using LDAP instead of the not so scalable tdbsam. When you need more
than one Domain Controller, then the Samba team advises to not use tdbsam.

25.4. [global] section in smb.conf

Now isagood time to start adding comments in your smb.conf. First we will take alook at
the naming of our domain and server in the [global] section, and at the domain controlling
parameters.

25.4.1. security

The security must be set to user (which is the default). This mode will make samba control
the user accounts, so it will alow sambato act as a domain controller.

security = user

25.4.2. os level

A samba server is the most stable computer in the network, so it should win all browser
elections (os level above 32) to become the br owser master

os |level = 33

25.4.3. passdb backend

The passdb backend parameter will determine whether samba uses smbpasswd, tdbsam
or |dap.

passdb backend = tdbsam

25.4.4. preferred master

Setting the preferred master parameter to yeswill make the nmbd daemon force an election
on startup.

preferred naster = yes

25.4.5. domain logons

Setting the domain logons parameter will make this samba server a domain controller.
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donai n | ogons = yes
25.4.6. domain master

Setting the domain master parameter can cause samba to clam the domain master
browser role for its workgroup. Don't use this parameter in a workgroup with an active
NT4 PDC.

domai n nmaster = yes

25.4.7. [global] section

The screenshot below shows a sample [global] section for a samba domain controller.

[ gl obal ]
# nanes
wor kgroup = SPORTS
net bi os name = DCSPORTS
server string = Sports Domai n Controller
# domain control paraneters
security = user
os level = 33
preferred naster = Yes
dormai n master = Yes
domai n | ogons = Yes

25.5. netlogon share

Part of the microsoft definition for a domain controller is that it should have a netlogon
share. Thisisthe relevant part of smb.conf to create this netlogon share on Samba.

[ net | ogon]

coment = Network Logon Service
path = /srv/sanba/ netl ogon
admi n users = root

guest ok = Yes

browseabl e = No

25.6. other [share] sections

We create some sections for file shares, to test the samba server. Users can all access the
general sportsfile share, but only group members can access their own sports share.

[ sports]

conment = Information about all sports
path = /srv/sanbal/sports

valid users = @tsports

read only = No

[tennis]

comment = Information about tennis
path = /srv/sanbal/tennis

valid users = @ttennis

read only = No
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[footbal ]

comment = Information about football
path = /srv/sanba/f oot bal |

valid users = @t football

read only = No

25.7. Users and Groups

To be able to use users and groups in the samba domain controller, we can first set up some
groups on the Linux computer.

[ root @RHEL52 sanba] # groupadd nt admi ns
[ root @RHEL52 sanba] # groupadd ntsports
[ root @RHEL52 sanba] # groupadd ntfootbal l
[ root @RHEL52 sanba] # groupadd nttennis

This enables us to add group membership info to some new users for our samba domain.
Don't forget to give them a password.

[ root @RHEL52 sanba] # useradd -m -G ntadni ns Adm ni strat or

[ root @RHEL52 sanba] # useradd -m -G ntsports, nttenni s venus

[ root @RHEL52 sanba] # useradd -m -G ntsports, nttennis kim

[ root @RHEL52 sanba] # useradd -m -G ntsports,nttennis jelena

[ root @RHEL52 sanba] # useradd -m -G ntsports, ntfootball figo

[ root @RHEL52 sanba] # useradd -m -G ntsports, ntfootball ronal do
[ root @RHEL52 sanba] # useradd -m -G ntsports, ntfootball pfaff

Itisalwayssafeto verify creation of users, groupsand passwordsin/etc/passwd, /etc/shadow
and /etc/group.

[ root @RHEL52 sanba]# tail -11 /etc/group
nt adm ns: x: 507: Admi ni strat or

nt sports: x: 508: venus, ki m j el ena, fi go, ronal do, pf af f
nt f oot bal | : x: 509: fi go, ronal do, pf af f
nttennis: x: 510: venus, kim j el ena

Adm nistrator: x: 511:

venus: x: 512:

ki m x: 513:

j el ena: x: 514:

figo: x:515:

ronal do: x: 516:

pfaff:x:517:

25.8. tdbsam

Next we must make these users known to samba with the smbpasswd tool. When you add
thefirst user to tdbsam, the file /etc/samba/passdb.tdb will be created.

[ root @RHEL52 sanba] # snbpasswd -a root
New SMB password:

249



samba domain controller

Ret ype new SMB passwor d:
tdbsam open: Converting version 0 database to version 3.
Added user root.

Adding all the other users generates less output, because tdbsam is already created.

[ root @RHEL4b sanba] # snmbpasswd -a root
New SMB passwor d:

Ret ype new SMB passwor d:

Added user root.

25.9. about computer accounts

Every NT computer (Windows NT, 2000, XP, Vista) can become a member of a domain.
Joining the domain (by right-clicking on My Computer) meansthat a computer account will
be created in the domain. This computer account also has a password (but you cannot know
it) to prevent other computers with the same name from accidentally becoming member of
the domain. The computer account created by Samba is visible in the /etc/passwd file on
Linux. Computer accounts appear as anormal user account, but end their name with adollar
sign. Below a screenshot of the windows 2003 computer account, created by Samba 3.

[ root @RHEL52 sanba]# tail -5 /etc/passwd

j el ena: x: 510: 514: :/ hone/j el ena: / bi n/ bash
figo:x:511: 515::/hone/ fi go:/bin/bash

ronal do: x: 512: 516: : / hone/ r onal do: / bi n/ bash
pfaff:x:513:517::/ hone/ pf af f: / bi n/ bash
w2003ee$: x: 514: 518: : / hone/ nobody: / bi n/ f al se

To be able to create the account, you will need to provide credentials of an account with
the permission to create accounts (by default only root can do this on Linux). And we will
have to tell Samba how to to this, by adding an add machine script to the global section
of smb.conf.

add machi ne script = /usr/sbin/useradd -s /bin/false -d /hone/ nobody %u

You can now join a Microsoft computer to the sports domain (with the root user). After
reboot of the Microsoft computer, you will be able to logon with Administrator (password
Stargatel), but you will get an error about your roaming profile. We will fix thisin the next
section.

When joining the samba domain, you have to enter the credentials of a Linux account that
can create users (usualy only root can do this). If the Microsoft computer complains with
The parameter isincorrect, then you possibly forgot to add the add machine script.

25.10. local or roaming profiles

For your information, if you want to force local profiles instead of roaming profiles, then
simply add the following two lines to the global section in smb.conf.
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| ogon home
| ogon path

Microsoft computers store a lot of User Metadata and application data in a user profile.
Making this profile available on the network will enable users to keep their Desktop and
Application settings across computers. User profiles on the network are called roaming
profiles or roving profiles. The Samba domain controller can manage these profiles. First
we need to add the relevant section in smb.conf.

[Profiles]

coment = User Profiles
path = /srv/sanbal/ profiles
readonly = No

profile acls = Yes

Besides the share section, we aso need to set the location of the profiles share (this can be
another Samba server) in the global section.

| ogon path = \\9%\Profiles\%

The %L variable is the name of this Samba server, the % U variable trandates to the
username. After adding a user to smbpasswd and letting the user log on and off, the profile
of the user will look like this.

[ root @RHEL4b sanba]# || /srv/sanbal/ profil es/Venus/
total 568

Venus Venus 4096 Jul
Venus Venus 4096 Jul
Venus Venus 4096 Jul
Venus Venus 4096 Jul
Venus Venus 4096 Jul

10: 03 Pri nt Hood
10: 03 Recent

10: 03 SendTo

10: 03 Start Menu
10: 03 Tenpl ates

dr wWxr - Xr - x
dr wxr - Xr - x
dr wxr - Xr - x
dr wWxr - Xr - x
dr wxr - Xr - x

drwxr-xr-x 4 Venus Venus 4096 Jul 5 10:03 Application Data
drwxr-xr-x 2 Venus Venus 4096 Jul 5 10:03 Cooki es
drwxr-xr-x 3 Venus Venus 4096 Jul 5 10: 03 Desktop
drwxr-xr-x 3 Venus Venus 4096 Jul 5 10:03 Favorites
drwxr-xr-x 4 Venus Venus 4096 Jul 5 10:03 My Docunents
drwxr-xr-x 2 Venus Venus 4096 Jul 5 10:03 Net Hood
-rwxr--r-- 1 Venus Venus 524288 Jul 5 2007 NTUSER. DAT
-rwxr--r-- 1 Venus Venus 1024 Jul 5 2007 NTUSER. DAT. LOG
-rwr--r-- 1 Venus Venus 268 Jul 5 10:03 ntuser.ini

2 5

2 5

2 5

3 5

2 5

25.11. Groups in NTFS acls

We have users on Unix, we have groups on Unix that contain those users.

[ root @RHEL4b sanba] # grep nt /etc/group

nt adm ns: x: 506: Adm ni strat or

nt sports: x: 507: Venus, Serena, Ki m Fi go, Pf af f
nttenni s: x: 508: Venus, Serena, Kim

nt f oot bal | : x: 509: Fi go, Pf af f
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[ root @GRHEL4b sanba] #

We aready added Venus to the tdbsam with smbpasswd.

snbpasswd -a Venus

Does this mean that Venus can access the tennis and the sports shares ? Yes, al access
works fine on the Samba server. But the nttennis group is not available on the windows
machines. To make the groups available on windows (like in the ntfs security tab of files
and folders), we have to map unix groups to windows groups. To do this, we use the net
groupmap command.

[ root @RHEL4b sanba] # net grouprmap add ntgroup="tennis" uni xgroup=nttennis type=d

No rid or sid specified, choosing al gorithnic mappi ng

Successul | y added group tennis to the mappi ng db

[ root @RHEL4b sanba] # net grouprmap add nt group="football" unixgroup=ntfootball type=d
No rid or sid specified, choosing al gorithnic mappi ng

Successul | y added group football to the mapping db

[ root @RHEL4b sanba] # net grouprmap add nt group="sports" uni xgroup=ntsports type=d

No rid or sid specified, choosing al gorithnic mappi ng

Successul | y added group sports to the mappi ng db

[ root @GRHEL4b sanba] #

Now you can use the Samba groups on all NTFS volumes on members of the domain.

25.12. logon scripts

Beforetesting alogon script, make sureit hasthe proper carriagereturnsthat DOSfiles have.

[ root @RHEL4b netl ogon]# cat start. bat

net use Z: \\ DCSPORTSO\ SPORTS

[ root @RHEL4b net | ogon]# uni x2dos start. bat

uni x2dos: converting file start.bat to DOS format
[ root @RHEL4b net| ogon] #

Then copy the scripts to the netlogon share, and add the following parameter to smb.conf.

| ogon script = start. bat
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25.13. practice: samba domain controller

1. Setup Samba as a domain controller.

2. Create the shares sal esdata, sal espresentations and meetings. Salesdata must be accessible
to all sales people and to all managers. SalesPresentations is only for all sales people.
Meetingsisonly accessible to all managers. Use groups to accomplish this.

3. Join a Microsoft computer to your domain. Verify the creation of a computer account
in /etc/passwd.

4. Setup and verify the proper working of roaming profiles.

5. Find information about homedirectoriesfor users, set them up and verify that usersreceive
their home directory mapped under the H:-drive in MS Windows Explorer.

6. Use a couple of samba domain groups with members to set acls on ntfs. Verify that it
works!

7. Knowing that the %m variable contains the computername, create a separate log file for
every computer(account).

8. Knowing that %s contains the client operating system, include a smb.%s.conf file that
contains a share. (The share will only be visible to clients with that OS).

9. If time permits (or if you are waiting for other students to finish this practice), then
combine "valid users' and "invalid users’ with groups and usernames with "hosts allow"
and "hosts deny" and make a table of which get priority over which.
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26.1. Samba 4 alpha 6

A quick view on Samba 4 alpha 6 (January 2009). Y ou can also follow this guide http://
wiki.samba.org/index.php/Sambad/HOWTO

Remove old Samba from Red Hat

yum renove sanba
set afix ip address (Red Hat has an easy GUI)

download and untar

sanba.org, click 'downl oad info', choose mrror, dl sanba4 |atest al pha

once untarred, enter the directory and read the howto4.txt
cd sanba- 4. 0. Oal pha6/

nore howt o4. t xt

first we have to configure, compile and install samba4
cd source4d/

./configure

make

make i nstall

Then we can use the provision script to setup our realm. | used booi.schot as domain name
(instead of example.com).

./ setup/ provision --real mFBOO . SCHOT - - donmi n=BOO - -adm npass=stargate \
--server-rol e=' domain controller’

i added a simple share for testing

vi /usr/local /sanba/etc/snb. conf

then i started samba

cd /usr/local /sanba/ shin/

./ sanba

| tested with smbclient, it works

snbclient //local host/test -Uadm nistrator%targate

| checked that bind (and bind-chroot) were installed (yes), so copied the srv records

cp booi.schot.zone /var/naned/ chroot/etc/

then appended to named.conf

cat naned. conf >> /var/ naned/ chroot/etc/ named. conf

256



abrief look at samba 4

| followed these steps in the howto4.txt

vi /etc/init.d/ named [added two export lines right after start()]
chnod a+r /usr/|ocal /sanba/private/ dns. keyt ab
cp krbb5.conf /etc/
vi /var/ nanmed/ chroot/etc/nanmed. conf
--> renove a |lot, but keep allow update { any; };

restart bind (named!), then tested dns with dig, this works (stripped screenshot!)

[ root @RHEL52 private]# dig _Idap._tcp.dc._nsdcs. booi.schot SRV @ ocal host

; (1 server found)

;7 global options: printcnd

7, CGot answer:

;; -HEADER- opcode: QUERY, status: NXDOVAIN, id: 58186

7, flags: qr rd ra; QUERY: 1, ANSVER 0, AUTHORITY: 1, ADDI TIONAL: O

; QUESTI ON SECTI ON:
_ldap. _tcp.dc. _nsdcs. booi . schot. I N SRV

; AUTHORI TY SECTI ON:
10800 I N SCA A. ROOT- SERVERS. NET. . ..

7 Query tine: 54 nsec
;7 SERVER 127.0.0. 1#53(127.0.0.1)
;7 WHEN: Tue Jan 27 20:57:05 2009
:; MBG SIZE rcvd: 124

[ root @RHEL52 private] #

made sure /etc/resolv.conf points to himself

[ root @RHEL52 private]# cat /etc/resolv.conf
search booi . schot
nameserver 127.0.0.1

start windows 2003 server, enter the sambad as DNS!

ping the domain, if it doesn't work, then add your redhats hostname and your ream to
windows/system32/drivers/etc/hosts

join the windows computer to the domain
reboot the windows

log on with administrator stargate

start run dsa.msc to manage samba4

create an OU, auser and a GPO, test that it works
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Appendix A. License

GNU Free Docunentation License
Version 1.3, 3 Novenber 2008
Copyright © 2000, 2001, 2002, 2007, 2008 Free Software Foundation, Inc.

Everyone is pernitted to copy and distribute verbati mcopies of this
I i cense docunment, but changing it is not all owed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other
functional and useful document "free" in the sense of freedom to
assure everyone the effective freedomto copy and redistribute it,
with or without nodifying it, either commercially or noncomrercially.
Secondarily, this License preserves for the author and publisher a way
to get credit for their work, while not being considered responsible
for nodifications made by ot hers.

This License is a kind of "copyleft", which means that derivative
wor ks of the docunent nust thenselves be free in the same sense. It
conmpl ements the GNU General Public License, which is a copyleft

i cense designed for free software.

We have designed this License in order to use it for manuals for free
sof tware, because free software needs free docunentation: a free
program shoul d cone with manual s providing the sane freedons that the
software does. But this License is not linited to software nanuals; it
can be used for any textual work, regardl ess of subject matter or
whether it is published as a printed book. W recommend this License
principally for works whose purpose is instruction or reference.

1. APPLI CABI LITY AND DEFI NI TI ONS

Thi s License applies to any manual or other work, in any medium that
contains a notice placed by the copyright holder saying it can be
distributed under the terns of this License. Such a notice grants a
wor |l d-wi de, royalty-free license, unlinted in duration, to use that
work under the conditions stated herein. The "Docunment", below, refers
to any such manual or work. Any nenber of the public is a |licensee

and is addressed as "you". You accept the license if you copy, nodify
or distribute the work in a way requiring pernission under copyright

| aw.

A "Modified Version" of the Docunent neans any work containing the
Docunment or a portion of it, either copied verbatim or wth
nodi fi cations and/or translated into another |anguage.

A "Secondary Section" is a naned appendi x or a front-matter section of
the Docunment that deals exclusively with the relationship of the
publ i shers or authors of the Docunent to the Docunent's overal

subject (or to related matters) and contains nothing that could fal
directly within that overall subject. (Thus, if the Docunent is in
part a textbook of mathematics, a Secondary Section may not explain
any mat henmatics.) The relationship could be a matter of historica
connection with the subject or with related matters, or of |egal
comerci al, philosophical, ethical or political position regarding

t hem

The "l nvariant Sections" are certain Secondary Sections whose titles
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are designated, as being those of Invariant Sections, in the notice
that says that the Document is released under this License. If a
section does not fit the above definition of Secondary then it is not
all owed to be designated as Invariant. The Document may contain zero
I nvariant Sections. |f the Docunent does not identify any Invariant
Sections then there are none

The "Cover Texts" are certain short passages of text that are |isted,
as Front-Cover Texts or Back-Cover Texts, in the notice that says that
the Docunent is released under this License. A Front-Cover Text may be
at nost 5 words, and a Back-Cover Text nmay be at npbst 25 words.

A "Transparent" copy of the Docunent means a machi ne-readabl e copy,
represented in a fornmat whose specification is available to the
general public, that is suitable for revising the docunent
straightforwardly with generic text editors or (for images conposed of
pi xel s) generic paint prograns or (for draw ngs) sone w dely avail abl e
drawing editor, and that is suitable for input to text formatters or
for automatic translation to a variety of formats suitable for input
to text formatters. A copy nade in an otherwi se Transparent file
format whose nmarkup, or absence of markup, has been arranged to thwart
or di scourage subsequent nodification by readers is not Transparent.
An image format is not Transparent if used for any substantial anmount
of text. A copy that is not "Transparent" is called "Qpaque".

Exanpl es of suitable formats for Transparent copies include plain
ASCI | wi thout markup, Texinfo input format, LaTeX input format, SGWL
or XML using a publicly avail abl e DTD, and standard-conformning sinple
HTM., PostScript or PDF designed for hunan nodification. Exanples of
transparent inmage formats include PNG XCF and JPG Opaque formats
include proprietary formats that can be read and edited only by
proprietary word processors, SGML. or XM. for which the DTD and/ or
processing tools are not generally available, and the
machi ne- generated HTM., Post Script or PDF produced by sone word
processors for output purposes only.

The "Title Page" neans, for a printed book, the title page itself,

pl us such foll ow ng pages as are needed to hold, legibly, the nmaterial
this License requires to appear in the title page. For works in
formats which do not have any title page as such, "Title Page" neans
the text near the npbst prom nent appearance of the work's title,
precedi ng the begi nning of the body of the text.

The "publisher" means any person or entity that distributes copies of
the Docunent to the public.

A section "Entitled XYZ" neans a named subunit of the Document whose
title either is precisely XYZ or contains XYZ in parentheses follow ng
text that translates XYZ in another |anguage. (Here XYZ stands for a
speci fic section nane nmentioned bel ow, such as "Acknow edgenent s"

"Dedi cations", "Endorsenents", or "History".) To "Preserve the Title"
of such a section when you nodify the Docunment nmeans that it remains a
section "Entitled XYZ" according to this definition.

The Docunent nmay include Warranty Disclainmers next to the notice which
states that this License applies to the Docunent. These Warranty

Di sclainers are considered to be included by reference in this

Li cense, but only as regards disclaimng warranti es: any ot her
inmplication that these Warranty Disclainers may have is void and has
no effect on the neaning of this License.

2. VERBATI M COPYI NG

You may copy and distribute the Docurment in any nedium either
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conmercially or nonconmercially, provided that this License, the
copyright notices, and the |license notice saying this License applies
to the Docunent are reproduced in all copies, and that you add no

ot her conditions whatsoever to those of this License. You nay not use
techni cal neasures to obstruct or control the reading or further
copyi ng of the copies you nmake or distribute. However, you nay accept
conpensation in exchange for copies. If you distribute a |arge enough
nunber of copies you nust also follow the conditions in section 3.

You may al so | end copi es, under the sanme conditions stated above, and
you may publicly display copies

3. COPYI NG I N QUANTI TY

If you publish printed copies (or copies in nmedia that comonly have
printed covers) of the Docunent, nunbering nore than 100, and the
Docunent's |icense notice requires Cover Texts, you nust enclose the
copies in covers that carry, clearly and legibly, all these Cover
Texts: Front-Cover Texts on the front cover, and Back-Cover Texts on
the back cover. Both covers nust also clearly and legibly identify you
as the publisher of these copies. The front cover nust present the
full title with all words of the title equally prom nent and visible.
You may add other nmaterial on the covers in addition. Copying with
changes limted to the covers, as long as they preserve the title of
the Docunent and satisfy these conditions, can be treated as verbatim
copying in other respects.

If the required texts for either cover are too volunminous to fit

| egibly, you should put the first ones listed (as nany as fit
reasonably) on the actual cover, and continue the rest onto adjacent
pages.

If you publish or distribute Opaque copies of the Docunent nunbering
nore than 100, you nust either include a machi ne-readabl e Transparent
copy along with each OQpaque copy, or state in or with each Opaque copy
a conputer-network |ocation fromwhich the general network-using
public has access to downl oad usi ng public-standard network protocols
a conpl ete Transparent copy of the Docunment, free of added materi al

If you use the latter option, you nust take reasonably prudent steps,
when you begin distribution of Opaque copies in quantity, to ensure
that this Transparent copy will remain thus accessible at the stated
location until at |east one year after the last tine you distribute an
Opaque copy (directly or through your agents or retailers) of that
edition to the public.

It is requested, but not required, that you contact the authors of the
Docunent well before redistributing any | arge nunber of copies, to
give them a chance to provide you with an updated version of the
Docunent .

4. MODI FI CATI ONS

You may copy and distribute a Mdified Version of the Document under
the conditions of sections 2 and 3 above, provided that you rel ease
the Modified Version under precisely this License, with the Mdified
Version filling the role of the Document, thus |icensing distribution
and nodification of the Mdified Version to whoever possesses a copy
of it. In addition, you nmust do these things in the Mdified Version

* A, Use in the Title Page (and on the covers, if any) a title
distinct fromthat of the Docunent, and fromthose of previous
versions (which should, if there were any, be listed in the Hi story
section of the Docunent). You nmay use the sane title as a previous
version if the original publisher of that version gives perm ssion
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* B. List on the Title Page, as authors, one or nbre persons or
entities responsible for authorship of the nodifications in the
Mbdi fi ed Version, together with at |least five of the principal authors
of the Docunment (all of its principal authors, if it has fewer than
five), unless they release you fromthis requirement.

* C. State on the Title page the nane of the publisher of the
Modi fied Version, as the publisher.

* D. Preserve all the copyright notices of the Docunent.

* E. Add an appropriate copyright notice for your nodifications
adj acent to the other copyright notices.

* F. Include, imediately after the copyright notices, a license
notice giving the public perm ssion to use the Mdified Versi on under
the terms of this License, in the formshown in the Addendum bel ow.

* G Preserve in that license notice the full lists of Invariant
Sections and required Cover Texts given in the Docunment's |icense
noti ce.

* H Include an unaltered copy of this License.

* |. Preserve the section Entitled "History", Preserve its Title,
and add to it an itemstating at least the title, year, new authors,
and publisher of the Modified Version as given on the Title Page. If
there is no section Entitled "History" in the Docunent, create one
stating the title, year, authors, and publisher of the Docunent as
given on its Title Page, then add an item describing the Mdified
Version as stated in the previous sentence.

* J. Preserve the network location, if any, given in the Docunent
for public access to a Transparent copy of the Docunent, and |ikew se
the network | ocations given in the Docunent for previous versions it
was based on. These nmay be placed in the "Hi story" section. You may
omt a network location for a work that was published at |east four
years before the Docunent itself, or if the original publisher of the
version it refers to gives permnission.

* K. For any section Entitled "Acknow edgenments" or "Dedications"
Preserve the Title of the section, and preserve in the section all the
substance and tone of each of the contributor acknow edgements and/ or
dedi cati ons given therein.

* L. Preserve all the Invariant Sections of the Docunent,
unaltered in their text and in their titles. Section nunbers or the
equi val ent are not considered part of the section titles.

* M Delete any section Entitled "Endorsenents". Such a section
may not be included in the Mdified Version.

* N. Do not retitle any existing section to be Entitled
"Endorsenents" or to conflict in title with any Invariant Section.

* O Preserve any Warranty Discl ai ners

If the Moudified Version includes new front-natter sections or

appendi ces that qualify as Secondary Sections and contain no nmateria
copi ed fromthe Docunent, you may at your option designate sone or al
of these sections as invariant. To do this, add their titles to the
list of Invariant Sections in the Mdified Version's |icense notice
These titles nust be distinct fromany other section titles.

You may add a section Entitled "Endorsenments”, provided it contains
not hi ng but endorsenents of your Modified Version by various

parti es—for exanple, statenments of peer review or that the text has
been approved by an organi zation as the authoritative definition of a
st andar d.

You may add a passage of up to five words as a Front-Cover Text, and a
passage of up to 25 words as a Back-Cover Text, to the end of the |ist
of Cover Texts in the Mdified Version. Only one passage of

Front - Cover Text and one of Back-Cover Text may be added by (or

t hrough arrangenents made by) any one entity. If the Docunent already
i ncludes a cover text for the same cover, previously added by you or
by arrangenent nade by the same entity you are acting on behal f of,
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you may not add another; but you nay replace the old one, on explicit
perni ssion fromthe previous publisher that added the ol d one.

The author(s) and publisher(s) of the Document do not by this License
give pernmission to use their names for publicity for or to assert or
i mply endorsenent of any Modified Version

5. COVBI Nl NG DOCUMENTS

You may conbine the Docurment with other docunments rel eased under this
Li cense, under the terns defined in section 4 above for nodified
versions, provided that you include in the conmbination all of the
Invari ant Sections of all of the original docunents, unnodified, and
list themall as Invariant Sections of your conbined work inits
Iicense notice, and that you preserve all their Warranty Di scl ai ners.

The conbi ned work need only contain one copy of this License, and

mul tiple identical Invariant Sections may be replaced with a single
copy. If there are nmultiple Invariant Sections with the same nane but
different contents, nake the title of each such section unique by
adding at the end of it, in parentheses, the name of the origina

aut hor or publisher of that section if known, or else a uni que nunber.
Make the sane adjustnment to the section titles in the list of

I nvariant Sections in the |license notice of the conbined work.

In the conbination, you rmust conbi ne any sections Entitled "History"
in the various original docunents, formng one section Entitled

"Hi story"; likew se conbine any sections Entitled "Acknow edgenents"
and any sections Entitled "Dedications". You nust delete all sections
Entitled "Endorsenents"

6. COLLECTI ONS OF DOCUMENTS

You may nmaeke a col |l ection consisting of the Docunent and ot her
docunents rel eased under this License, and replace the individua
copies of this License in the various docunments with a single copy
that is included in the collection, provided that you follow the rules
of this License for verbati mcopying of each of the docunents in al

ot her respects.

You may extract a single document fromsuch a collection, and
distribute it individually under this License, provided you insert a
copy of this License into the extracted docunent, and follow this
License in all other respects regarding verbati m copyi ng of that
docunent .

7. AGGREGATI ON W TH | NDEPENDENT WORKS

A conpil ation of the Docunent or its derivatives with other separate
and i ndependent docunments or works, in or on a volunme of a storage or
distribution medium is called an "aggregate" if the copyright
resulting fromthe conpilation is not used to limt the |egal rights
of the conpilation's users beyond what the individual works pernit.
When the Docunent is included in an aggregate, this License does not
apply to the other works in the aggregate which are not thensel ves
derivative works of the Docunent.

If the Cover Text requirenent of section 3 is applicable to these
copi es of the Docunent, then if the Docunment is |ess than one hal f of
the entire aggregate, the Docunent's Cover Texts nmamy be placed on
covers that bracket the Document within the aggregate, or the

el ectroni c equival ent of covers if the Docunment is in electronic form
O herwi se they nust appear on printed covers that bracket the whole
aggr egat e.
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8. TRANSLATI ON

Transl ation is considered a kind of nodification, so you nmay
distribute translations of the Docunent under the ternms of section 4.
Repl aci ng I nvariant Sections with translations requires specia

perm ssion fromtheir copyright holders, but you may include
translations of sonme or all Invariant Sections in addition to the
original versions of these Invariant Sections. You may include a
translation of this License, and all the |icense notices in the
Docunent, and any Warranty Di sclainers, provided that you al so include
the original English version of this License and the original versions
of those notices and disclainmers. In case of a disagreenent between
the translation and the original version of this License or a notice
or disclaimer, the original version will prevail

If a section in the Docunent is Entitled "Acknow edgenents"

"Dedi cations", or "History", the requirenent (section 4) to Preserve
its Title (section 1) will typically require changing the actua
title.

9. TERM NATI ON

You may not copy, nodify, sublicense, or distribute the Docunment
except as expressly provided under this License. Any attenpt otherw se
to copy, nodify, sublicense, or distribute it is void, and wll
automatically term nate your rights under this License

However, if you cease all violation of this License, then your |icense
froma particular copyright holder is reinstated (a) provisionally,

unl ess and until the copyright holder explicitly and finally

term nates your license, and (b) permanently, if the copyright hol der
fails to notify you of the violation by sonme reasonable nmeans prior to
60 days after the cessation.

Moreover, your license froma particular copyright holder is

rei nstated permanently if the copyright holder notifies you of the
viol ati on by some reasonable nmeans, this is the first time you have
recei ved notice of violation of this License (for any work) fromthat
copyright holder, and you cure the violation prior to 30 days after
your receipt of the notice

Term nation of your rights under this section does not terminate the
Iicenses of parties who have received copies or rights fromyou under
this License. If your rights have been termi nated and not pernanently
rei nstated, receipt of a copy of sone or all of the sanme material does
not give you any rights to use it.

10. FUTURE REVI SI ONS OF THI S LI CENSE

The Free Software Foundation nmay publish new, revised versions of the
GNU Free Docunentation License fromtine to time. Such new versions
will be simlar in spirit to the present version, but may differ in
detail to address new probl ens or concerns. See
http://ww. gnu. org/ copyl eft/.

Each version of the License is given a distinguishing version nunber.
I f the Docunent specifies that a particular nunbered version of this
Li cense "or any later version" applies to it, you have the option of
following the terns and conditions either of that specified version or
of any later version that has been published (not as a draft) by the
Free Software Foundation. |If the Docunent does not specify a version
nunber of this License, you nay choose any version ever published (not
as a draft) by the Free Software Foundation. |If the Docunent specifies
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that a proxy can deci de which future versions of this License can be
used, that proxy's public statenent of acceptance of a version
permanent |y aut horizes you to choose that version for the Docunent.

11. RELI CENSI NG

"Massive Multiauthor Collaboration Site" (or "MMC Site") means any
World Wde Web server that publishes copyrightable works and al so
provi des prominent facilities for anybody to edit those works. A
public w ki that anybody can edit is an exanple of such a server. A
"Massive Multiauthor Collaboration" (or "MMC') contained in the site
means any set of copyrightable works thus published on the MMC site.

"CC- BY-SA" neans the Creative Commons Attribution-Share Alike 3.0
I'i cense published by Creative Commons Corporation, a not-for-profit
corporation with a principal place of business in San Francisco,
California, as well as future copyleft versions of that |icense
publ i shed by that sane organi zati on.

"I ncorporate” nmeans to publish or republish a Docunent, in whole or in
part, as part of another Docunent.

An MC is "eligible for relicensing" if it is licensed under this
License, and if all works that were first published under this License
sonewhere other than this MMC, and subsequently incorporated in whole
or in part into the MMC, (1) had no cover texts or invariant sections
and (2) were thus incorporated prior to Novenmber 1, 2008.

The operator of an MMC Site may republish an MMC contained in the site
under CC-BY-SA on the sane site at any tinme before August 1, 2009,
provided the MMC is eligible for relicensing.
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C
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char(mysql), 177
character device, 37
chattr(1), 165
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